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1 Introduction

This guide includes instructions for using Bosch Cellular Service for reporting to central
station, for personal notifications, for Remote Programming Software (RPS) connections, and
for Remote Security Control (RSC) connections.

1.1 About documentation

Copyright
This document is the intellectual property of Bosch Security Systems, Inc. and is protected by
copyright. All rights reserved.

Trademarks
All hardware and software product names used in this document are likely to be registered
trademarks and must be treated accordingly.
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2 Requirements

You need the following for communications using Bosch Cellular Service:

|:| A cellular communicator and compatible control panel
Cellular communicators include:

- B440, B440-C Conettix Plug-in Cellular Communicators
- B441, B441-C Conettix Plug-in Cellular Communicators
—  B442 Conettix Plug-in Cellular Communicator

—  B443 Conettix Plug-in Cellular Communicator
Compatible control panels include:

- B9512G, B8512G

- B6512,B5512, B4512, B3512

- D9412Gv4, D7412GV4, D7212GV4

- D9412GV3, D7412GV3, D7212GV3

- FPD-7024

|:| Bosch Cellular Service account and login credentials

Before you can utilize cellular communication for reporting, personal notifications, RPS
connections, or RSC connections you need to register for Bosch Cellular Service at the Bosch
Installer Services Portal, https://installerservices.boschsecurity.com/.

|:| RPS v6.03 or higher

RPS is available for download at the B Series Installer's Site (http://www2.boschsecurity.us/
bseriesinstall/before-you-install?s=software-download&c=remote-programming-software-rps)
RPS is also available for download on the RPS product page. Browse to us.boschsecurity.com.

|:| Internet access for the RPS workstation
The RPS workstation (computer) must have access to the internet.
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3 Web services, RPS setup

Once you have a Bosch Cellular Service account and install RPS, you need to enter web
services information in RPS.

Web services allow RPS to receive and set service plan information for your cellular
communicators. Refer to your Bosch Installer Services welcome kit or go to Bosch Installer
Services (https://installerservices.boschsecurity.com/) and check the Bosch Cellular Service
portal for your APl user name and password, and your company's Partner ID.

Notice!

If the RPS computer accesses web services via Web Proxy, verify proxy credentials

If the RPS computer is on a network that requires HTTP and HTTPS traffic to go through a
Web Proxy to access web services, click Web Proxy and verify the credentials for the Web
Proxy are correct.

md @

s - ~
s Systern Configuration w
Work Station Specific Global to all Accounts i ] Connectivity | Fimvware
Web P
eb Proxy = i
Cloud
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—Quick Help

Web services allow RPS to receive and set service plan information for your cellular
communicators. Refer to vour Bosch Installer Services welcome kit or go to Bosch Installer
Services (Afinslinstsllersenices boschsecunty com/)and check the Basch Cellular Semvice
portal for your APl User Name. APl Password | and Partner 1D

Important! if the RPS computer is on a network that requires HTTP and HTTPS traffic to go
through a Web Proxy to aczess web services, click Web Proxy and verify the cradentials for the
Web Proxy are correct.

Ok I Appd | Cancel I

Setting up web services in RPS

1. In the menu bar, click Config to open the configuration menu.

2. Click System.

3. Click the Connectivity tab, and then click Cellular. The window shows the web services
information.

4. In the Web Service Details window, enter your APl user name and password, and your
company's Partner ID. Refer to your Bosch Installer Services welcome kit, or go to the
Bosch Cellular Service portal.

5. Click Test to verify the connection to the web services.

6. Click OK to save the changes and close the window.
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4.1

Cellular communicator, order and configure

This section includes cellular communicator ordering information and information to help you
configure the control panel account for cellular service.

Cellular communicator ordering information

You can order the following plug-in cellular communicators, SIM cards, and cellular kits from

Bosch:

Model Notes Operator (carrier)
B440 Pre-activated, Verizon 3G
Conettix Plug-in Cellular Communicator | CDMA device
B440-C Cold (not activated), Verizon 3G
Conettix Plug-in Cellular Communicator | CDMA device
B441 Pre-activated, Verizon
Conettix Plug-in Cellular Communicator | CDMA device
B441-C Cold (not activated), Verizon

Conettix Plug-in Cellular Communicator

CDMA device

B442
Conettix Plug-in Cellular Communicator

GPRS for Latin America,
SIM card required

B443-ATT
Conettix Plug-in Cellular Communicator
ITS-SIM-ATT AT&T SIM card

HSPA+
Cold (not activated)

AT&T 3G/LTE, US

B443-TMO
Conettix Plug-in Cellular Communicator
ITS-SIM-TMO T-Mobile SIM card

HSPA+
Cold (not activated)

T-Mobile, US

B443-ROG
Conettix Plug-in Cellular Communicator
ITS-SIM-ROG Rogers SIM card

HSPA+ for Canada
Cold (not activated)

Rogers Wyless, CA

Bosch Security Systems, Inc.

Reference Guide
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4.2 Configure control panel account for cellular service

First, create a panel account in RPS for the control panel with the cellular communicator.
For the B440, B440-C, B441, and B441-C cellular communicators, leave the cellular
parameters in the panel account at their defaults. Skip to the next section, Cellular
communicator, assign price plan and activate, page 9.
For the B442 or B443 cellular communicator, enter the cellular network's Access Point Name
(APN) in the panel account.
To open the RPS control panel account in Panel view and enter the network Access Point
Name (APN), follow the steps below.
1. In the Panel List, right-click the panel account you want to configure, then click
Open Panel View.
2. Click PANEL WIDE PARAMETERS > CELLULAR PLUG-IN MODULE.
3. The SIM card you ordered determines the APN to use. Refer to table below. Double-click
Network Access Point Name (APN). Enter the APN and click OK.

SIM card APN
ITS-SIM-ATT AT&T SIM card wyless.com.attz
ITS-SIM-TMO T-Mobile SIM card gne
ITS-SIM-ROG Rogers SIM card wyless.apn (RPS default)

4. Leave the other parameters in CELLULAR PLUG-IN MODULE (including the Network
Access Point User Name, Network Access Point Password, and SIM PIN) at their defaults.
5. Click Save.

2017.03 | 06 | FO1U273558 Reference Guide Bosch Security Systems, Inc.
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5.1

5.2

5.3

Cellular communicator, assign price plan and activate

You can assign a price plan and activate cellular communicators (or SIM cards) from RPS, or
from the Bosch Cellular Services portal.

Before you activate, you must complete section 3, Web services, RPS setup, page 6, and section
4, Cellular communicator, order and configure, page 7. In section 4 you create a panel account
in RPS for the control panel with the cellular communicator.

Pre-activated communicators

Pre-activated plug-in communicators (B440 and B441) arrive ready to communicate using the
default price plan you chose in your Bosch Cellular Service agreement. You receive an email
with an IP address and phone number for each communicator when your order is complete.
You can also view the communicator's IP address and phone number in the Bosch Cellular
Service portal or using RPS.

Billing for pre-activated communicators begins 150 days from the shipping date or upon the
first data connection, whichever comes first.

SIM cards not pre-activated

SIM cards are not pre-activated. You can purchase SIM cards to hold in your stock without
accumulating data charges.

For the ITS-SIM-ATT AT&T SIM card and the ITS-SIM-TMO T-Mobile SIM card, billing begins 60
days after activation or upon the first data connection, whichever comes first.

For the ITS-SIM-ROG Rogers SIM card, billing begins 30 days after activation or upon the first
data connection, whichever comes first.

Activate using RPS

To assign a price plan and activate a cellular communicator from RPS:

1. Inthe Panel List, right-click on the panel account. Click Open Panel Data - View.

2. In the Panel Data - View, click the Cellular tab.

Use this tab to configure Cellular Connectivity for control panels that support B44x Conettix
Plug-in Cellular Communicators, the B450 Conettix Plug-in Communicator Interface, or control
panels that support the ITS-DX4020-G GPRS/GSM Communicator.

- B9512G, B8512G

- B5512,B4512, B3512

- D9412GvV4, D7412GV4

- D9412GV3, D7412GV3, D7212GV3

-  FPD-7024 version 2.10 or higher

Cellular Connectivity fields are preset in D9412GV4 and D7412GV4 v2.xx control panel
accounts. To set SIM plans on other compatible control panels, create a place-holder B9512G,
B8512G, or B Series panel account.

Select Cellular Communicator (B9512G, B8512G control panels only)
The Select Cellular Communicator drop-down list only appears for B9512G and B8512G
control panels.

Selection Description

Cellular Select Cellular to configure the cellular communicator for reporting,
RPS, RSC, automation, and Cloud connections.

Cellular Secondary Select Cellular Secondary to configure the cellular communicator for
reporting connections only.

Bosch Security Systems, Inc. Reference Guide 2017.03 | 06 | FO1U273558
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Notice!

md 0

Cellular Secondary only supports reporting.
The Cellular Secondary selection only supports reporting to the central station. It does not
support RPS, RSC, automation, or Cloud connections.

Cellular Connectivity

Field / button name

Description

Description

Enter a description for the cellular communicator module (up to 40
characters).

MEID(ESN) or SIM#

Enter the serial number (MEID) or SIM number (ICCID) of the cellular

communicator module.

— MEID is a 14-digit electronic serial number printed on the B44#
radio chip and box label.

—  SIM card numbers are 19 or 20-digit numbers printed on the SIM
card.

Cell Number

Enter the cell number RPS uses when it connects to the control panel
using the Cellular Callback mode. (Enter the number manually or
retrieve it by clicking the Query button.)

IP Address Enter the IP address RPS uses when it connects to the control panel
using the Cellular mode. (Enter the address manually or retrieve it by
clicking the Query button.)

Port Enter the Port number RPS uses when RPS connects to the control

panel using Cellular.

Use VPN checkbox

Check this box to connect to a PPTP VPN prior to connecting to the
control panel. (Uncheck if you have a permanent VPN connection or
an IPSec tunnel configured that allows you to access the IP address.)
PPTP VPN setup must be done in Windows and in RPS (Config/
System/Connectivity/VPN).

If you have a VPN running outside of RPS and check Use VPN, RPS
might attempt to disconnect the external VPN after connecting to a
control panel.

Query button

Click Query to activate the communicator (or SIM card). RPS shows
the cell number and IP address associated with the communicator (or
SIM card) at the end of the activation process. You must have Web
Services configured in RPS, Config/System/Connectivity/ Cellular tab,
and a valid MEID or SIM number entered.

If the communicator (or SIM card) is already active, RPS retrieves the
Cell Number and IP Address.

Data Plan
° Notice!
Data Plan fields are locked
l Use the Edit button to unlock the Data Plan fields and make changes.

2017.03 | 06 | FO1U273558
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Field / button name

Description

Name

Name of the plan. Click the Plan Help button to see a description of
each of the data (price) plans.

Incl. Data (KB)

Included amount of data that the control panel can send per month
(in KB) per this data plan. Overage fees accrue for data used in
excess of the plan limit.

Incl. Notifications

Maximum number of SMS’s that the control panel can send per month
per this data plan. Overage fees accrue for SMSs sent in excess of the
plan limit.

Poll Rate
(Recommended)

The Poll Rate sets the interval in seconds that the panel sends a
heartbeat poll to the central station receiver for supervision.

This Poll Rate (Recommended) field shows the recommended poll
rate to optimize the Data Plan. Poll Rate can not be edited in this
field.

Poll Rate can only be edited in the RPS Panel View, PANEL WIDE
PARAMETERS > Enhanced Communication > Poll Rate parameter.
The Poll Rate parameter is linked to the PANEL WIDE PARAMETERS >
Enhanced Communication > Receiver Supervision Time parameter.
Setting the Receiver Supervision Time parameter automatically sets
the Poll Rate, ACK Wait Time, and Retry Count parameters. Refer to
RPS help for guidance in setting these parameters to optimize the
Data Plan.

ACK Wait Time
(Recommended)

Time that the control panel waits for an ACK (acknowledgement) from
the central station after a heartbeat (poll) or other report has been
sent.

This ACK Wait Time (Recommended) field shows the recommended
ACK Wait Time to optimize the Data Plan. ACK Wait Time can not be
edited in this field.

ACK Wait Time can only be edited in the RPS Panel View, PANEL WIDE
PARAMETERS > Enhanced Communication > ACK Wait Time
parameter.

The ACK Wait Time parameter is linked to the PANEL WIDE
PARAMETERS > Enhanced Communication > Receiver Supervision
Time parameter.

Setting the Receiver Supervision Time parameter automatically sets
the ACK Wait Time, ACK Wait Time, and Retry Count parameters.
Refer to RPS help for guidance in setting these parameters to
optimize the Data Plan.

Bosch Security Systems, Inc.
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Retry Count Number of times the control panel resends the event before declaring
(Recommended) a Path Failure.

This Retry Count (Recommended) field shows the recommended
Retry Count to optimize the Data Plan. Retry Count can not be edited
in this field.

Retry Count can only be edited in the RPS Panel View, PANEL WIDE
PARAMETERS > Enhanced Communication > Retry Count parameter.
The Retry Count parameter is linked to the PANEL WIDE
PARAMETERS > Enhanced Communication > Receiver Supervision
Time parameter.

Setting the Receiver Supervision Time parameter automatically sets
the Retry Count, ACK Wait Time, and Retry Count parameters. Refer
to RPS help for guidance in setting these parameters to optimize the
Data Plan.

Show Plans button Click this button to make a web services query and populate the Data
Plan List dialog box with all the possible data plans available to this
account. (You must have Web Services configured in Config/System
Cellular Tab and a valid MEID or SIM number entered.)

Plan Help button Click this button display online help on how to choose a data plan
based on control panel settings.

Set Plan button After selecting a plan in the Data Plan list box, click this button to set
it.

Edit button Click to allow editing of the fields.

OK Click to accept any changes and close the window.

Cancel Click to cancel to discard any changes and close the window.

Suspending a data plan

To suspend or unsuspend (resume) a plan for an active device:

1. Enter the MEID(ESN) or SIM# in the appropriate field.

2. Click the Query button.

3. If the active device is found, then right-click on the highlighted row in the Data Plan table.
Click suspend or unsuspend.

To verify the data plan was suspended (or unsuspended), click the Query button several

minutes after suspending or unsuspending. Suspending or unsuspending the data plan for a

device can take up to 10 minutes.
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5.4 Activate using Bosch Cellular Service portal

To assign (or change) a price plan and activate a cellular communicator or SIM card, follow
the steps below to place an order to activate in the Bosch Cellular Service portal.
1. Loginto the Bosch Cellular Service portal, https://www.boschcellular.com.
2. Click the Quick Links tab, then click Place order.
3. For SIM cards (required for B442 and B443 communicators), click Activate existing SIM
cards.
Go to Activation settings and connections to activate, SIM cards, page 13.
For B440 and B441 communicators, click Activate existing CDMA devices.
Go to Activation settings and connections to activate, CDMA devices, page 14.

5.4.1 Activation settings and connections to activate, SIM cards
Use the steps in each section below to configure the activation settings and choose the
connections (SIM cards) to activate.

Operator (carrier)

To choose the operator (carrier) for SIM cards:

1. Double-click Operator to open the drop-down list.

2. Inthe list, click the operator (carrier) for the cards you are activating. To determine the
correct operator, refer to Cellular communicator ordering information, page 7.

Cold price plan

Once you choose the operator (carrier), your company's default price shows in the Cold price
plan field.

1. Double-click Cold price plan to open the drop-down list.

2. Click your company's default price plan.

Price plan

Each price plan includes three levels of service: Backup Shared plan, Standard Share plan, and

Commercial Share plan.

1. Double-click Price plan to open the drop-down list.

2. Click the appropriate plan for the cards you are activating. To learn more about price
plans, refer to Bosch Cellular Service price plans, page 41.

Subject
Subject is an optional free form text field. For example, you could use it record a job name or
PO number.

Field 1 value
Field 1 is an optional free form text field. Bosch recommends using Field 1 for the area 1
account number (RPS Panel View, Area Wide Parameters > Account Number).

Field 2 value
Field 2 is an optional free form text field. Bosch recommends using Field 2 for the panel
(customer) name (RPS Panel Data - View, Panel Info tab > Panel Name).

IP Segment

Select an IP segment from the list of available segments.

1. Double-click IP Segment to open the drop-down list (typically there is only one choice).
2. Click the IP segment you prefer.

Authentication profile
Leave the Authentication profile at the default.

Next
Click Next to save your selections and entries.

Bosch Security Systems, Inc. Reference Guide 2017.03 | 06 | FO1U273558
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5.4.2

Select connections (SIM cards) to activate,

Input Method

1. Click Manual Input.

2. Click the Connections to activate, one per line (Network ID) box.

3. Enter the 20 digit Network ID (SIM ID or ICC ID) printed on each SIM card. Press Enter
after the 20" digit. Each ID begins on a new line.

4. Click Validate when finished entering IDs.
After you click Validate, you might see the following pop-up window. If you do, click OK to
continue.

‘0“ 1 of these 1 connections are not in your connection stock, Please make

¥ absolutely sure that this is what you intended, by carefully checking the

~ MEID Hex you have provided. if you proceed, we will attempt to
activate all of these connections in your account, including those that

are not in your stock.

Place the order
1. Click Add to Cart.
2. Click Place Order.

Activation in process
The portal shows the activation status of each communicator or SIM card. The activation
process typically takes less than 10 minutes.

Activation settings and connections to activate, CDMA devices

Use the steps in each section below to configure the activation settings and choose the
connections (CDMA devices) to activate. The B440 and B441 plug-in cellular communicators
are CDMA devices.

Operator (carrier)

To choose the operator (carrier) for SIM cards:

1. Double-click Operator to open the drop-down list.

2. Inthe list, click the operator (carrier) for the cards you are activating. To determine the
correct operator, refer to Cellular communicator ordering information, page 7.

Cold price plan

Once you choose the operator (carrier), your company's default price shows in the Cold price
plan field.

1. Double-click Cold price plan to open the drop-down list.

2. Click your company's default price plan.

Price plan

Each price plan includes three levels of service: Backup Shared plan, Standard Share plan, and

Commercial Share plan.

1. Double-click Price plan to open the drop-down list.

2. Click the appropriate plan for the cards you are activating. To learn more about price
plans, refer to Bosch Cellular Service price plans, page 41.

Subject
Subject is an optional free form text field. For example, you could use it record a job name or
PO number.
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Field 1 value
Field 1 is an optional free form text field. Bosch recommends using Field 1 for the area 1
account number (RPS Panel View, Area Wide Parameters > Account Number).

Field 2 value
Field 2 is an optional free form text field. Bosch recommends using Field 2 for the panel
(customer) name (RPS Panel Data - View, Panel Info tab > Panel Name).

IP Segment
Select an IP segment from the list of available segments.

1.
2.

Double-click IP Segment to open the drop-down list (typically there is only one choice).
Click the IP segment you prefer.

Authentication profile
Leave the Authentication profile at the default.

Next
Click Next to save your selections and entries.

Input method
Click Manual Input.

1.
2.
3.

Double-click Identifier to open the dropdown menu.

In the menu, click MEID Hex.

Enter the MEID Hex for the communicator. You can enter the MEID Hex communicators,
one per line. Find the MEID Hex on the communicator packaging, or on a label on the
communicator itself.

Click Validate when finished.

After you click Validate, you might see the following pop-up window. If you do, click OK to
continue.

I #% 1 ofthesel connections are not in your connection stock. Please make
L' absolutely sure that this is what you intended, by carefully checking the

MEID Hex you have provided. If you proceed, we will attempt to
activate all of these connections in your account, including those that
are not in your stock.

Place the order

1.
2.

Click Add to Cart.
Click Place Order.

Bosch Security Systems, Inc.
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6

6.1

6.2

ReIJortin and Personal Notification using Bosch
Cellular Service

You can configure control panels to use a cellular communicator and Bosch Cellular Service to
send reports to a central station receiver, or personal notifications (text or email) to users, or
both.

These panels support both reporting and personal notification using Bosch Cellular Service:
B9512G, B8512G, B6512, B5512, B4512, B3512

These panels only support reporting using Bosch Cellular Service:

D9412GV4, D7412GV4, D7212GV4, D9412GV3, D7412GV3, D7212GV3, FPD-7024

Configure B9512G, B8512G, and B Series panels

To configure a B9512G, B8512G, B6512, B5512, B4512, or B3512 control panel for reporting

and personal notification via cellular service, follow the steps below.

1. In the Panel List, right-click the panel account you want to configure for cellular service,
then click Open Panel View.

2. Panel Wide Parameters > Cellular Plug-in Module: leave the parameters at their defaults.
Only change the parameters for UL1610 commercial listed installations requiring low
signal notification.

3. Panel Wide Parameters > Communicator > Primary Destination Device (Backup
Destination Device): to send reports for a Route Group via a cellular communicator,
select a (Plug-in) Cellular Destination as the Primary (or Backup) Destination.

4. Panel Wide Parameters > Enhanced Communication: set reporting Destinations, and
polling/supervision settings. Ensure that the cellular polling rates follow recommended
settings and align with your cellular plan.

5. Panel Wide Parameters > Personal Notification > Personal Notification Destinations: set
phone numbers for SMS messages, email addresses for email messages. Set Method to
Plug in Cellular SMS, Bus Device Cellular SMS, Plug in Cellular Email, or Bus Device
Email.

Configure D9412GV4, D7412GV4, D7212GV4, D9412GV3,
D7412GV3, D7212GV3, FPD-7024 panels

To configure a D9412GV4, D7412GV4, D7212GV4, D9412GV3, D7412GV3, or D7212GV3 panel
for reporting using cellular service, refer to the Release Notes, Program Entry Guide, and RPS
Help for the panel.

To configure a FPD-7024 panel for reporting using cellular service, refer to the Release Notes,
Installation and Operation Guide, and RPS Help for the panel.

2017.03 | 06 | FO1U273558 Reference Guide Bosch Security Systems, Inc.
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7 RPS using Bosch Cellular Service

This section includes instructions for configuring RPS and your RPS workstation (computer) to
connect to control panels using cellular communicators and Bosch Cellular Service.

After you add the Web Service Details for cellular service (refer to Web services, RPS setup,
page 6), you can create and use a VPN for RPS / control panel connections. Or you can
configure for cellular call back which does not require a VPN for RPS connections.

7.1 VPN setup for RPS workstation

Before you can use cellular service and a VPN for RPS connections to control panels, you must
create a VPN client on the RPS workstation (computer).
This section includes instructions for Windows 7, Windows 8, and Windows 10.

Notice!
Creating VPN client might require administrator rights

You might require administrator rights for your RPS workstation (computer) to create a VPN
client.

mud 0

VPN tips

—  When connected to the VPN, the Network Connections window and the icon on the
system tray indicate Connected.

— To create a desktop shortcut to connect with fewer steps: in the Network Connections
panel, right-click the VPN option and select Create Shortcut. Then, in the Shortcut dialog
box, click Yes.

— To avoid data consumption, remember to disconnect from the VPN when you disconnect
RPS from the control panel. Disconnecting from the VPN makes it available to another
workstation.

—  Only one computer at a time can use the VPN connection.

Notice!

Automatic VPN disconnect for B9512G, B8512G, B6512, B5512, B4512, B3512, D9412GV4
(v2.xx), and D7412GV4 (v2.xx) control panels

For B9512G, B8512G, B6512, B5512, B4512, B3512, D9412GV4 (v2.xx), and

D7412GV4 (v2.xx) control panels, RPS automatically disconnects from the VPN after you
disconnect RPS from the control panel.

mud 0
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7.1.1

Windows 7 VPN client
To create a VPN client on an RPS workstation running Windows 7, work through the sections
below in order. Follow the steps in each section.

Open the Windows Control Panel, then the Network and Sharing Center
1. Open the Windows Control panel and select Network and Sharing Center (or Network
and Internet and then Network and Sharing Center). The Network and Sharing window

opens.
[=]E=]
: <5 » Control Panel » ontrol Panel ltems » Metwork an aring Center - Search Control Panel
kS C | Panel AllC | Panel i N k and Sharing C 5 p|
File Edit View Tools Help

Control Panel Home ’ « " " .
View your basic network information and set up connections

Change adapter settings [}A l;b @ See full map
= ¥

Ch d d shari
ange advanced sharing EP1132145 bosch.icom Internet

settings :
g (This computer)
View your active networks Connect or disconnect
{ L] bosch.com Access type: Internet
|.: Domain network Connections: [ Local Area Connection
Change your networking settings
{‘i. Set up a new connection or network
. Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
‘fs. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
Semal Choose homegroup and sharing options
See also
Access files and printers located on other netwerk computers, or change sharing settings.
HomeGroup
Internet Options |E Troubleshoat problems
Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

2. In the center of the window under Change your network settings, click Set up a new
connection or network. The Set Up a Connection or Network window opens.

3. Click Connect to a workplace, then click Next. The Connect to a Workplace window
opens.

4. Click Use my Internet connection (VPN).
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Enter internet connection (VPN) information.

Type the Internet address to connect to

Your network administrator can give you this address.
Internet address: vpn.wyless.net

Destination name: Bosch Cellular VPN

[ Use a smart card

@y [/] Allow other pecple to use this connection
This option allows anyone with access to this computer to use this connection,

[#/Den't connect now; just set it up so 1 can connect later

Internet address field: enter vpn.wyless.net.

Destination name field: enter Bosch Cellular VPN.

Use a smart card checkbox: deselect the checkbox (no checkmark in box).

Allow other people to use this connection checkbox: select the checkbox (checkmark in

box).

5. Don’t connect now; just set it up so | can connect later checkbox: select the checkbox
(checkmark in box).

6. Click Next to enter a username and password. Continue to the next section.
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Enter username and password

w

Type your user name and password

User name:

gmr¢ ssseReRe

Demain (optional):

In the User name and Password fields enter the User name and Password (supplied by
Bosch Installer Services after the registration process).

Select (checkmark in box) the Remember the password checkbox to save the password
for the next log in.

Click Create.

When the window shows The Connection is ready to use, click Close to return to the
Network and Sharing Center. Do not click Connect.

Change adapter settings

1.
2.

o o kW

Click Change adapter settings to open the Network Connections window.

Right-click the Bosch Cellular VPN option, then click Properties. The Bosch Cellular VPN
Properties dialog box opens.

Click the Networking tab.

Select Internet Protocol 6 (TCP/IPv6) and click Properties.

In the dialog box, click Advanced. The Advanced TCP/IP Settings dialog box opens.
Deselect (no checkmark in box) the Use default gateway on remote network checkbox,
then click OK. Click OK again to return to the Bosch Cellular VPN Properties dialog box.
Select Internet Protocol 4 (TCP/IPv4) and repeat the previous steps to remove the
gateway option. Click OK repeatedly to return to the Network Connections panel.

Connect to the VPN

RPS automatically connects and disconnects from the VPN for B9512G, B8512G, B6512,
B5512, B4512, D9412GV4 (v2.xx), and D7412GV4 (v2.xx) control panels.

For D9412GV4 (v1.xx), D7412GV4 (vl.xx), D7212GV4 (v1.xx), D9412GV3, D7412GV3,
D7212GV3, D9412GV2 (v7.06), D7412GV2 (v7.06), D7212GV2 (v7.06), and FPD-7024 control
panels you must manually connect and disconnect from the VPN.

1.
2.

From the Network Connections panel, double-click the Bosch Cellular VPN option.
In the Connection dialog box, click Connect.
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7.1.2 Windows 8 VPN client

To create a VPN client on an RPS workstation running Windows 8, work through the sections
below in order. Follow the steps in each section.

Open the Charm bar and search for VPN setup

1. Press [Windows]+[C] to open the Charm bar, and then click the Search icon to open the
Search dialog box.

Search

Apps

Apps

Settings

2. Select the Settings option to search Settings.
In the Settings search field, type VPN and press [ENTER].

In the results, click Set up a virtual private network (VPN) connection. The Create a VPN
connection window opens.

w

Create your VPN

3 Create a VPN connection

Type the Internet address to connect to

Your network administrator can give you this address.
Internet address: vpn.wyless.net

Destination name Bosch Cellular VPN

| | Use a smart card

(V| Rermember my credentials

other people to use this connection

This option allows anyone with access to this computer to use this connection,

([ Greste ] cancel

Follow the steps below to create a new VPN. You configure it in the next section.
1. Internet address field: Enter vpn.wyless.net.
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ok wbd

6.

Destination name field: Enter Bosch Cellular VPN.

Use a smart card checkbox: Deselect the checkbox (no checkmark in box).

Remember my credentials checkbox: Select the checkbox (checkmark in box).

Allow other people to use this connection checkbox: Select the checkbox (checkmark in
box).

Click Create.

Configure the new VPN
Follow the steps below to configure the VPN.

1.

Press [Windows]+[C] to open the Charm bar, then click the Settings icon to open the
Settings dialog box.

Click the Connection Manager icon to open the Connection Manager.

Right-click the Bosch Wireless VPN Connection option, then click Properties. The Bosch
Wireless VPN Connection Properties dialog box opens. Click the Networking tab.

Select Internet Protocol 6 (TCP/IPv6), then click Properties.

In the resulting dialog box, click Advanced. The Advanced TCP/IP Settings dialog box
opens.

Deselect (no checkmark in box) the Use default gateway on remote network checkbox,
then click OK. Click OK again to return to the Bosch Wireless VPN Connection Properties
dialog box.

Select Internet Protocol 4 (TCP/IPv4) and repeat the previous steps to remove the
gateway option. Click OK repeatedly to return to the Network Connections panel.
Select the Security Tab, select the Allow these Protocols option button, then select the
Microsoft CHAP Version 2 (MS-CHAP v2) checkbox. Click OK.

Connect to the VPN:

RPS automatically connects and disconnects from the VPN for B9512G, B8512G, B6512,
B5512, B4512, D9412GV4 (v2.xx), and D7412GV4 (v2.xx) control panels.

For D9412GV4 (v1.xx), D7412GV4 (v1.xx), D7212GV4 (v1.xx), D9412GV3, D7412GV3,
D7212GV3, D9412GV2 (v7.06), D7412GV2 (v7.06), D7212GV2 (v7.06), and FPD-7024 control
panels you must manually connect and disconnect from the VPN.

1.

w

Press [Windows]+[C] to open the Charm bar, and then click the Settings icon to open the
Settings dialog box.

Click the Connection Manager icon to open the Connection Manager.

Highlight the Bosch Wireless VPN Connection option and click Connect.

Enter the VPN credentials and click OK.
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7.1.3 Windows 10 VPN client
To create a VPN client on an RPS workstation running Windows 10, work through the sections
below in order. Follow the steps in each section.

Start with Settings
Follow the steps below to open an Add VPN connection window.
1. Click the Windows Start button, then click the Settings icon.

2. Click Network & Internet.

Windows Settings

| |:'-“:J a setting |

&

Devices Network & Internet
Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN

s

3. In the Network & Internet list, click VPN
4. Click Add a VPN connection.

% Home VPN
[ Find a setting 7l Add a VPN connection
+L§

Network & Internet

S Status Advanced Options

T3 Ethernet Allow VPN over metered networks
@D on

< Dial-up
Allow VPN while roaming

% VPN @D on

@

Data usage

Related settings
® Prowy Change adapter options
Change advanced sharing options

Network and Sharing Center

Windows Firewall
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Add a VPN

Follow the steps below to create a Windows VPN for Bosch Cellular.

Click VPN provider, then select Windows (built-in).

Click Connection name and enter "Bosch Cellular VPN" for the connection name.
Click Server name or address, then enter "vpn.wyless.net" for the server name.
Click VPN type and select Automatic.

Click Type of sign in info, then select User name and password.

Click Save.

ok wn e

Add a VPN connection

VPN provider

Connection name

Bosch Cellular VPN

Server name or address

vpn.wyless.net

VPN type

Smart card
One-time password

Certificate

2017.03 | 06 | FO1U273558 Reference Guide Bosch Security Systems, Inc.



Bosch Installer Services

RPS using Bosch Cellular Service |en 25

Change the adapter options
Follow the steps below to change the adapter options for the Bosch Cellular VPN.
1. Inthe settings window, click VPN, then Under Related settings, click Change adapter

< ~ o x
& Home VPN
P p—
it
Network & Internet
OZ" Bosch Cellular VPN
& status
% Ethernet Connect | Advanced options | Remove
@ Dial-up
Advanced Options
*® VPN
Allow VPN over metered networks
(B Data usage @ on
frsi Allow VPN while roaming
@ o
Related settings

Change adapter options [\
Change advanced sharing options
Network and Sharing Center

Windows Firewall

2. Right-click Bosch Cellular VPN, then click Properties.

| At 2 DM a0 Fimn

-Ei Network Connections

1T+ EE' <« Metwerk and Internet » Network Connections »

%Mﬂw thess protonols
EAP-MSCHAPYZ will be used for IKEv2 VPN type. Select
arty of these protocols for other YPN fypes
Unencrypted passaoid (PAP)
Challenge Handshake Authertication Protocol {THAF)
Microscft CHAF Veraion 2 (MSCHAR w2

Automatically uze my Windows logon name and
password {and domain, f amy)

[ ] comes |

Orgariize = Start this connection Rename thiz connection Delet
B Bosch CellioryoN pg s
=-...,"Q- Bisconnectad =
@ WAN MinipunllKg Connect / Disconnect
Status
Set as Default Connection
Create Copy
Create Shortcut
& Delete
@ Rename
% Properties 1
3. Click the Security tab, then select Allow these protocols.
7 B netwark Connections o
4+ ® « Networkand Internet » Network Connections v O
Orgarnize = Start this connectig————= B -
= Bosch Cellular VPN Properties *
gu ‘Basch Callular VBN
g Discorinected Genewl  Dptions. Securty  Networking - Sharing
£ WaN Miniport (kEv2) Type of VPN
|Autoratic: =l
i Mvumedsaﬂ"gﬂ
Data arciyption” "
| Optional eneryption {connect even f no encryption) ~|
" Riihertoaton
() Use Extensible Authentication Protacol {EAP)
Propasties

Bosch Security Systems, In

C.
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Bosch Installer Services

4. Select (checkmark in the checkbox) Challenge Handshake Authentication Protocol
(CHAP) and Microsoft CHAP Version 2 (MSCHAP v2), then click the Networking tab.

S NOIFLA AR

klﬂ Discannected

5. Click Yes in the Network Connection pop-up window.

Organize  Start this connecti

Bosch Cellular VPN

4 & « Networkand Intemet > Network Connections

§ Bosch Cellular VPM Properties

Genersl  Options  Securty Nskung' Sharing
WAN Miniport (IKEz2) . : S

Type of VFN:

[Automatic

<

Dats encryption:

| Advanced setings

| Optional encryption (connect even frio

Authertication
() Use Bxtenshle Authentication Protocol (EAP)

@) Allow these protocols:
ary of these protocols for other VPN types.
[ Unerypted password (PAP)

Microsctt CHAP Version 2 {MS-CHAP v2)

[ Autematically use my Windows logon name and
password {and domain, if any)

Propesties

EAP-MSCHAPY2 will be used for [KEvZ VPN type. Select

[+ Challenge Handshake Authentication Protecal (THAF)

S Ak a \iDK

T & Netwodeca

R o
= Discaninectsd
1> WAN Miniport (KE2)

Organize = Start this connecti

4 % « Network and Internet » Network Connections v &

ellulzi VPN Properties

Genersl  Options. Securlty  Networking - Sharing

Type of VPN
| Automatic. wii
[havanced seings|

Dsta snciyption”
=

Search Netwi

Network Connections

The protacols you have celected include PAP and/or CHAP. If one of

these is negatiated, date encryption will not eccur. Do you want te keep

these seftings?

T PassWord TPAFT
[ Chalisnge Handshake Athenication Protocal {CHAP)
] Microsoft CHAP Version 2 (MS-CHAP v2)

[ Automatically use my Windows logan niame and
password (and domain, f any)
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Configure the adaptor for Internet Protocol Version 4
1. Click Internet Protocol Version 4, then click Properties.

= L Addavwpn
B Networ =
< Network and Internet » Network Connections v O ]
Organize Start this connectig— = :
5l Bosch Cellular VPN Properties X
l:‘ Bosch Ceflular VPN
s

. Genersl Options  Seounty  Networking | Shanng
1§53 WAN Miniport (IKEv2)

This connection uses the following tems:

_a Intemet Protocol Version § {TCP/IPvE)
Intemel Protocal Version 4 [TCP/IPVA)

' File and Prnter Sharing for Microsoft Networks
& Cliert for Microsoft Networks

T

Diescription

Trarsmission Corttrol Protocel/Intemet Protocol. The defautt
wide area network protocol that provides communication
acmss diverse interconnected networks

=
2. Click Advanced.
1 Aried a \VDAL i
BB Netwark Cannections
4 B « Network and Intemet » Network Connections v O | Search Net
Organize Start this connecti 5
Dot Fuie unien . !
‘: Bosch Cellular VP Internet Protocol Version 4 (TCP/IPv4) Properties X
-.,'-'- Disconnected
uﬁ WAN Minipart (IKEv2) Gereral

You can get P seftings assigned automatically f your netwerk
supparts this capabilty. Ctharwise, you rieed fo ask your netwark
admiristitorforthe appropncte 1P setings.

@ Obtain an P address automatically
() Use the following IP address:

=

(@) Obtain DNS server address automatically
(7) Use the following DNS server addresses:

Praterted D

3.

Click the Use default gateway on remote network checkbox to deselect (no checkmark in
box), then click OK.

Bosch Security Systems, Inc. Reference Guide

2017.03 | 06 | FO1U273558



2017.03 | 06 | FO1U273558

28

en | RPS using Bosch Cellular Service

ActA 2 /DM

Organize *

1 ‘E_P« Metwork and Internet » Network Connections

Start this connecti

Bosch Installer Services

v B | SearchNetwo
S Ot il uALD =
. S o, L1s =7 P S L
|, Bosch Cellular VPN : 3
=g Disconnectad Advanced TCP/IP Settings ®
M‘; WAN Miniport (IKEL2)
IP Ssttings DNS  WINS
This checkbox orly applies when you dto 3 local
network and a dialup network simultan When checked, data
that carriot be sent on the local network s forwarded to the dislup
networc
[] Use default gatewsy an remate network:
[ Disable class based route addiion
—
 Coneel |
L
4. Click OK.
L iSrirtaAEn
) nesworkcC
4 ) <« Network end Internet » Network Connections v B | Search Net
Organize »  Start this connecti = ; 2 =
—HP SRS SETREY. T ek
.:. Bosch Cellulor VPN Internet Protocel Version 4 (TCP/I1Pv4) Properties X
RS Disconnectad
> WAN Miniport [IKEv2) Gensral

You can get IP settings assigned autematically f your network
ports this capabilly. Otherwise. you need ta ask your netwark

admirisiretorfor the appropriate |F seflings.

(@ Obtain an IP address autoratically

(0 Use the following |P addrass:
IF:

@ Cbtain DNS server address automatically
() Use the fallowing DNS server addresses:
Preferred D

Reference Guide

Bosch Security Systems, Inc.



Bosch Installer Services

RPS using Bosch Cellular Service | en

29

1.

1 forkel 2 \DIKL

Configure the adaptor for Internet Protocol Version 6

Organize =

LN

B Network Conne

. Boseh Cellular VPN
“ep Ditconnected
@ WAN Minipart {IKEv2)

4 &« Networkend Intemet » Network Connections

Start this connecti

5 Bosch Cellular VPN Properties

Gerersl Options  Sscurty  Netwerking  Sharng

This connection uses the fofowing tems:

& -, Intemet Protocol Version 6 (TC

. Intemet Protocal Version 4 (TCF/IPvd)
[ File and Printer Sharing for Microsoft Networks
& Client for Microsoft Networks

T |

Description

LT

that provides communication across diverse interconnected
networis

TCP/IP version & The latest version of the intemet potocol

Cancel |
1 Arled 2 \/DNL
i Netwark - @
4 ) « Network and Internet 5 Network Connections v & | Search Network Connections 0
Organize » Start this connecti e - S ; )
= BaschCellliar VON Intemet Protocol Version & (TCP/IPuE) Properties X
= Discorinected

3.

5 WAN Minipart (IKEvZ] General

You can gt IPv6 settings assigned automatically f your natworls supports this capabily, Otherwise,
you need to ask your network admnistrator for the approprate 1PV settings.

(®) Obtain an [Pv6 address automaticaly
(0 Use the following IPY6 address:

(@ Obtain DNS server addmss automaticaly
() Use the following DNS server addresses:

Fretensd DN

[ ok Hﬂmcd‘[

box), then click OK.

Betet 2 vwn

3

Orgarize =

Bosch Cellular VPN
Disconnected
&Y WA Vinipod gKes2)

4. Click OK.

Bosch Security Systems, Inc.

ol ¥ a local.
network nd = diaup network smultaneously. When checked, data
that cannct be sent on the local nstwork is forwarded to the dislup

network.
] Use defaut gateway on remate network
Disable class based route addition

[ Automatic metric

e

- o
# <« Networkand Intemnet » Network Connections v | | Search Network Connections 0
Stat this connecti e m @
Advanced TCP/IP Settings X
IP Settings DS
bity, Otherwise,
Thi

Click Internet Protocol Version 6, then click Properties.

Click the Use default gateway on remote network checkbox to deselect (no checkmark in

Reference Guide
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' Bctel 2 VBN
i Corinectior - o
4 <« Networkand Internet » Network Connections ~ @  Search Network Comnections 0
Organize =  Start this connecti = - 2 - i - m e
Bosch Cellular VPN Internet Protocol Version & (TCP/IPv6) Properties x
Dicconnected.
WAN Miniport (IKEv2) General

You can get [Pv6 ssiiings assigned automaicaly F your network supports this capabilty, Otherwise,
you need to ask your network adminisiraiar for the appropriaie 1PV seftings.

(@) Obtzin an IPY6 address cutormalicall
(0 Use the fallowing [Pv6 address:

1P scldrese

(® Obtain DNS server address automaticaly
() Use the following DNS server addresses:

o [

by

T ([ ool ||

5. Click OK.

L Birtrl 2 VERL cannaciinn

4+ & <« Networkand Intemet » Network Connections

v | O 3
Organize Start this connectig—— = ¥ =
5 Basch Cellular VPN Properties X
L. Bosch Colllaryo
*“em Disconnected Genersl  Optians  Secury  Networking | Shaning
@ WAN Miniport (IKEv2)

This connection uses the following tems:

Intemet Pratocal Versian )

. Intemet Protocol Version 4 (TCP/IPyvd)

'E3 Fie and Printer Sharing for Microscft Netwarks
3 Client for Micrasoft Networks

| [
Description
TCPAP wersion & The latest version of the infemet protocol

that provides communication across diverse interconnected
networks.

L

6. Close the Network Connections window.

% Home VPN

Find a setting 3

P Network Connections
Network & Internet

4 )« Networkand ntermet » Network Connections »

v
a Status Organize v Del hi » B m o
- Bosch Cellular VPN -’ Ethernet
© e || Mg W e
@ Dial-up
® VPN
@ Data usage
Proxy

_ s

n
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Connect to the VPN
Click Connect.

1.

- =

% Home

Network & Internet
B staws

%) Ethernet

2 Dialup

® VPN

@& Data usage

@ Proxy

VPN

| Adda VPN connection

Bosch Cellular VPN

Comnect Advanced options | | Remove
I

Advanced Options
Allow VPN over metered networks
@ on

Allow VPN while roaming

@ on

Related settings

Change adapter options

Change advanced sharing options
Network and Sharing Center

Windows Firewall

2.

The VPN window shows the Bosch Cellular VPN is connected. To disconnect from the
VPN, click Disconnect.

=

Related settings

Change adapter options

- o

& Home VPN
[ Find a setting 7] | Adda VPN connection
Network & Internet

Bosch Cellular VPN
B status Connected
£ Ethernet Advanced options  Disconnect
% Dial-up

Advanced Options
°® VPN

Allow VPN over metered networks
(G Data usage @ on
® Proy Allow VPN while roaming

@D on

Cllanﬁe advanced Shannﬁ aﬁtmns

RPS automatically connects and disconnects from the VPN for B9512G, B8512G, B6512,

B5512, B4512, D9412GV4 (v2.xx), and D7412GV4 (v2.xx) control panels.

For D9412GV4 (v1.xx), D7412GV4 (v1.xx), D7212GV4 (v1.xx), D9412GV3, D7412GV3,
D7212GV3, D9412GV2 (v7.06), D7412GV2 (v7.06), D7212GV2 (v7.06), and FPD-7024 control

panels you must manually connect and disconnect from the VPN.

Bosch Security Systems, Inc.

Reference Guide

2017.03 | 06 | FO1U273558



32 en | RPS using Bosch Cellular Service

714

Configure RPS for the VPN

You must configure your RPS computer and RPS for a Windows VPN to initiate RPS
connections to the control panel's cellular communicator (plug-in or SDI2).
Alternatively you can configure the control panel and RPS for Cellular Callback. Cellular
Callback does not require a VPN.

Bosch Installer Services

[ System Configuration @
Wrisison pecte | ettt scemrts | [Comamary | Fomiare |
Web Proxy
o VPN Comnecti | VeNName | User Name Passwora d
™ Expert Mode for Easy Series V3+ and DS7220V2-FRA'DS7240V2-FRA Panels
I Prompt for Time Setting Confirmation dialog for Easy Series Fanels
¥ Property Pages Show Colors I Cancel
Button name Description
Add Adds a new VPN Connection.
Edit Edits an existing VPN Connection.
Delete Deletes an existing VPN Connection.

Add a new VPN connection

Set up PPTP VPN connections on your RPS computer before you begin entering information in
the fields below. For instructions on setting up a VPN, refer to the Bosch Cellular Services

User Guide (available at www.conettix.com/downloads).
Click Add to open the add dialogue window.

Connection Name  RPS_VPN_Connection1

VPN Name Bosch Cellular VPN

User Name userl C

Password |

1. Connection Name: the Connection Name appears in the connection window when you
click the connect icon to connect RPS to a control panel. You can enter the VPN name as

it appears on the network server, or if you do not want the VPN name visible in the
connection window, enter a name of your choice in the Connection name field.

2. VPN Name: enter the name of the VPN exactly as it appears on the network server in the

VPN Name field.

User Name: enter a valid User Name and Password for logging into the VPN.
Click Test to verify the VPN information and connectivity through the VPN.
5. Click Add to add the new VPN connection.

hw
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7.2 Cellular callback setup

To configure RPS for cellular call back:

1. Inthe menu bar, click Config to open the configuration menu.

2. Select System.

3. Inthe Work Station Specific window, click Callback Settings.

Callback IP Address (Public)

Callback is a method to initiate an RPS - control panel connection from a private network to
an RPS workstation without a VPN or port forwarding at the premises.

RPS tells the control panel to initiate an RPS connection with the RPS workstation at the IP
address entered in the field below. The public IP address is different from the IP address of
the RPS computer, located inside of the firewall/router. Configure the firewall/router to
forward data to the inside IP address of the RPS computer.

IP Address: Enter the public IP Address of the firewall/router your RPS computer is behind.
Port: Enter the port number the control panel uses to reach your RPS computer.

W System Configuration ==
Work Stabon Speafc | Giobaitoat Accounts | Comsctviy | Frmware

Database Seftings.

-~ Calback [P Address (Fublic)

1P Address

Modem
Seourity

IP Address: Enter the public IP Address of the firswallirouter your RPS computer is behind

Port: Enter the part number the cantrol panel should use to reach your RPS compter.

I Expert Mode for Easy Series 3+ and DST220V2-FRADST240V2-FRA Pansls
I Prompt for Time Setting Confirmation dislog for Easy Series Panels
[¥ Property Pages Show Colors oK n Cancel

Example router setup

To use cellular callback for the connection between RPS and the control panel, you must
enable callback on the router used by RPS. The following is an example of the steps for a
Linksys Wireless-G Broadband Router with SpeedBooster. The actual steps vary by
manufacturer and model.

Browse to the port forwarding page of the router.

Enter the application name for the new port forward rule (Callback in this example).
Enter the port number you entered in the RPS Callback Settings window.

Select UDP for the protocol.

Enter the inside IP address and select the Enable checkbox.

Click Save Settings to save the rule.

ook wbdE

Callbac 7701 | to (7701 'UDF’El 172.30.0./5
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7.3 Connect to the control panel

Now that you configured your RPS and control panels for Bosch Cellular Services, you can
connect RPS to control panels using cellular communication.

B9512G/B8512G, B6512/B5512/B4512/B3512, D9412GV4/D7412GV4 (v2.xx) control panels

For these control panels:

- B9512G, B8512G

- B6512,B5512, B4512, B3512

- D9412GV4 (v2.xx), D7412GV4 (2.xx)

Follow these steps to connect via Cellular (using a VPN).

1. Inthe Panel List, right click the control panel you want to connect to, click Open Panel
View.

2. On the toolbar, click the connect icon (or select Connect from the Operations menu). The
Panel Communication dialog box opens.

3. From the Connect Via drop-down list, select Cellular. The IP address for the control
panel's cellular communicator automatically populates.

B5512 Panel Communication

Connect Yia: | Cellular j Metwaork, Test ‘

BPS Passcode: | ******
IP Addresz\Host Name: [10.32.xx.xx

Panel Test

L

Fane| Port: | 7700
WPM:|Bosch Cellular VPN ~

Status

Connect

:

LCancel

4. Click Connect. RPS connects to the control panel.

5. Send and receive control panel configuration, use RPS's remote control functions, or
perform diagnostics as desired.

6. When you're finished, click the disconnect icon (or select Disconnect from the Operations
menu). RPS disconnects from the panel and the VPN.

Follow these steps to connect using Cellular Callback:

1. In the Panel List, right-click the control panel you want to connect to, click Open Panel
View.

2. On the toolbar, click the connect icon (or select Connect from the Operations menu). The
Panel Communication dialog box opens.

3.  From the Connect Via drop-down list, select Cellular Callback. The Callback IP and
Callback Port automatically populate.
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B9512G Panel Communication

Connect Wia: [ [FE R[22

RPS Passcode: [
Callback IP:[178.84 .xx.xx

Callback Part: | 7750

Statuz

Caonnect

LCancel

4. Click Connect. RPS sends a notification to the control panel.

o

When available, click Answer to answer the call from the control panel.

6. Send and receive control panel configuration, use RPS's remote control functions, or

perform diagnostics as desired.

7. When you're finished, click the disconnect icon (or select Disconnect from the Operations

menu).

D9412GV4/D7412GV4/D7212GV4 (v1.xx), D9412GV3/D7412GV3/D7212GV3, FPD-7024

control panels
For these control panels:

- D9412GV4 (vl.xx), D7412GV4 (v1.xx), D7212GV4 (v1.xx)

- D9412GV3, D7412GV3, D7212GV3
- FPD-7024

Follow these steps to connect via Cellular (using a VPN)

1. Manually connect to the VPN.

2. In the Panel List, right click the control panel you want to connect to, click Open Panel

View.

3. On the toolbar, click the connect icon (or select Connect from the Operations menu). The

Panel Communication dialog box opens.

4. From the Connect Via drop-down list, select Network. The IP address for the control
panel's cellular communicator automatically populates.

D9412GV3 Panel Communication

Conrect Via: INetwork LJ Network Test

RPS Passcode: [«

Panel Test

IP &ddress\Host Name: [10.32.xx.xx

Pane| Port: | 7700 ]

Status

LCancel

5. Click Connect. RPS connects to the control panel.

6. Send and receive control panel configuration, use RPS's remote control functions, or

perform diagnostics as desired.

Bosch Security Systems, Inc.
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7. When you're finished, click the disconnect icon (or select Disconnect from the Operations
menu).
8. Disconnect from the VPN.
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8 RSC using Bosch Cellular Service

With the Bosch Remote Security Control (RSC) app, users can use their iOS or Android device
to remotely turn their security system on and off. They can also turn any outputs connected to
their system on or off, including thermostats, lights, garage doors, etc. RSC allows them to
grant temporary or permanent access rights to other users as well.

RSC also supports Bosch IP camera integration. Users can view live video within the app.

You can use cellular service for RSC connections to the following control panels:

- B9512G/B8512G

- B6512/B5512/B4512/B3512

- D9412GV4/D7412GV4 v2.xx

8.1 Build a Remote Access Profile

You must build a Remote Access Profile and send it to RSC users before they can use the app
to control their security system.

Notice!

Users must also be assigned Remote Access in control panel account

For each control panel RSC users will use the app to operate, they must also must be
assigned Remote Access in the control panel account.

To assign users Remote Access, set the RPS, USER CONFIGURATION > User Assigments >
Remote Access parameter to Yes.

’
s Panel View I£

mud 0

File Edit Operations Help

Panel - B6512 (Account - 0000)

[=-~BE512 Pragram Record Sheet Users 0- 100 [User Name Paszscode |F‘.emnteAccess |User
COMPLIANCE SETTINGS User 0 Installer 123 a
PAMEL WIDE PARAMETERS User 1 User 1 123455 Ves 0
AREA WIDE PARAMETERS User 2 User 2 Hao 0
o KFYPANS — — - - . -

Each control panel requires its own Remote Access Profile. Each profile can be sent to
multiple users.
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To build a Remote Access Profile, follow the steps below to work through the four pages of
the builder:
In the Panel List, right-click on the panel account to build a profile for. Click Build Remote

1.
Access Profile. The Remote Access Profile Builder Opens.
7; Remote Programming Software (RPS) E‘E‘g1

2.

File Lists Operations Reports Config Unattended Languzge Help

Remote Programming Software @ BOSCH
O m i
View Panel List e Links

Panel Name . | Panel Type | Account# | Description Contact -
BIF12 4300 BIs12 0000 j
| lessi2vanx 24512 0000
| [essr2usnx 88812
o New Ctri+ly
 esstoe Open Panel Data - View
|Bos12Gvao0exal  Open Account Assistant -
..[— Open Panel View Ctrl+O l_'_l
15135 Seiacted (Fi S0t S . I
Delete View Shift+Del
Locate Ctrl+L
Filter
Make Link

Build Remote Access Profile
Cloud Activation %

Click the Cellular checkbox. Then click next.

Remote Access Profile Builder
Page 1ofd

Connection Type

Please select cne or more cannecticn types to enable for this profile from the supported
list below:

[C] Ethernet
Cloud
Cellular

Quick Help:
- Only supported c
- Hover over non-

ection types are visible in the list above.

table options to indicate required missing information.

A

3.

Select the control panel users to include in this

=]

Remote Access Profile Builder
Page 2of 4

Remote Users Selection

Select one or more users that you would like to give remote accessibility to.

User Name -
1 User1
z User 2
3 User3
4 User 4
B s User 3
[ User g
07 User 7secondlangauge -

Select All Unselect All Avzilable: 11 Selected: :

Back Next I{ LCancel
Wy

profile for RSC. Click Next when finished.
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4.

Use page 3 to set the date range users can use RSC to control their security system. The

active date range applies to the users you selected in step 3 above. Click Next when

finished.

Remote Access Profile Builder
Page 3of 4

Active Date Range

Please select the desired valid date range for the prefile,

Active Dates
Start Date: 26-0ct-18 sl
Expiration Date: 31-Dec-35

Profile will be valid for
19 Years, 2 Months, 6 Days

Mote: Start and expiration dates are considered active dates.

!

[ Back “ MNext I [ Cancel ]
|

5. Follow the instructions on page 4 to create an instructional email and attach the profile to
it. You can create an email for each user you selected in step 3 above. Click Finish when

done.

Remote Access Profile Builder

Page4of 4

Profile Summary

Your profile has been successfully created as specified.
Name: B%512G v3.00 example

Authorized Users: 4

Connection types:

Start Date: 10/26/2016 12:00:00 AM Open File Location

Email

Expiration Date: 12/31/2035 11:59:59 PM
To generate an automatic, instructional email for your user, click the Create Email button.
To attach the profile to the email, dick the Cpen File Locaticn bution, and then drag and
drop the profile from that location into the email.

After sending the profile to the users, the user finishes the enrollment using their mobile

device and the RSC app.
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8.2

Configure RSC

Apple iOS

Downloading Remote Security Control for Apple:

— Using Apple iTunes, download the app from the iTunes store by searching for Remote
Security Control, and then sync to your Apple iOS device.

-or-

—  Using the App Store on your Apple iOS device, locate and install the Remote Security
Control.

Android

Downloading Remote Security Control for Android:

—  Using the Play Store on your Android device, locate and install Bosch Remote Security
Control.

Prior to using Remote Security Control, open any profiles on the user’s compatible devices. To

open the profile, the device must have an email client configured.

md 0

Notice!

Multiple profiles on a device for multiple users

You can open multiple profiles on a device, allowing for multiple users on each device. You
can also create multiple-user profiles (multiple users in one profile).

Opening the profile for the user on the user’s device:
1. Open the email app on the device. (Use the Gmail app on Android devices if receiving
email using a Gmail account.)

mud 0

2. Tap on the profile file to open it.

3. Follow any prompts.

4. Select the profile you want to use and tap Connect.

5. Tap the empty numeric box to launch the keypad.

6. Enter the user passcode for the user you selected when building the profile.

7. Tap Done.

8. Tap Connect to Panel.

9. Remote Security Control connects to the control panel, and the current status shows on
the Security tab.

Notice!

One RSC session at a time

For D9412GV4, D7412GV4, and D7212GV4 control panels, Remote Security Control and RPS
cannot connect to the control panel at the same time.

Only one RSC session can connect to a control panel at one time.
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9

9.1

Bosch Cellular Service price plans

You need to consider how you will use cellular service when estimating data usage and

choosing a plan.

—  How often will the control panel check the cellular service? (supervision)

- How many reports will the control panel routinely send using cellular service? For
example, will it send open and close reports?

—  Will you use cellular service for personal notifications?

- Will you use cellular service for RPS connections?

—  Will you use cellular service for RSC (Remote Security Control) connections?

Estimate data usage

This section provides information to estimate data usage so you can choose from the available
service plans.

Supervision (poll) rate

The poll rate is the rate of cellular check-in messages. The rate is the largest contributor to
monthly data usage.

—  Check-in (poll) or event (alarm): 100 bytes

Remote programming

RPS data usage varies based on session length and the number of changes. Specific factors to

consider:

—  Normal Sync (users, passcodes): 5 to 10 kB

- Full download for B9512G, B8512G, B6512, B5512, B4512, B3512, D9412GV4,
D7412GV4, D7212GV4 control panels: 150 kB

—  Full download for D9412GV3, D7412GV3, D7212GV3, D9412GV2, D7412GV2, D7212GV2
control panels: 50 kB

- Firmware updates on B9512G, B8512G, B6512, B5512, B4512, B3512 control panels: 1.4
mB

—  Firmware updates on D9412GV4, D7412GV4, D7212GV4 control panels: 700 kB

—  RPS Diagnostics: Determined by session duration.

Personal notification - text messaging

Texting is enabled as pay-for-use in all service plans. Some plans include personal notification
text bundles which offer better rates. Remember that sending personal notifications to
multiple destinations uses multiple text messages.

Remote Security Control app

Remote Security Control data usage depends on the method of connection (direct or cloud),
the number of connections, and the length of each connection. The more users and time spent
online with the control panel, the more data is used.

Bosch Security Systems, Inc. Reference Guide 2017.03 | 06 | FO1U273558



42

en | Bosch Cellular Service price plans Bosch Installer Services

9.2

Service plans

Bosch offers service plans that align with the common applications for cellular connectivity on
Bosch control panels. The largest component of data usage is typically destination supervision
(poll rate). Session-based applications such as RPS and Remote Security Control (RSC) can
also use significant data volume.

To reduce the risk of overages, Bosch offers a shared data structure for all plans. For example,
if Connection A uses 120 kB on a 100 kB plan and connection B uses 10 kB on a 100 kB plan,
your account has 70 kB remaining between the two connections before an overage occurs.
Find full plan information in your Bosch Cellular Service agreement. Data is shared across
connections at the plan level — 100 kB, 1 mB, or 5 mB.

Backup Shared plan

The Backup Shared plan accommodates control panel check-ins daily and up to every 4 hours,
plus alarms and very light RPS use. The plan is ideal for:

—  Primary residential alarm communication with light RPS capability

—  Backup commercial alarm communication with daily supervision and light RPS

Standard Share plan

The Standard Shared plan accommodates control panel check-ins every 4 hours up to hourly,
plus alarms, Opening and Closing reports, RPS and light RSC application use. The plan is ideal
for:

—  Primary supervised alarm communication with Open/Close reporting

- Normal RPS sync activity and light RSC application use

Commercial Share plan

The Commercial Shared plan allows high supervision for primary or sole path communication

in UL commercial burglary or fire applications, along with RPS or RSC application use. The

plan is ideal for:

—  Multi-destination cellular alarm reporting with supervision

—  Heavy RPS usage or firmware upgrading over cellular

—  Heavy or multi-user RSC application use

Also one of the following:

— 200 second supervision for UL1610 Commercial Burglary alarm with Open/Close
reporting

— 5 minute supervision (required for UL864 Fire) with Open/Close and RPS or RSC use

— 1 to 4 hour supervision with Open/Close and frequent RPS or RSC application use

Contact ID over Voice plan (ITS-DX4020-G SIMs only)
The Contact ID over Voice plan allows 40 minutes of voice calling for a daily test and alarm
reporting for Contact ID control panels that do not support Conettix IP.

Text Messaging

Some control panels support personal notification using text messaging. Texting is available
on most carriers on a pay-per-use basis. Verizon Standard Shared and Commercial Shared
plans include 100 free messages and reduced usage rates.
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