Access Management System
AMS Configuration and Operation







Access Management System

Table of contents | en 3

Table of contents

9.1

10
10.1
10.1.1
10.1.2
10.2
10.3
11
111
11.2
113
114
115
11.6
12
12.1
12.1.1
12.1.2
12.1.3
12.2
13
13.1
13.1.1
13.1.2
13.1.3
13.14
13.1.5
13.1.6
13.2
13.2.1
14
14.1
15

Using Help 7
About this documentation 9
AMS System overview 10
Licensing the system 11
Configuring the calendar 13
Defining Special days 13
Defining Day models 15
Defining Time models 16
Configuring Divisions 19
Assigning Divisions to devices 19
Assigning Divisions to operators 20
Configuring the IP addresses 21
Using the Device Editor 22
Configuration modes and overrides 23
Configuring areas of access control 24
Configuring areas for vehicles 25
Configuring intrusion areas and panels 27
Connecting the access control system to the intrusion panels 27
Step 1: Connecting to the RPS API 28
Step 2: Configuring the panel connections 28
Creating authorization profiles for panels 29
Assigning panel authorization profiles to cardholders 30
Configuring operators and workstations 31
Creating the workstations 31
Creating workstation profiles 32
Assigning workstation profiles 33
Creating user (operator) profiles 33
Assigning user (operator) profiles 34
Setting passwords for operators 35
Configuring cards 37
Card Definition 37
Creating and Modifying 37
Activating / Deactivating card definitions 38
Creating card data in the dialog manager 39
Configuring card codes 40
Configuring the controllers 43
Configuring MACs and RMACs 43
Configuring a MAC on the DMS server 43
Preparing MAC server computers to run MACs and RMACs 44
Configuring a MAC on its own MAC server 45
Adding RMACs to MACs 46
Adding further MAC/RMAC pairs 48
Using the MAC installer tool 49
Configuring the LACs 50
AMC parameters and settings 51
Configuring DTLS for secure communication 67
Top-down DTLS deployment 69
Configuring Entrances 71

Bosch Security Systems

Software manual

2021-1214.0.0.1 |



4 en | Table of contents

Access Management System

15.1
15.2
15.3
154
15.5
15.5.1
15.5.2
15.5.3
15,54
15.6
15.7
15.7.1
15.8
15.9
16
16.1
16.2
16.3
164
16.5
16.6
17
17.1
17.2
18
18.1
18.2
18.3
18.3.1
18.3.2
18.3.3
18.34
18.3.5
18.4
184.1
18.4.2
18.5
19

20
20.1
20.1.1
20.1.2
20.1.3
20.2
20.3
21
21.1
21.2
21.2.1

Entrances - introduction 71
Creating entrances 71
Configuring AMC terminals 75
Predefined signals for door models 81
Special entrances 86
Elevators (DMO7) 86
Door models with intruder alarms (DM14) 20
DIPs and DOPs (DM15) 94
Mantrap door models 95
Doors 97
Readers 100
Configuring random screening 109
Access by PIN alone 109
AMC extension boards 111
Custom reader configurations 115
Introduction 115
The reader property: Extended reader parameters 115
Importing a reader parameter set 115
Applying a parameter set to readers 116
Managing reader parameter sets 117
Deleting reader parameter sets 118
Custom Fields for personnel data 119
Previewing and editing Custom fields 119
Rules for data fields 121
Configuring Threat Level Management 122
Concepts of Threat Level Management 122
Overview of the configuration process 122
Configuration steps in the device editor 123
Creating a threat level 123
Creating a Door security profile 123
Creating a Reader security profile 124
Assigning door and reader security profiles to entrances 125
Assigning a threat level to a hardware signal 126
Configuration steps in System data dialogs 127
Creating a Person security profile 127
Assigning a Person security profile to a Person Type 127
Configuration steps in Personnel data dialogs 128
Configuring Milestone XProtect to use AMS 129
Integrating Otis Compass 131
Configuring a Compass system in the Device Editor 132
Tier 1: Setting up the Compass system 132
Tier 2: Elevator groups, DES and DER devices 133
Tier 3: DET devices 134
Configuring customized fields for Otis-specific properties of cardholders 136
Creating and configuring authorizations for Otis elevators 138
Configuring IDEMIA Universal BioBridge 140
Setting up BioBridge in the Bosch access control system 140
Setting up BioBridge in MorphoManager 141
Wiegand Profiles 141

2021-1214.0.0.1 |

Software manual

Bosch Security Systems



Access Management System

Table of contents | en 5

21.2.2
21.2.3
21.24
21.25
21.2.6
21.2.7
21.3
21.3.1
21.3.2
21.3.3
21.4
215
21.5.1
21.5.2
2153
21.6
22

23
23.1
23.2
24
24.1
24.1.1
24.1.2
24.1.3
24.1.4
24.2
24.3
24.3.1
24.3.2
24.3.3
24.3.4
24.3.5
24.3.6
24.3.7
24.4
24.5
24.6
24.7
24.8
24.8.1
24.9
24.10
24.10.1
24.11
25
25.1
26
26.1

Biometric Device Profile 142
Biometric Device(s) 146
User Policy 147
User Distribution Groups 148
Setting up ODBC for BioBridge 150
BioBridge System Configuration 154
Configuring the BioBridge Enrollment Client 157
Adding an enrollment operator to Morpho Manager 157
Configuring the MorphoManager client computers for enrollment tasks 157
Testing the enrollment client 163
Supporting different card technologies and formats 164
Identification modes at biometric devices 168
Card OR Biometry 168
Card AND Biometry 171
Biometry only 171
Technical notes and limits 171
Achieving EN 60839 173
Defining access authorizations and profiles 174
Creating access authorizations 174
Creating access profiles 174
Creating and managing personnel data 176
Persons 176
Card control or Building control options 178
Extra info: Recording user-defined information 179
Recording signatures 179
Enrolling fingerprint data 179
Companies 181
Cards: Creating and assigning credentials and permissions 181
Assigning cards to persons 182
Printing badges 183
Authorizations tab 184
Other data tab: Exemptions and special permissions 185
Authorizing persons to set Office mode 186
Smartintego tab 187
Creating an Alert card 188
Temporary cards 189
PIN codes for personnel 190
Blocking access for personnel 191
Blacklisting cards 193
Editing multiple persons simultaneously 194
Group authorizations 195
Changing the Division for persons 196
Setting the area for persons or vehicles 197
Procedure for resetting the location of all cardholders and vehicles 197
Customizing and printing forms for personnel data 198
Managing visitors 199
Visitor data 199
Managing parking lots 204
Authorizations for several park zones 204

Bosch Security Systems

Software manual

2021-1214.0.0.1 |



6 en | Table of contents

Access Management System

26.2
26.3
27
27.1
27.2
27.3
28
29
29.1
29.2
29.3
30
30.1
30.1.1
30.2
30.3
31
31.1
31.2
31.3
32
33
33.1
33.2
33.2.1

Parking lot report 205
Extended Car Park management 205
Managing guard tours and patrols 207
Defining guard tours 207
Managing patrols 208
Tour monitoring (formerly path control) 209
Random screening of personnel 211
Using the Event Viewer 213
Setting filter criteria for time relative to the present 213
Setting filter criteria for a time interval 213
Setting filter criteria irrespective of time 214
Using reports 215
Reports: master data 215
Reporting on vehicles 217
Reports: system data 218
Reports: authorizations 219
Operating Threat Level Management 221
Triggering and cancelling a threat alert via Ul command 221
Triggering a threat alert via hardware signal 222
Triggering a threat alert via Alert card 222
Operating Swipe ticker 223
Backup and Restore 225
Backing up the system 225
Restoring a backup 226
Restoring RMACs into a new installation 228
Glossary 229

2021-1214.0.0.1 |

Software manual

Bosch Security Systems



Access Management System

Using Help | en

7

1

Using Help

How to use this help file.

Tool bar buttons

=

Button |[Function |Description
:E Hide Click this button to hide the navigation
pane (Contents, Index and Search tabs).
leaving only the help pane visible.
Show When the Hide button is clicked it is
replaced by the Show button. Click this
button to reopen the Navigation pane.
-(}:I Back Click this button to move back through
the chain of topics most recently
viewed.
I:[} Forward | Click this button to move forward again
through the same chain of topics
Print Click this button to print. Choose

between “Print the selected topic,” and
“Print the selected heading and all
subtopics”.

Tabs

Contents

Index

Search

This tab displays a hierarchical table-of-

contents. Click a book icon @ to open it

':I.'ll and then click on a topic icon @ to view

the topic.

This tab displays an index of terms in
alphabetical order. Select a topic from the
list or type in a word to find the topic(s)
containing it.

Use this tab to find any text. Enter text in the

field and then click button: List Topics to
find topics that contain all the words
entered.

Resizing the help window
Drag the corner or edge of the window to the desired size.

Further conventions used in this documentation

—  Literal text (labels) from the Ul appears in bold.
E.g. Tools, File, Save As...

- Sequences of clicks are concatenated using the > character (the greater-than sign).
E.g. File > New > Folder

—  Changes of control-type (e.g. menu, radio-button, check box, tab) within a sequence are

indicated just before the label of the control.
E.g. Click menu: Extra > Options > tab: View
- Key combinations are written in two ways:

Bosch Security Systems
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—  Ctrl+Z means hold down the first key while pressing the second
— Alt, C means press and release the first key, then press the second

—  The functions of icon buttons are added in square brackets after the icon itself.
E.g. [Save]

2021-12]4.0.0.1 | Software manual Bosch Security Systems
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2 About this documentation

This is the main software manual for the Access Management System.

It covers the use of the main dialog manager program, hereafter referred to as AMS
—  The configuration of an access control system in AMS .

—  The operation of the configured system by system operators.

Related documentation

The following are documented separately:

—  The installation AMS and its auxiliary programs.
—  The operation of AMS - Map View.

Bosch Security Systems Software manual 2021-12 | 4.0.0.1 |
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3

AMS System overview

Access Management System is a powerful, pure access control system, which performs solo or
in concert with BVMS, the Bosch flagship video management system.

Its power stems from its unique balance of leading-edge and proven technologies:

Designed for usability: practical user interface with drag-and-drop Map View, and
streamlined biometric enrollment dialogs.

Designed for data security: supporting the latest standards (EU-GDPR 2018), operating
systems, databases and encrypted system interfaces.

Designed for resilience: middle-layer main access controllers provide automatic failover
and replenishment of local access controllers in case of network failure.

Designed for the future: regular updates and a pipeline full of innovative enhancements.
Designed for scalability: offering low to high entry levels.

Designed for interoperability: RESTful APIs, with interfaces to Bosch video management,
event handling and specialized partner solutions.

Designed for investment-protection: allowing you to build on, but boost the efficiency of,
your installed access-control hardware.

2021-1214.0.0.1 |
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4

Licensing the system

Prerequisites
—  The system has been installed successfully.
—  You are logged onto the AMS server computer, preferably as Administrator.

Procedure for purchased licenses

Prerequisites: You have purchased licenses based on the computer signature of this
computer. Contact your sales representative for instructions.

Dialog path: Configuration > Licenses

1. Logonto AMS, the Access Management System.
On the License tab, click the Start License Manager button.
—  Effect: The License Manager dialog box is displayed.

3. Select the check boxes for the software package, the features, and the expansions that
you have ordered. For the expansions, enter also the number of units required.

4. Click the Activate... button.
-  Effect: The License Activation dialog box is displayed containing your computer

signature.

5. Write down the computer signature or copy and paste it into a text file.

6. On acomputer with Internet access, enter the following URL into your browser:
https://activation.boschsecurity.com
If you do not have an account to access the Bosch License Activation Center, either
create a new account and log on (recommended), or click the link to activate a new
license without logging on. Note that for SMA (software maintenance agreement) licenses
an account is always required. An account has the further advantage of keeping track of
all your activations for future reference.

Follow the instructions on the website to obtain the License Activation Key.

7. Return to the software. In the License Activation dialog box, type or paste in the License
Activation Key obtained from the Bosch License Activation Center and click the Activate
button.

—  Effect: The software packages are activated for the computer.

Notice!

Effects of hardware and software changes

Changes to the hardware of the your server may invalidate your license and cause the
software to stop functioning. Please check with technical support before making changes to
the server.

Procedure for Demonstration Mode

Demonstration Mode licenses all system features for a limited period. Use Demonstration
Mode only in non-production environments to try out features before purchasing them.

1. Logonto the Access Manager

2. Navigate to Configuration > Licenses

3. Click the button Activate Demo Mode

4. Verify that the features are listed in the Licenses dialog window.

Demonstration mode is activated for 5 hours. Note that the expiration time is displayed near
the top of the Licenses dialog, and in the title bar of most dialog windows.

Bosch Security Systems
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5

5.1

Configuring the calendar

The scheduling of access control activities is governed by time models.

A time model is an abstract sequence of one or more days, each of which is described by a

day model.

Time models control activities when they are applied to the underlying calendar of the access

control system.

The calendar of the access control system is based on the calendar of the host computer’s

operating system, but amplifies it with special days that are freely defined by the

administrator of the access control system.

Special days can be fixed to a particular date in the calendar or defined relative to a cultural

event, such as Easter. They can be recurring or not.

The configuration of an effective calendar for your access control system consists of the

following steps.

1. Define the special days of the calendar that applies to your location.

2. Define day models that describe the active and inactive periods of each type of day. For
instance, the day model for a public holiday will be different from that of a normal
working day. Shift work will also effect the type and number of day models you require.

3. Define time models consisting of one or more day models.

4. Assign time models to cardholders, authorizations and entrances.

E Special days

F(f) Day modelz
% Time madels

Defining Special days

When this is opened, a list appears in the top list field of the dialog containing all specified
holidays. Please note that all holiday dates shown relate only to the current year. However, the
calendar is updated from year to year in accordance with the data entered.

Beneath the list there are different dialog fields for the creation of new special days and for
the change or deletion of existing special days. To add a new special day, at least three of
these input fields must contain data. First a description and a date must be entered in the
respective fields. Thirdly the class to which this special day belongs must be selected from the
appropriate selective list.

Bosch Security Systems
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U E| { @ Division:

« System data

F@) Day madels

| ?G) Time models

rList of available special davs

Date (cur. year) | Description Day model Division
Mi 01/01/2014  Mew Year DMAC-Holiday Cammar
Mo 01/20/2014 | Martin Luther King Jr. Day DMAC-Holiday Common
Mo 02f17/2014 | Presidents' Day DMAC-Holiday COrmmon
Mo 0526/2014 | Memorial Day DMAC-Holiday Common
Fr 07/04/2014  Independence Day DIMAC-Holiday Common
Mo 09{01/2014 | Labor Day DMAC-Holiday Cammar
Mo 10/13/2014 | Columbus Day DIMAC-Holiday Zormmon
Di 11§11}2014 | Yeterans' Day DMAC-Holiday COrmmon
Do 11/27/2014 | Thanksgiving Day DMAC-Holiday Common
Do 12/25/2014 | Christmas Day DIMAC-Holiday Common
q | o

Create, modify, or delete a special day

Description: I Columbus Day

Dayw model: IDMAC-HDIiday : Holiday @ Common j
Date: I 1001 fH*4+ ﬁ Ievery wear ﬂ

Days ko add: I? ﬁ
Wk day: I Montag:  after the date j

Date in this year: | Ma 10{13(2014

Priotity: |6D j Walid from: I 3: unikil: I 3:

The date is specified in several steps. First of all, a base date is entered in the Date field. At
this point the date describes an event in the current year. If the user now specifies the
frequency of a periodic return in the selection list next to the date field, the parts of the date
set by the periodicity are replaced by "wildcards" (*).

once e
once per year L e
once per month for a period of a year R
once per month in every year R e
depending on Easter R Rk

Holidays that depend on Easter are not specified with their date, but with the difference in
days from Easter Sunday. The date of the Easter Sunday in the current year is indicated in the
Date within this year field , and the variance of this date is entered or selected in the Days to
add field. The maximum number of days is 188, so with adding or subtracting you can define
every day of the year.

The other data, e.g. the week day of the holiday, are optional. Please note that the week day
list is determined by the regional settings of the operating system (OS). This leads
unavoidably to mixed-language displays where the languages of the access control system and
the OS differ.

2021-1214.0.0.1 |
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The assignment of a validity period is also optional. If no duration is specified, the default
settings make validity unlimited from the input date.

A priority can also be set. The priority, rising from 1 to 100, defines which holiday shall be
used. If two holidays fall on the same date, the holiday with the higher priority ranges first. In
case of equal priorities it is undefined which holiday will be used.

Holiday with the priority “0” are deactivated and will not be used.

The dialog Time Models displays only the active holidays, i.e. with a priority greater than 0.

Notice!

A time model of the division “Common” can only use holidays which are assigned to the
division “Common”.

A time model of a specific division “A” can only use holidays which are assigned to the
division “A”.

It is not possible to mix holidays between divisions, i.e. every division can use only the
specific holidays which are assigned to it in its specific time model.

5.2 Defining Day models

Day models define a pattern for any day. They can have up to three time intervals.
Once the dialog is started, all existing day models are displayed.

|—_T B ‘ < ° m Division: |Rafayyyte
« System data rList of available day models of the access control
Day model Description Skart kime End time Skark kime End time Skart kime End time Division |
@ Special davs DMAC-Holiday Hcliday 01:00:00 AW 07:00:00 AR Cornmoan |
DMAC-none none Caormmon

9@ Time models

Create, modify, or delete day models of the access control

[Mame: | DMAC-Holiday Description: IHoIiday

Time inkervals:  Stark time: End kime:

tstinterval: [o1:00 am =] [orio0 am =

znd interval: | = | =
ardinkerval: I ﬁ I ﬁ
Use the dialog to define or modify model name, descriptions and intervals. The icon

starts a new model.

Bosch Security Systems Software manual 2021-12 | 4.0.0.1 |



16 en | Configuring the calendar Access Management System

Start and End times for an interval are entered in hours and minutes. As soon as such a time is
reached the interval is activated or deactivated respectively. In order to mark these times
more clearly as delimiters, the list pane displays them with seconds (always 00). For example,
an authorization in a time model which contains an interval from 8:00 AM to 3:30 PM allows
access from 8:00 AM to 3:30 PM but prevents access at 3:30:01 PM.

Start and end times are subjected to logical checks when they are entered, for instance a start
time must be smaller than its corresponding end time.

One consequence of this is that no interval may extend over midnight, but has to be split at

that point:
1st Interval from: to: 12:00 AM
Following Interval from: 12:00 AM to:

With the exception of midnight (12:00 AM) no overlaps are allowed between the interval
delimiters of a single day model. Note, this precludes the entering of the same time for the
end of one and the beginning of the next interval.

Exception: A 24 hour interval nevertheless has start and end times both set to 12:00 AM.

Notice!

Tip: You can check intervals by viewing them in the Time models dialog: First create a day
model containing those intervals (System data > Calendar > Day models). Then assign this day
model to a dummy time model with a period of one day (System data > Calendar > Time
models). The intervals are then illustrated in the bar graphic.

Exit the Time models dialog without saving the changes.

A day model can only be deleted if it has not been assigned to a special day and is not being
used in a time model.

e o o
5.3 Defining Time models
|—_T B ‘ Q ;| - E b | < ° i} Division: [
« System data [~ Time madel of the access control
Marme: I,Q"— Description: I
E Special days Period: E Reference date: lm ¥ Ignore spedial days
Bresiew
[F'-" Day models

r#ssignment of day models

F S Mo, |Day model 6:004M 12:00PM 600PM |Description Date {1st period) ‘Divisiar
(A IR 7274568 DMAC-Hai .. Holday Di 07/21/2015 Comme
7274568 DMAC-Holi... Holiday i 07/22/2015  Comme

T274569 DMAC-Holi... Holiday Do 07/23/2015  Comme

7274570 DMAC-Hol, .. Haliday Fr 07[24/2015  Comme

7274571 DMAC-Holi,.. Haliday Sa 07/25/2015  Comme

<] | ol

Holidary Day model ” £:00AM 12:00PM £:00PM ||Description ‘ Date (1st period) ‘Divisiar

Existing time models can be selected from the search list and their details displayed in the
dialog fields. Any processing is carried out in line with the procedure for creating new time
models.

2021-12]4.0.0.1 | Software manual Bosch Security Systems
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If the mask is empty, time models can be created from scratch. To do this, you must enter a
name and the number of days in the period and select a starting or reference date. When this
data is confirmed (Enter), a list appears in the Assignment of day models dialog field below
it. The number of lines in this list corresponds to the number of days set above, and the
columns already contain a progressive number and the dates for the period, beginning with
the start date selected.

Only entries of the column "Name" can be changed or inserted by the user in this list - as
already mentioned, the entries in the columns “No” and “Date” arise from the declarations of
the dialog head; the column "Description” is filled out by the system with the choice of a day
model and the explanations done in this dialog.

By double-clicking in the relevant line of the Day model column, a selection list field is
activated. One of the existing day models can be selected from this list. In this way, a specific
day model can be assigned to each day of the period. When the user switches to another line,
an existing description of the selected day model is indicated by the system in the Description
column.

The predefined holidays with the relevant day models are shown in the lower list field for
navigation and checking purposes. For the selected or newly created time model, the
assignment of day models to certain holidays can be changed. However, these changes will
only apply to this particular time model - general changeovers that are to apply to all existing
and future models can only be performed in the Holidays dialog. In line with these settings,
the week days are then given the assigned day models, in consideration of the holidays.

Then appropriately to these settings the weekdays are faced with the assigned day models
under consideration of the special days. To quickly check that day models are have been used
and assigned correctly - particularly on holidays - this dialogue contains a preview that shows
the day allocation of certain periods.

Finally, a separate dialog box is opened by clicking the Preview button and a time period of up
to 90 days can be specified, including holidays. When the Calculate button is clicked, the
report is composed and displayed as shown below - this process can take a few seconds
depending on the size of the interval.

X

Preview

-~ Properties

Periad: 7 Reference date: 26/06/2006

Start date: [Mo 26/06/2005  —  Enddate [5502/09/2008  —

] 1200 18:00 | Descrip

B

Date [15t period] | Dav model
Mon 26/06/2006  wWeekday
Tue 2706/ 2006 | “Weskdap
“Wed 28/06/2006  ‘weekday
Thu 23/06/2006 | Weekday
Fri 30/06/2008  ‘w'eekday
Sat 01/07/2006 weekend
Sun 02/07/2006 | wWeekend
Mon 03072008 | wWeekday
Tue 04/07/2006  DMAC-Hali...
“Wed 05/07/2006 | ‘weekday
Thu 06/07/2006 | wWeekday
Fri 07 /07/2006 | “eekday
Sat 08/07/2006 weekend
Sun 09/07/2006 | *Weekend
Mon 1040742006 | weekday
Tue 11/07/2006 | “Weskdap
Wed 12/07/2006  ‘weekday
Thu 13/07/2006 | wWeekday
Fri 14/07/2006  “Weekday

Huolic

4

|A
| &

Bosch Security Systems
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In the default setting the special days are applied to the time models according to their
definitions. Should the special days find, however, exceptionally no consideration, this can be
caused by the choice of the option Ignore special days. Simultaneously the entries from the
two lower lists are deleted, so that it is evident to the user immediately that the special days
and day classes find no use in this model.

HB‘Q M EE{ » o £ @O 1 Division:

« System data [~ Time model of the access control
Mame: | g Description: I
Special days . - . -
E Perind: |g j Reference date: ITu 07/21/2015 3 ¥ Ignore special days
Preview. |
|E Day models
#Assignment of day models
r o Mo, |Day model 6:00AM 12:00PM 6:00PM |Descr|pt|on Date (1st period) ‘Dlwswor
AT 7274568 DMAC-HI. .. Holiday Di 0772112015 | Comme
7274568  DMAC-Hai, . Holiday Mi 07/22/2015 | Commc
7274569 DMAC-Holi... Haliday Do 07j23/2015  Commc
7274570 DMAC-Hali... Holiday Fr 07j242015 | Comme
7274571  DMACHali, . Holiday Sa 07j25/2015  Cammc
dl ml
Holiday Day model ” £:00AM 12:00PM 6:00PM ”Description | Date (1st period) ‘Diviswor
| 0

2021-12]4.0.0.1 | Software manual Bosch Security Systems
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6

Configuring Divisions

Introduction

The system may be licensed optionally to provide joint access control for a facility which is
shared by any number of independent parties, called Divisions.

System operators can have one or more divisions assigned to them. Operators then see only
the persons, devices and entrances of those divisions.

Where the Divisions feature is not licensed, all objects managed by the system belong to a
single division called Common.

Prerequisites
— The Divisions feature is licensed for your installation.

Dialog path
- Main menu > Configuration > Divisions

Procedure

1. Click [gf) in the tool bar.
— A new Division is created with a default name.

2.  Overwrite the default name and (optional) enter a description for the benefit of other
operators.

3. Click in the Color column to assign a color to help distinguish the division’s assets in the
user interface.

il

4. Click to save

E Access Management System: Divisions [Administrator] (Demo mode expires: 07/04/2019 11:21:08 PM)

File Edit Data Help

« Main menu

ﬁ Device data
£

E—.'. Operators and

™| Workstations

Eﬂt Options.

:’K Tools
Iaj Licenses

Igj Divisions

6.1

[D}) ) ‘ < 7 T@' Division:

Divisions:
Division | Colour | Description
Common {Commaon division)

ACME Corp 1zt floor tennant
BCME Carp 2nd floor tennant

Assigning Divisions to devices
Assign Divisions to devices in the Device editor

Dialog path
Main menu > Configuration > Device data

Bosch Security Systems
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Prerequisites
— Divisions are licensed and in operation
— At least one division has been created.

Procedure

1. In the Device tree, select the device for assignment.
—  The device editor appears in the main dialog pane.

2. From the Division list, select the new division for the device
—  The list box reflects the new division.

3. Click (Save) to save

Notice!

All components of an entrance must belong to one division

The system will not allow you to save an entrance until all its components belong to the same
division.

6.2 Assigning Divisions to operators

Assign Divisions to operators in the User rights dialog

Dialog path
Main menu > Configuration > Operators and workstations > User rights

Prerequisites

— Divisions are licensed and in operation

— At least one division has been created.

— At least one operator has been created in the system

Procedure

1. In the User rights dialog, select the personnel record of the operator to be assigned.

2. On the Divisions tab, use the arrow keys to move divisions from the list of Available
divisions to the list of Assigned divisions for this operator.

7

3. Click (Save) to save
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7

Configuring the IP addresses

The local access controllers on the network require a consistent scheme of IP addresses in
order to participate in the access control system. The AccessIPConfig tool locates the
controllers on the network and provides a convenient interface to administer their addresses
and other network options centrally.

Prerequisites

—  The local access controllers are powered on and connected to the network.

—  You have a scheme for the IP addresses of the controllers, and their passwords if
required.

Dialog path
Main menu > Configuration > Tools

Procedure
1. Follow the dialog path above and click Configuration AMC and fingerprint devices
The AccesslIPConfig tool opens.
2. Click Scan AMCs
The local access controllers that are available on the network are listed, each with the
following parameters:
— MAC address: The hardware address of the controller. Note, this is not the address
of its Main Access Controller , which is called MAC only by coincidence.
—  Stored IP address:
—  Port number: The default is 10001
—  DHCP: The value is Yes only if the controller is configured to receive an IP address
from DHCP
—  Current IP addresss
- Serial number
—  Notes added by the network configuration team
3. Double-click an AMC in the list to change its parameters in a popup window. Alternatively,
select the line of the desired AMC and click Set IP... Note that it may be necessary to
enter a password, if one has been configured for the device.
The modified parameters are stored as soon as you click OK in the popup window.
4. When you have finished configuring the IP parameters of the controllers, click File > Exit
to close the tool.
You will return to the main application.

For more detailed information, click Help in the AccessIPConfig tool to view its own help file.
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8

Using the Device Editor

Introduction

The Device Editor is a tool for adding, deleting or modifying entrances and devices.
The Device Editor offers views for the following editable hierarchies:

-  Device configuration: the electronic devices within the access control system.
—  Workstations: the computers cooperating in the access control system.

—  Areas: the physical areas into which the access control system is divided.

Prerequisites
The system is correctly installed, licensed and on the network.

Dialog path
- Main menu >Configuration > Device data

Using the Device Editor toolbar
The Device Editor toolbar offers the following functions, regardless of which view is active:
Devices, Workstations or Areas.

Button Shortcut Description

Ctrl + N Creates a new item below the selected node.
+ Alternatively, right-click the node to invoke its context menu.

}{ Del Deletes the selected item and all beneath it.
|‘ Ctrl-Page up |First item in the tree
< Ctrl - Previous item
> Ctrl + Next item
H Ctrl-Page Last item in the tree
down
= Ctrl-A Expands and collapses the tree.
[}

!:‘) Ctrl-K Refreshes the data by reloading them from the database.
All unsaved changes are discarded.

E Ctrl-S Saves the current configuration

Q Ctrl-F Opens a search window

E Open the Device configuration tree
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8.1

Open the Workstations tree
E p

i Open the Areas tree

In all Device Editor views, start at the root of the tree and add items using the toolbar buttons,
the menu or the context menu of each item (right-click to invoke it). To add sub-items to a
device, first select the parent device under which the sub-items should appear.

Copying and pasting AMC devices

To copy AMC devices from one part of the tree to another:

1. Right-click the AMC device and select Copy from the context menu.

2. Right-click on a suitable parent device elsewhere in the tree, and select Paste from the
context menu.
— The device is copied to the new location with its sub-devices and settings.
- Device parameters such as IP address and Name, which must be unique, are not

copied.

3. Enter unique values for those device parameters that require them. Until you do this you

cannot save the device tree.

Saving your work

When you have finished adding and modifying items in the tree, click Save to save the
configuration.
To close the Device Editor, click File > Exit.

Configuration modes and overrides

Configuration mode is the default state of access control devices in the device editor. In
configuration mode, an authorized user of AMS or BIS ACE can make changes to devices in the
device editor, and the ACS propagates the changes immediately to subordinate devices.

An operator can override configuration mode by sending commands directly to access control
devices from outside the device editor. This is common, for example, when an operator is
handling incoming messages and alarms. Until the operator sends the Restore configuration
command, the device remains in Operation mode .

If a configuration user selects a device in the device editor while it is in operation mode, then
the main property page of the device displays the notification:

This device is not in configuration mode.

They can make and save configuration changes, but the changes are buffered, and do not
come into effect until the alarm operation mode is ended and configuration mode is restored.
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9

Configuring areas of access control

Introduction to Areas

Secured facilities can be divided into Areas. Areas can be of any size: one or several buildings,

single floors or even single rooms.

Some uses of Areas are:

—  The localization of individual persons within the secured facilities.

—  The estimation of the number of persons within a given area, in case of an evacuation or
other emergency.

—  Limiting the number of persons or vehicles in an area:
When the predefined population limit is reached, further admissions can be rejected until
persons or vehicles leave the area.

- Implementing access sequence control and anti-passback

The system distinguishes between two types of access-controlled areas

- Areas for persons

—  Areas for vehicles (parking lots)

Each area may have sub-areas for finer granularity of control. Areas for persons may have up to

3 levels of nesting, and areas for parking lots only 2, namely the overall parking lot and parking

zones, between 1 and 24 in number.

The default area, which exists in all installations, is called Outside. It serves as the parent for

all user-defined areas of both kinds: person and parking lots.

An area is not usable unless at least one entrance leads into it.

Device Editor DevEdit can be used to assign a location area and a destination area to any
entrance. When someone scans a card at a reader belonging to an entrance, the person’s new
location becomes the destination area of that entrance.

Notice!

Access sequence control and anti-passback require both entrance and exit readers at the
areas' entrances.

Turnstile-type entrances are strongly recommended to prevent accidental or deliberate
“tailgating "

Procedure for creating areas

Prerequisites

As a system operator you require an authorization from your system administrator to create
areas.

Dialog path (AMS)

1. Inthe AMS dialog manager select Main menu > Configuration > Device data

ol
T

2. Click Areas ’

3. Select the node Outside, or one of its children, and click in the toolbar.

Alternatively, right-click Outside to add an area via its context menu.
All areas created initially receive a unique name of Area plus a numeric suffix.
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9.1

4. Inthe popup window select its type, that is Area for persons or Parking lot for vehicles.
Note that only Outside can have children of both types. Any sub-area of these children
always inherits the type of its parent.

—  Areas for persons can be nested to three levels. For each area or sub area you can
define a maximum population.

— Parking lots are virtual entities consisting of at least one parking zone. If the
population of a parking lot does not need to be limited by the system, O is displayed.
Otherwise the maximum number of parking spaces per zone is 9999, and the parking
lot main pane displays the sum of all the spaces in its zones.

Procedure for editing areas
1. Click an Area in the hierarchy to select it.
2.  Overwrite one or more of the following attributes in the main pane of the dialog.

Name The default name, which you may overwrite.
Description A free-text description of the area.

Maximum number of Default value O (zero) for no-limit.
persons / cars Else, enter an integer for its maximum population.

Notes:
— An area cannot be moved by dragging and dropping to a different branch of the hierarchy.
If necessary, delete the area and recreate it on another branch.

Procedure for deleting areas.
1. Click an area in the hierarchy to select it.

>

2. Click Delete or right-click to delete via the context menu.
Note: an area cannot be deleted until all its children have been deleted.

Configuring areas for vehicles

Creating areas for vehicles (parking lot, parking zone)
If you select an area type of Parking lot a popup window appears.

Harne starts | Central parking apphy

Marne Counk add
eritral p: 01 T
Central parking_02 15 Delete
Central parking_03 50
Central parking_04 100

d

o4 | Cancel

1. Enter a name in the field Name starts with to create a trunk name for all its parking sub-
areas or parking zones.
Up to 24 parking zones can be created using the Add button, and each will have the
trunk name plus a 2-digit suffix.
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2. If the system is to limit the population of these areas, enter the number of parking spaces
in the Count column. If no population limit is required, enter 0.

Note: The maximum population of the entire parking lot is the sum of these numbers. Only

parking zones can contain parking spaces; the parking lot is only a virtual entity consisting of

at least one parking zone. The maximum number of parking spaces per zone is 9999.

Creating entrances for parking lots

As with normal areas, parking lots require an entrance. The appropriate door model is
Parking lot 05c.

For monitoring the population of a parking lot 2 entrances with this door model are required
on the same AMC, one for ingress and one for egress.

Prerequisite

Create a parking lot with at least one parking zone, as described above.

Dialog path

Main menu > Configuration > Device data

Click LACs/Entrances/Devices ]

Procedure
1. Inthe device hierarchy, create an AMC, or select an AMC that has no dependent
entrances.

2. Right-click the AMC and select New entrance

3. In the New entrance popup window select Entrance model Parking lot 05¢c and add an
inbound reader of the type installed at the parking lot entrance.

4. Click OK to close the popup window.

5. Select this newly created entrance in the device hierarchy.
— Note that the system has automatically designated the reader as an Entry reader.

6. In the main editing pane, on tab Parking lot 05c, select from the Destination pull-down
menu the parking lot that you created previously.

7. Right-click the AMC again, and create another entrance of type Parking lot 05c as above.
— Note that this time you can only select an outbound reader.
—  Click OK to close the popup window.

8. Select this second newly created entrance in the device hierarchy
— Note that the system has automatically designated the second reader as an Exit

reader.
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10.1

Configuring intrusion areas and panels

Introduction

The access control system supports the administration and operation of Bosch intrusion
panels. Consult the datasheet of the access control system for details of the models that it
supports. The access control system adds particular value in the administration of the
intrusion panel users. These users are a subset of the cardholders of the overall access
control system. Access control system administrators give these cardholders special
authorizations to administer and operate the intrusion panels through the AMS Dialog
Manager.

The intrusion panels themselves are configured and updated as previously through their
Remote Programming Software (RPS). AMS continually reads from the RPS database, and
displays the panels that are in it.

AMS contains dialogs to create panel users and their authorization profiles, and to manage the
panels.

Prerequisites

—  The RPS of supported Bosch intrusion panels is installed on a separate computer in the
AMS system, not on the AMS server. Consult the RPS installation guide for installation
instructions.

—  RPS has been configured with the intrusion panels that will belong to the AMS access
control system. Consult the RPS user guide or online help for instructions.

—  The clocks on the panels are within 100 days of the clock on the AMS server, to enable
automatic synchronization.

- Mode 2 protocol is set on all participating panels.

—  Cards with one of the following standard card definitions:
—  HID 37 BIT -> Intrusion 37 BIT with a facility/site code of 32767 or lower.
—  HID 26 BIT- > Intrusion 26 BIT
- EM 26 BIT- > Intrusion 26 BIT

Overview
The configuration process consists of the following stages, described in the following sections
in this chapter:
1. Connecting the access control system to the intrusion panels.
—  Connecting to the RPS API.
—  Configuring the panel connections.
2. Creating panel authorization profiles that govern which functions of the connected panels
can be used.
3. Assigning panel authorization profiles to cardholders.
—  These cardholders thus become operators for the intrusion panels.

Connecting the access control system to the intrusion panels

Introduction

This section describes how to view the intrusion panels and make them available for control
through Map View. The access control system connects to one RPS on its network, and
through it maintains an up-to-date internal list of the compatible intrusion panels that are
available.

Dialog path
Main menu > Configuration > Panels and subdialogs
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10.1.1 Step 1: Connecting to the RPS API
The RPS APl is an interface to the RPS, which is running on a separate computer. Step 1 is to
provide the computer's address and administrator login information to the access control
system.

Dialog path
Main menu > Configuration > Panels > RPS API configuration

Procedure
1. Enter the following information:

Information Description

Host name / IP address The HTTPS address of the computer on which the RPS is
running, and the port number through which the RPS
communicates.

The default port number is 9000.

User name The user name of an RPS administrator user for the API.

Password The password of the RPS administrator user.

2. Click the button Test the connection to ensure that the RPS is running, and that the user
name and password are valid

10.1.2 Step 2: Configuring the panel connections
Step 2 is to define the amount of control that the access control system has over individual
panels on the network.

Dialog path

Main menu > Configuration > Panels > Panel administration

The dialog maintains a list of the compatible intrusion panels that the RPS API has provided to
the AMS.

The list is periodically updated in the background. After you open the dialog, click Q
occasionally, to force an immediate update manually.
The list is read-only, except for the controls described in the following section.

Procedure

Use the controls below to allow control of individual intrusion panels by the access control

system.

List column Select the check box to ensure that the users of the intrusion

User administration panel in this row are maintained in the access control system and
not on the panel itself.
IMPORTANT: this setting causes all panel users that were created
locally in RPS to be overwritten.

List column Map View Select the check box to make this panel available for Command
and Control through the Map View .
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If you selected the check box in the Map View column, click the
) icon to enter a host name or IP address, a port and the passcode

Settings (cog) for the individual panel.

icon in the Access data

column.

Button: If a panel has been deleted in RPS it appears with a status of

Delete selected panel Removed in the list. Select the panel and click this button to
delete it completely from the database.

10.2 Creating authorization profiles for panels
Introduction

This section describes how to create panel authorization profiles.

A panel authorization profile is a custom set of authorizations to operate a custom set of
intrusion panels. An AMSadministrator can create multiple panel authorization profiles for the
various responsibilities of various groups of cardholders.

Dialog path
Main menu > System data > Authorization profiles for intrusion panels

Procedure

Click I:gr) to create a new profile

(Mandatory) Enter a name for the profile

(Optional) Enter a free-text description for the panel

Below the Assigned panels list, click Add... to add one or more panels from a popup list
of panels available on the network.

onpe

Conversely, select one or more panels and click Remove to remove them from the list.
5. Click a panel in the Assigned panels list to select it.

— In the Authorizations pane, a list appears containing all the intrusion areas that
belong to the selected panel.

6. In the Authorizations list, in the column Authority level, select an authority level for each
intrusion area of the panel that is to be included in this profile.

—  The authority levels are defined and maintained in RPS. They may be customized
there also. Make sure you know the definition of the authority level in RPS before
assigning it to a profile.

— By default L1 is the highest authority level, with L2, L3 etc. increasingly restricted.

— If you leave a cell blank, then the recipient of this profile will have no authorization
over the selected intrusion area of the selected panel.

7. Repeat this process for all the intrusion areas of all the panels to be included in this
profile.

8. (Optional) From the User group list, select a panel user group in order to restrict the
authorizations to certain time periods.

—  The user groups are defined and maintained in RPS. They may be customized there
also. Make sure you know the definition of the user group in RPS before assigning
the user group to a profile.

[

9. Click (Save) to save the changes.

Bosch Security Systems Software manual 2021-1214.0.0.1 |



30 en | Configuring intrusion areas and panels Access Management System

10.3

Assigning panel authorization profiles to cardholders

Introduction
This section describes how to assign different panel authorization profiles to different types or
groups of cardholders.

Prerequisite
You have defined one or more panel authorization profiles in the access control system.

Dialog path
Main menu > Persons > Cards

Procedure

1. In the usual way, find and select the desired cardholder from the database.

2. Click the Intrusion tab.

3. On the Intrusion tab, select the check box Panel user.

4. (Mandatory) In the Passcode field, type a passcode through which this cardholder will
operate the intrusion panels.
— If required, use the button to generate an unused new passcode.

5. In the ID card list, select one of the access control credentials that is assigned to this
cardholder.

6. (Optional) In the Number of remote field, enter the number that is printed on the
cardholder's remote control device for intrusion panels.

7. In the Language list, select the language in which the cardholder prefers to read panel
dialogs.

8. If the cardholder is to use the Bosch smartphone application for intrusion panels, select
the Remote access check box.

9. From the Authorization profile list, select a suitable panel authorization profile for the
cardholder.

10. Click (Save) to save the changes.
—  This panel authorization profile, with all its panels and authorizations, is assigned to
the cardholder. The cardholder thus becomes an operator for the intrusion panels.

Note that you can also use the data fields on this dialog with the N button to find
cardholders in the database.
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111

Configuring operators and workstations

Introduction to access-control administration rights

Administration rights for the access control system determine which system dialogs may be
opened, and which functions may be performed there.

Rights can be assigned to both operators and workstations.

The rights of a workstation may temporarily restrict the rights of its operator, because
security-critical operations should only be performed from workstations that are especially
secure.

Rights are assigned to operators and workstations in bundles called Profiles. Each profile is
tailored to the duties of one of a particular type of operator or workstation.

Each operator or workstation may have multiple authorization profiles.

Overall procedure and dialog paths
1. Create the workstations in the Device Editor:

=
24

Configuration > Device data > Workstations
2. Create workstation profiles in the dialog:

Operators and workstations > Workstation profiles.
3. Assign profiles to workstations in the dialog:

Operators and workstations > Workstation rights
4. Create operator profiles in the dialog:

Operators and workstations > User profiles dialog.
5. Assign profiles to operators in the dialog:

Operators and workstations > User rights dialog

Creating the workstations

Workstations are the computers from which operators operate the access control system.
First a workstation must be “created”, that is, the computer is registered within the access
control system.

Dialog path
Configuration > Device data > Workstations

Procedure
1. Right-click DMS and select New object from the context menu, or click ¥ on the toolbar.
2. Enter values for the parameters:
—  The Name of the workstation must match the computer name exactly
— Description is optional. It can be used, for example, to describe the function and the
location of the workstation
— Login via reader Leave this check box clear unless operators are to log on to this
workstation by presenting cards to an enrollment reader connected to this
workstation. For details see the section 2-Factor Authentication
—  Automatic logout after: The number of seconds after a logon via enrollment reader
is automatically terminated. Leave at O for unlimited time.
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11.2

Creating workstation profiles

Introduction to workstation profiles

Depending on its physical location, an access control workstation should be carefully
configured regarding its usage, for example:

—  Which operators may use it

—  What credentials are necessary to use it

—  What access control tasks may be performed from it

A workstation profile is a collection of rights that defines the following:
—  The menus of the dialog manager and the dialogs which can be used at a workstation
—  Which user profile(s) an operator must have to in order to log in at this workstation.

Notice!

Workstation profiles override user profiles

An operator can employ only those of his user profile rights which are also included in the
workstation profile of the computer where he is logged on. If the workstation and operator
profiles have no rights in common, the user will lack all rights at that workstation.

Dialog path
Configuration > Operators and workstations > Workstation profiles

Creating a workstation profile

Click I:gr) to create a new profile

1.

2. Enter a profile name in the Profile Name field (mandatory)

3. Enter a profile description in the Description field (optional but recommended)
4. Click B or Apply to save your changes

Assigning execution rights for system functions

1. In the Functions list, select the functions that are to be accessible to this workstation
and double-click them to set the value in the Execute column to ves.
—  Likewise ensure that all the functions that are not to be accessible are set to No.

2. Click or Apply to save your changes

Assigning User profiles to Workstation profiles

In the User Profile pane.

The Assigned Profiles list contains all user profiles authorized to log onto a workstation with
this workstation profile.

The Available Profiles field contains all other profiles. These are not yet authorized to log onto
a workstation with this workstation profile.

1. Click the arrow buttons between the lists to transfer selected profiles from one list to the

2

other.

2. Click or Apply to save your changes
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Notice!

The default administrator profiles for the user (UP-Administrator) and the workstation (WP-
Administrator) cannot be changed or deleted.

The profile WP-Administrator is irrevocably bound to the server workstation. This guarantees
that there is at least one user who can log onto the server workstation.

11.3 Assigning workstation profiles
Use this dialog to manage the assignments of Workstation profiles to Workstations. Every
workstation must have at least one workstation profile. If it has multiple profiles then all rights
in those profiles apply simultaneously.
Dialog path
Configuration > Operators and workstations > Workstation rights
Procedure
The Assigned Profiles list contains all the workstation profiles that already belong to this
workstation.
The Available Profiles list contains all workstation profiles that have not yet been assigned to
this workstation.
1. Inthe list of workstations, select the workstation you wish to configure
Click the arrow buttons between the Assigned and Available lists to transfer selected
profiles from one to the other.
3. Click or Apply to save your changes
Notice!
The default administrator profiles for the user (UP-Administrator) and the workstation (WP-
Administrator) cannot be changed or deleted.
The profile WP-Administrator is irrevocably bound to the server workstation. This guarantees
that there is at least one user who can log onto the server workstation.
114 Creating user (operator) profiles

Introduction to user profiles

Note: The term User is synonymous with Operator in the context of User rights.

A user profile is a collection of rights that defines the following:

—  The menus of the dialog manager and the dialogs which are visible to the operator.

— The capabilities of the operator in those dialogs, basically the rights to execute, change,
add and delete the elements of those dialogs.

User profiles should be carefully configured, depending on the person’s experience, security

clearance and responsibilities:

Dialog path
Configuration > Operators and workstations > User profiles

Procedure

1. Click Ij:l, to create a new profile
2. Enter a profile name in the Profile Name field (mandatory)
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3. Enter a profile description in the Description field (optional but recommended)

4. Click or Apply to save your changes

Notice!
Choose profile names that clearly and accurately describe the profile’s capabilities and
limitations.

115

Adding editing and execution rights for system functions

1. Inthe list pane, select the functions (first column) and the capabilities within that
function (Execute, Change, Add, Delete) that are to be accessible to this profile. Double-
click them to toggle their settings to ves.
—  Likewise ensure that all the functions that are not to be accessible are set to No.

[

2. Click or Apply to save your changes

Assigning user (operator) profiles

Note: The term User is synonymous with Operator in the context of User rights.

Prerequisites
—  The operator who is to receive this user profile has been defined as a Person in the
access control system.
— Asuitable user profile has been defined in the access control system.
— Note that it is always possible to assign the unrestricted user profile UP-
Administrator, but this practice is deprecated for security reasons.

Dialog path
Configuration > Operators and workstations > User rights

Procedure

1. Load the personnel record of the intended user into the dialog.

2. If required, limit the validity of the user profile by entering dates in the fields Valid from
and Valid until.

Assigning User profiles to operators

In the User Profiles pane:

The Assigned Profiles list contains all user profiles that have been assigned to this user.

The Available Profiles field contains all profiles that are available for assignment.

1. Click the arrow buttons between the lists to transfer selected profiles from one list to the
other.

2. Select the Global administrator check box to give this operator read+write access to
those personnel records where the administered globally attribute is activated. The
default operator access to such personnel records is read only.

3. Click to save your changes.

Assigning API usage rights to operators

2021-1214.0.0.1 |

Software manual Bosch Security Systems



Access Management System Configuring operators and workstations | en 35

11.6

If configured and licensed, external program code can invoke features of the access control
system via an Application Programming Interface or API. The external program acts through a
proxy operator within the system. The API usage drop-down list controls the capabilities of
the current operator if it is used as a proxy operator by external code.
Configuration > Operators and workstations > User rights
—  Select a setting from the API usage list.

The choices are:

No access The operator can not be used by the API to perform system functions.

Read only The operator can be used by the API to read system data, but not to add,
modify or delete it.

Unlimited The operator can be used by the API to read, add, modify and delete system

data.
il

- Click to save your changes

Setting passwords for operators

How to set secure passwords for oneself and others.

Introduction

The system requires at least one operator. The default operator in a new installation has
username Administrator and password Administrator. The first step in configuring the system
should always be to log on with those credentials and change the password for Administrator,
in accordance with your organization’s password policies.

After that you can add other operators, both privileged and unprivileged.

Procedure for changing one’s own password.
Prerequisites
You are logged onto the dialog manager.

Procedure

1. Inthe dialog manager, select menu: File > Change password

2. In the popup window, enter the current password, the new password, and the new
password again to confirm.

3. Click Change.

Note that this procedure is the only way to change the Administrator password.

Upon first logon after an installation, the system requires that you change the Administrator

password.

Procedure for changing the passwords of other operators.

Prerequisites

To change the passwords of other users you must be logged onto the dialog manager using an

account with Administrator privileges.

Procedure

1. In the main menu of the dialog manager, navigate to Configuration > Operators and
Workstations > User rights

2. In the main dialog pane, use the tool bar to load the operator whose password you wish
to change.

3. Click Change password...
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4. In the popup window, enter the new password and the new password again to confirm.
5. In the popup window, enter the period of validity for the new password, either Unlimited
or a number of days.
—  For production environments it is urgently recommended that you set a validity
period.
6. Click OK to close the popup window.

I

Note that the date pickers Valid from and Valid until, below the Change password... button,
refer to the validity of the user rights in this dialog, not to the password.

In the main dialog window, click the icon to save the user record.

Further information

Always set passwords according to the password policy of your organization. For guidance on
creating such a policy you may consult, for example, the guidance provided by Microsoft at the
following location.
https://www.microsoft.com/en-us/research/publication/password-guidance/
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12 Configuring cards

12.1 Card Definition

Use this dialog to activate, deactivate, modify or add the card definitions to be used by your
access control system.

Dialog path

- AMS main menu > Configuration > Options > Card definition
The following types are predefined by the system, and are not modifiable:
- 32 Bit CSN - Standard MIFARE (32 bit)

—  HID 26 - Standard Wiegand 26 bit code = active (default)

—  HID 35 - HID corporate 1000

—  HID 37 - HID 37 bit code - CN-H10304

- EM 26 - EM 26 Bit code

—  Serial readers (AMC 4R4/LACI) - 64 bit

—  HID 48 - HID corporate 1000

— 56 Bit CSN - Standard MIFARE Desfire

HID 26 is the default card type, and appears in the list Active card types

12.1.1 Creating and Modifying
Click the % (green +) button above the right-hand list box to create a new list entry. In
contrast to predefined card types the data of newly created types are freely editable. Double-
click the fields Name, Description and Number of Bits to edit them.
The name can have a maximum of 80 characters, and the description 255. The number of bits
is limited to 64 (if a higher number is entered then this will be reset to the maximum as soon
as the text field loses input-focus).

Notice!
Bit lengths are used to differentiate between Wiegand definitions. Therefore each new
definition must have a unique bit length which has not been used by an existing definition.

» To modify a data bit, double-click the relevant field. To delete it, first select the data bit
then click the X (red x) button.

Notice!
Only card types that were created by the user can be modified or deleted.

When a single card type is selected (in left or right-hand lists) then its encoding is displayed in
the lower part of the dialog. The display shows data bits in 5 rows, and as many columns as
the number of bits in the definition.
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Each column of the Field row can be given a label that determines how that part of the code is
to be interpreted. The labels available are as follows:

F Facility: marks the code part for
facility affiliation

C Code no: code part containing
the individual card number

El Even 1: bit to balance the first The declaration
Even Parity Mask of these values
activates the
check box for the

E2 Even 2: bit to balance the
second Even Parity Mask

corresponding
o1 Odd 1: bit to balance the first line.
Odd Parity Mask

02 Odd 2: bit to balance the
second Odd Parity Mask

1 Fix bit values contained in the

0 code

In the case of the labels E1, E2, O1 and O2 it is enough to select the check-box on the
corresponding row. The box on the Field row will automatically be marked accordingly.
Explanation:

The signal sent by a reader when presented with a card is made up of a series of zeros and
ones. For each card type the length of this signal (i.e the number of bits) is exactly defined.
In addition to the actual user data, which are saved as code data, the signal also contains
control data in order to a) identify the signal as a card signal, and b) verify correct
transmission.

In general the fixed zeros and ones are useful for identifying the signal type.

The parity bits, which must yield either a zero (Even Parity) or a one (Odd Parity) as a
checksum over selected bits of the signal, are used to verify correct transmission. The
controllers can be configured so that they calculate one or two checksums for Even Parities
and one or two checksums for Odd Parities.

In the list control, those bits can be marked in the respective lines for the parity checksums
(Even1, Even2, Odd1 and Odd2) which should be included in the checksum. In the top line
(Field) for every checksum used a bit is defined to balance the checksum according to the
parity type. If a parity option is not used, the corresponding line simply remains empty.

12.1.2 Activating / Deactivating card definitions
Up to 8 card definitions can be active simultaneously. The definitions to be activated must be
moved to the left-hand list Active Card Types. This is done by (multi-)selecting one or more
definitions on the right-hand side, and clicking the left arrow ( < )button.
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No more than four definitions can be moved at once. Once four definitions are in place then
any surplus are discarded from the move. To add more definitions to Active Card Types it will
be necessary to delete one or more of those present by (multi-)selecting and moving them to
the right-hand side using the ( > )button, thus deactivating them.

Notice!

To use readers with L-Bus or BG900 protocols, activate the card type Serial Reader. This
makes the manual input dialog Dialog Bosch available to the dialog manager of the access
control system.

12.1.3

Creating card data in the dialog manager

Manual data input

Different input methods are used for Wiegand and Bosch cards.

For all Wiegand definitions (HID 26, HID 35, HID 37 and 32 Bit CSN) the dialog box
Dialog (Wiegand) allows you to enter Customer code and Card no. (card number).

For serial readers the dialog box Dialog (Bosch) contains additional fields for Version and
Country code.

Data input by enrollment reader

In addition to manual data input, any workstation can be equipped with a dialog reader for
collecting card data. Use a reader from the list in the following dialog:

—  AMS main menu > Configuration > Options > Card reader

If the chosen reader is an input reader for Wiegand cards then all active Wiegand card types
will be listed along with the reader

- AMS main menu > Personnel data > Cards > Reader button > » (right arrow)

One of these card types must be selected in order to ensure the correct saving of the card
encoding. That is, the reader itself cannot be selected directly but only indirectly via the
choice of Wiegand definition.

If the required card type does not appear in the pull-down list, you must activate it in the card
definition dialog.

- AMS main menu > Configuration > Options > Card definition

.....

|0 card ho.; | Reader. |k

v  Standard wiegand 26 bit code

&uthorizations Dialag {\Wiegand)
Dialog (Bosch)

HITAG, LEGIC and MIFARE enrollment readers can be selected from the list directly.

1D card no; |

v DELTA 1200 LE BKL USE

Dialog (wiegand)
Authorizations l Other da  Cialog (Bosch)

Bosch Security Systems

Software manual 2021-1214.0.0.1 |



40 en | Configuring cards Access Management System

12.2

Card definition for Divisions (multi-party capability)

If you have licensed the Divisions feature for managing multiple parties (aka "Divisions") within
the access-controlled premises, it is possible to configure a code area on the card that allows
the operator to distinguish between the cards of various Divisions. Use the optional fields
(only selectable where Divisions feature has been licensed) to define the position of the start
bit and the length of the Division coding on the cards.

Range of division code within card data

Skart: 3: Length: 3
Configuring card codes

The coding of the access control cards ensures that all card data is unique.

Dialog path

Main Menu > Configuration > Options > Card coding configuration

Entering numbers in the dialog

Entering numbers in the dialog

For convenience, you can enter numbers in decimal or hexadecimal formats. Select the radio
buttons Hexadecimal or Decimal according to the format specified by the cards’
manufacturer.

The main dialog pane is divided into two groups, which are described in more detail below:
—  Card default code data

—  Check membership only values

Card default code data

Use these text entry fields to define values for the Version, Country code, and the Facility

code which are assigned to the card number when the card is enrolled in the system. If the
fields are not writeable, then they are not relevant to any of the active card definitions. For
Bosch code all fields are writeable.

If the card is enrolled manually at an operator workstation, then a dialog appears displaying
the default values which may be customized for each card.

Card default code data

" Hexadecimal ersian; ||:|
* Decimal Country code: [
Facility code: |-|

Entering code data:

If the data are provided by the manufacturer as decimal values, select the Decimal radio
button and enter the values provided, for example:

Version: 2

Country code: 99

Facility code: 56720

Click Apply to store the data.
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Notes on inputting default code data:
The default data are stored in the registry of the operating system and each badge number is
added at encoding time. Registration takes the form of an 8 digit hexadecimal value with
leading zeros as necessary.
If the code numbers are transferred completely then the system may convert from decimal to
hex, pad to 8 places with leading zeros and save the appropriate system parameter.
- Example:
- Input: 56720
—  Conversion: DD90
—  Saved as: 0000DD90
If the code numbers are transferred separately (split form) then only in decimal form. They
are converted to a 10-digit decimal number which is constructed as follows:
- Version: 2 digits
—  Country code: 2 digits
—  Facility code: 6 digits
— If any of the 10 digits are still empty then they are padded with leading zeros
- Example: 0299056720
This 10-digit decimal value is converted and stored as an 8 digit hexadecimal value.
- Example:
— decimal: 0299056720
—  hexadecimal: 11D33E50

Notice!

The system validates hex values, in the case of split code numbers, in order to prevent the
input of invalid country codes (above hex 63 or decimal 99) and invalid facility codes (above
hex F423F or decimal 999,999)

Notice!

If the card capture occurs via a connected dialog reader then the default values are assigned
automatically. It is not possible to override the defaults when capturing from a reader.

In order to do so the capture type should be switched to Dialog

Manual entry of the card number is in decimal format.
When saving the data a 10-digit decimal value (with leading zeros) is created, which is then
converted to an 8 digit hexadecimal value. This value is now stored with the default code data
as the 16-digit code number of the card.
- Example:

— Input of the card number: 415

- 10-digit: 0000000415

—  Converted to hexadecimal: 0000019F

—  Combined with the default Code data (see above) and saved as the code number of

the badge: 11D33E500000019F

Check Membership only values

Checking for membership only means that the credential is checked only for membership of a
company or organization, not to identify an individual. Therefore do not use the

Membership check only for readers that give access to high-security areas.

Use this options group to enter up to four company or client codes. The data can be entered
as decimal or hexadecimal, but are stored as decimal values in the operating system's registry.

Bosch Security Systems
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~Check membership only values

" Hexadecimal 1. value: [150

@ Decimal 2. value: [p
3. value: ]D—M
4. value: g

Select the reader in the Device Editor, DevEdit, and activate the reader parameter
Membership check.

Only the company or client codes within the card data are read and verified against the stored
values.

Notice!

Membership check only works with card definitions predefined in the system (gray
background), not with customized definitions.
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13

13.1
13.1.1

Configuring the controllers

Introduction

The controllers in the access control system are the virtual and physical devices that send

commands to the peripheral hardware at entrances (readers and doors), and send requests

from the readers and doors back to the central decision-making software.

The controllers store copies of some of the central software’s device and cardholder

information, and if so configured, can make access control decisions even when temporarily

isolated from the central software.

The decision making software is the Data Management System .

Controllers are of two kinds:

—  Main access controller, known as the MAC s, and its redundant backup counterpart the
RMAC .

- Local access controllers, known as LAC s or AMCs.

Controllers are configured in the device editor, DevEdit

Dialog path to the device editor

=

Main menu > Configuration > Device data > Device tree

Using the device editor, DevEdit
The basic usage of DevEdit is described in the section Using the device editor, at the link
below.

Refer to
- Using the Device Editor, page 22

Configuring MACs and RMACs
Configuring a MAC on the DMS server

DMS SERVER
IP:***20

For a minimal system configuration one MAC is required. In this case the MAC can reside on
the DMS server.

Procedure

On the DMS server open the Device Editor and create a MAC in the device tree as described in
the section Using the device editor.

Select the MAC in the Device Editor. On the MAC tab, supply the following parameter values:

Parameter Description

Name The name that is to appear in the device tree,
For example MAC-1.

Description Optional description for the benefit of system operators

With RMAC (check box) <Leave blank>
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Parameter

Description

RMAC Port

<Leave blank>

Active (check box)

Clear this check box to suspend temporarily the real-time
synchronization between this MAC and DMS.

This is advantageous after DMS-updates on larger systems, in
order to avoid restarting all the MACs at once.

Load devices (check box)

Clear this check box to suspend temporarily the real-time
synchronization between this MAC and its subordinate devices.
This shortens the time needed to open a MAC in the device
editor.

IP address Localhost 127.0.0.1

Time zone IMPORTANT: The time zone of the MAC and all its subordinate
AMCs.

Division (If applicable) The Division to which the MAC belongs.

Because this local MAC has no redundant failover MAC, it is not necessary to run the
MACInstaller tool for it. Simply leave the two RMAC parameters on the MAC tab blank.

13.1.2 Preparing MAC server computers to run MACs and RMACs
This section describes how to prepare computers to become MAC servers.
By default the first MAC in an access control system runs on the same computer as its Data
Management Server (DMS), however, for enhanced resilience, it is recommended that the
MAC run on a separate computer, which can assume access control tasks if the DMS

computer goes down.

Separate computers where MACs or RMACs reside, are known as MAC servers regardless of
whether they host a MAC or an RMAC.

In order to provide failover capability, MACs and RMACs must run on separate MAC servers.
Ensure that the following conditions are met on all participating MAC servers:

1. The operating systems of all the MAC servers must be currently supported by Microsoft,

and have the latest updates installed.

S

The Administrator user on all servers has the same password

You are logged on as Administrator (if using MSTC, use only /Admin /Console sessions)
Disable IP V6. Note carefully the IP V4 address of each server.

Enable .NET 3.5 is on all participating computers.

Note: On Windows 10 and Windows Server operating systems it is enabled as a feature.

6. Reboot the computer.
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13.1.3 Configuring a MAC on its own MAC server

DMS SERVER
| RSS20

MAC. SERVER
Ip:** %27

— The MAC server computer has been prepared as described in the section Preparing MAC
server computers to run MACs and RMACs

1. On the DMS server computer, in the device editor,
—  Right click the MAC and select Disable all LACs.

—  Deactivate the MAC by clearing the check boxes Activate and Load devices for this
MAC.

2. On the MAC server computer, using the Windows program services.msc
—  Stop the MAC service AUTO_MAC2
—  Set the Startup type of this MAC service to Manual.
3. Startthe MACInstaller.exe
—  For AMS this is found on the AMS installation media
\AddOns \MultiMAC\MACInstaller (see the section, Using the MACInstaller tool
below).
4. Step through the screens of the tool, supplying values for the following parameters.

Scree |Parameter Description
n#
3 Destination Folder The local directory where the MAC is to be

installed. Take the default wherever possible.

4 Server The name or the IP address of the server where the
DMS is running.

4 Port (Port to DMS) The port on the DMS server which will be used to
receive communication from the MAC.

Use 6001 for the first MAC on the DMS, and
increment by 1 for each subsequent MAC.

4 Number (MAC System Number) | Set 1 for this and all MACs (as opposed to
RMACs).
4 Twin (Name or IP address of Leave this field blank as long as this MAC is to have
partner MAC) no RMAC.

5.  On the DMS server, select the MAC in the Device Editor.
6. On the MAC tab, supply values for the following parameters:

Parameter Description

Name The name that is to appear in the device tree,
For example MAC-1.

Description Optional description for the benefit of system operators
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Parameter Description

With RMAC (check box) <Leave blank>

RMAC Port <Leave blank>

Active (check box) Select this check box now

Load devices (check box) |Select this check box now

IP address The IP address of the MAC server computer.

Time zone IMPORTANT: The time zone of the MAC and all its subordinate
AMCs.

Division (If applicable) The Division to which the MAC belongs.

Adding RMACs to MACs

Notice!

Do not add RMACs to ordinary MACs until the ordinary MACs are installed and running
correctly.

Data replication could otherwise be prevented or damaged.

DMS SERVER
IP:** * .20

MAC. SERVER
|P:* *.*.22

MAC. SERVER
[RELEE2E

—  The MAC for this RMAC has been installed as described in the previous sections, and is
running correctly.

—  The MAC server computer for the RMAC has been prepared as described in the section
Preparing MAC server computers to run MACs and RMACs

MACs may be twinned with redundant MACs (RMACs) to provide failover capability, and hence

more resilient access control. In this case the access control data are replicated automatically

between the two. If one of the pair fails, then the other takes control of the local access

controllers below it.

On the DMS server, in the Configuration browser
1. In the Device Editor, select the MAC for which the RMAC is to be added.
2.  Onthe MAC tab, change the values for the following parameters:
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Parameter

Description

With RMAC (check box)

Clear this check box until you have installed the corresponding
RMAC on the redundant failover connection server

Active (check box)

Clear this check box to suspend temporarily the real-time
synchronization between this MAC and DMS.

This is advantageous after DMS-updates on larger systems, in
order to avoid restarting all the MACs at once.

Load devices (check box)

Clear this check box to suspend temporarily the real-time
synchronization between this MAC and its subordinate devices.
This shortens the time needed to open a MAC in the device

editor.

3. Click the Apply button

4. Keep the Device Editor open as we will return to it presently.

On the MAC server for the MAC

To reconfigure the MAC to partner with an RMAC, proceed as follows.

—  On the previously prepared MAC server computer, run the MAClnstaller tool (see Using
the MACInstaller tool) and set the following parameters:
—  Server: Name or IP address of the DMS server computer

- Port: 6001

—  Number: 1 (all MACs have Number 1)
—  Twin: IP address of the computer where the RMAC will run.

On the MAC server for the RMAC
To configure the RMAC, proceed as follows:
—  On its own separate and prepared MAC server computer, run the MAClnstaller tool (see
Using the MACInstaller tool) and set the following parameters:
—  Server: Name or IP address of the DMS server computer
—  Port: 6001 (same as for the MAC)
—  Number: 2 (all RMACs have Number 2)
—  Twin: IP address of the computer where the twin MAC is running.

Return to the Device editor on the DMS server

1. IMPORTANT: Ensure that both the MAC and RMAC, on their respective computers, are
running and visible to each other on the network.

2. On the MAC tab, change the parameters as follows:

Parameter

Description

With RMAC (check box)

Selected
A new tab labeled RMAC appears next to the MAC tab.

RMAC Port

6199 (the static default)
All MACs and RMACs use this port to check whether their
partners are running and accessible.

Active (check box)

Selected
This enables synchronization between this MAC and its
subordinate devices.
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Parameter Description

Load devices (check box) |Selected
This shortens the time needed to open a MAC in the device
editor.

3. On the RMAC tab supply values for the following parameters:

Parameter Description

Name The name that is to appear in the device tree.
For example, if the corresponding MAC is named MAC-01 then
this RMAC could be named RMAC-01.

Description Optional documentation for access control operators.
IP address The IP address of the RMAC.
MAC Port 6199 (the static default)

All MACs and RMACs use this port to check whether their

partners are running and accessible.

Refer to
—  Using the MAC installer tool, page 49

Adding further MAC/RMAC pairs

Depending on the number of entrances to be controlled, and the degree of fault tolerance
required, a large number of MAC/RMAC pairs can be added to the system configuration. For
the exact number supported by your version, please consult the corresponding datasheet.

DMS SERVER
P00

MAC SERVER
[ PEiESEnn

MAC SERVER
oS0

: MAC SERVER MAC SERVER :
P |p:*x* %26 IP:***24

For each additional MAC/RMAC pair...

1. Prepare the separate computers for MAC and RMAC as described in the section Preparing
MAC server computers to run MACs and RMACs

2. Set up the MAC as described in the section Configuring a MAC on its own MAC server

3. Set up the RMAC for this MAC as described in the section Adding RMACs to MACs
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Note that each MAC/RMAC pair transmits to a separate port on the DMS server. Therefore, for
the parameter Port (Port to DMS) in MACInstaller.exe, Use:

- 6001 for both computers in the first MAC/RMAC pair

- 6002 for both computers in the second MAC/RMAC pair

- etc.

In the Device Editor port 6199 can always be used for the parameters MAC Port and RMAC
Port. This port number is reserved for the “handshake” within each MAC/RMAC pair, whereby
each knows whether its partner is accessible or not.

Notice!
Reactivating MACs after system upgrades
After a system upgrade MACs and their AMCs are deactivated by default. Remember to

reactivate them in the configuration browser by selecting the relevant check boxes in the
device editor.

13.1.6

Using the MAC installer tool

MACInstaller.exe is the standard tool for installing MACs and RMACs on their own
computers (MAC servers). It collects parameter values for a MAC or RMAC, and makes the
necessary changes in the Windows Registry.

Notice!
Because the tool makes changes to the Windows Registry, it is necessary to stop any running
MAC process before reconfiguring it.

The MACInstaller tool can be found on the installation medium under the following path:
- \AddOns\MultiMAC\MACInstaller.exe
Through a series of screens it collects values for the parameters below.

Screen |Parameter Description

#

3 Destination Folder The local directory where the MAC is to be
installed.

4 Server The name or the IP address of the server where

the DMS is running.

4 Port (Port to DMS) The port number on the DMS server which will
be used for communication between the MAC
and the DMS. See below for details.

4 Number (MAC System Number) |Set 1 for all original MACs.
Set 2 for all redundant failover MACs (RMACs).
4 Twin (Name or IP address of The IP address of the computer where the
partner MAC) redundant failover partner for this MAC server is
to run.

If not applicable leave this field blank.

Parameter: Port (Port to DMS)
Port numbers have the following numbering scheme:
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- In a non-hierarchical system, where only one DMS server exists, each MAC and its
corresponding RMAC transmit from the same port number, usually 6000. The DMS can
communicate with only one of each MAC/RMAC pair at a time.

—  The DMS receives signals from the first MAC or MAC/RMAC pair on port 6001, from the
second MAC or MAC/RMAC pair on port 6002, and so on.

Parameter: Number (MAC System Number)

This parameter is to distinguish original MACs from RMACs:
- All original MACs have the number 1.

—  All redundant failover MACs (RMACs) have the number 2

Parameter: Configure Only (radio button)

Select this option to change the configuration of an existing MAC on the main DMS server, in
particular to inform it of a newly installed RMAC on a different computer.

In this case, enter the IP address or hostname of the RMAC in the parameter Twin.

Parameter: Update Software (radio button)

Select this option on a computer other than the main DMS server, either to install an RMAC or
to change its configuration.

In this case, enter the IP address or hostname of the RMAC’s twin MAC in the parameter Twin.

Configuring the LACs

Creating an AMC local access controller
Access Modular Controllers (AMCs) are subordinate to Main Access Controllers (MACs) in the
device editor.
To create an AMC:
1. In the Device Editor, right-click a MAC and choose New Object from the context menu
or
2. Click the # button.
3. Choose one of the following AMC types from the dialog that appears:

AMC 4W (default) with four Wiegand reader interfaces to connect up to four readers

AMC 4R4 with four RS485 reader interfaces to connect up to eight readers

Result: A new AMC entry of the chosen type is created in the DevEdit hierarchy

AMC2 4W Access Modular A maximum of four Wiegand readers can be
Controller with four configured to connect up to four entrances.
Wiegand readers. The controller supports eight input and eight

output signals. If needed, extension boards can
provide up to 48 additional input and output

signals.
AMC2 4R4 Access Modular A maximum of eight RS485 readers can be
Controller with four configured to connect up to eight entrances.

RS485 reader-interfaces
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13.2.1

The controller supports eight input and eight
output signals. If needed, extension boards can
provide up to 48 additional input and output
signals.

AMC2 8I-80-EXT

Extension board for the
AMC with eight input
and output signals

Make additional signals available.
Up to three extension boards can be connected
to an AMC

AMC2 161-160-
EXT

Extension board for the
AMC with sixteen input
and output signals

AMC2 81-80-4W

Extension board for
Wiegand AMC with eight
input and output signals

Activation/Deactivation of controllers
When first created, a new controller has the following option (check box) selected:

Communication to host enabled.
This opens the network connection between the MAC and the controllers, so that any changed
or extended configuration data are propagated to the controllers automatically.

Deactivate this option to save network bandwidth, and so improve performance, while

creating multiple controllers and their dependent devices (entrances, doors, readers,
extension boards). In the device editor the devices are then marked with grayed icons.
IMPORTANT: Be sure to reactivate this option when the configuration of devices is complete.

This will keep the controllers continually updated with any configuration changes made at

other levels.

Mixing controller types within one installation

Access control systems are normally equipped with only one type of controller and reader.

Software upgrades and growing installations can make it necessary to supplement existing
hardware components with new ones. Even configurations combining RS485 variants (AMC

4R4) with Wiegand variants (AMC 4W) are possible, as long as the following caveats are

heeded:

—  RS485 readers transit a "telegram" which contains the code number as read.
- Wiegand readers transmit their data in such a way that they must be decoded with the

help of the badge definition in order to preserve the code number in the correct form.
—  Mixed controller operation can only function if both code numbers are constructed the

same.

AMC parameters and settings

General Parameters of the AMC

Bosch Security Systems
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=-F= DMs

Controller interface

Configuring AMC parameters

Description: | ApiC A

Program: |

AMC 4R4  [nputs Outputs  Terminals

Name : [AMC 4-R4-1

Communication ta host enabled: [

Interface type: |Ts v

1P address | host name: |AME-4F| 411

Port number: | 10001

Device communication password: Configured at this device E

Bootloader: LCHMVODE2.RUMN

Pawer supply supervision: l:|

Ma LAC accounting:

Division: | comman

Parameter

Possible values

Description

0 - 255 digits

Controller name Restricted ID generation (default) guarantees unique
alphanumeric: names, but users can overwrite them. If you
1- 16 digits overwrite a name you must make sure the IDs
are unique.
Controller description | alphanumeric: Free text.

Communication to
host enabled

0 = disabled (check
box is cleared)

1 = enabled (check
box is selected)

Default = enabled

Overlay-icons on the controllers in the device
tree indicate the status of the host
connection (enabled/disabled).

Clearing the check box temporarily takes the
AMS offline, and is useful for reconfiguration
and testing.

Updating the access control system to a new
version clears the check boxes of all
controllers automatically.

Select and clear the check boxes of AMCs to
test them individually in the updated
software.
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Select the check box when using the device
editor to set a DCP (device communication
password) on the AMC during "top-down"
implementation of DTLS. This opens a 15-
minute time window to propagate the DCP
down to the AMCs.

Clear and select the check box to restart the
time window.

Controller Interface

Interface Type

UbDP

TLS

UDP (= user datagram protocol) where
connection is by network and as yet no DCP
(device communication password) has been
set on the AMC.

TLS (=transport layer security): When you set
a DCP (device communication password) for
the AMC, the communication to the MAC is
via DTLS with enhanced security.

For both UDP and TLS, make sure that the
DIP switches 1 and 5 on the AMC are set to
ON.

IP Address/
Hostname

Network name or IP
address of the AMC

This text field is only active if UDP is selected
as the port type.

If IP addresses are allocated by DHCP then
the network name of the AMC should be
provided so that the AMC can be located
after a restart even if the IP address has
changed.

For networks without DHCP enter the IP
address.

Port number

numeric: 10001
(default)

This is the AMC port which will receive the
MAC-messages.

Further Parameters

Program

Alphanumeric

File name of the program to be loaded into
the AMC. The available programs are located
in the BIN-directory of the MAC, and can be
selected from a list. For convenience the
protocol and the description are also shown.
This parameter is set automatically as
programs are loaded automatically depending
on which readers are connected, and the
parameter is overridden in the case of a
reader/program mismatch.
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0= deactivated (check
box is clear)

1= activated (check
box is selected)

Power supply
supervision

Supervision of the supply voltage.

If the power supply drops then an
informational message is generated.

The supervision function assumes the
prerequisite of a UPS (uninterruptible power
supply), so that a message can be generated.
0 = no supervision

1 = supervision activated

0= deactivated (check
box is clear)

1= activated (check
box is selected)

No LAC accounting

Select this check box for AMC devices that
work jointly to provide access to parking lots,
where only the parent MAC keeps account of
the number of units entering and leaving.
Note that, if this option is selected and the
AMC offline, the AMC will not be able to
prevent access to overcrowded areas, as it
has no access to the full population count.

Default value
"Common”

Division

Relevant only if the Divisions feature is
licensed.

Configuring AMC inputs

AMC 44 Inputs lDutputs] Terminals]

" Digital reode, single

Events Resistors
: zerial
Time madet | <Mo tme model> | At
K
Open, cloze [ K3
Line cut, short circut [ >

K3

Sl R W R )

This dialog is divided into four panes:

P arme | Senal resistar J Parallel resistor Time model Messages

01, AMC 44w/ 2K2 | 1k2 <Ma time model: 03. Open, close, Line cut, short cinuit
0z, ;-’-;«M C. g.1-‘-#-.1-8 none r'u:uﬁe . <Na tirﬁe moul.'-leb. o,

04, AMC 44078 none none <Mo time model: 00,

05, AMC 4448 none none <Mo time model: 00,

06, AMC 4448 none none <Mo time model: 0o,

07, AMC 408 none none <Mo time model: 0o,

02, AMC 4408 none none <Mo time model: 0o,

Ihput type

™ Analog mode, 4 state

parallel
™ none

1K

1k2
1ES
1k3
2Kz
2K
ak3
3k3

ST EREaE] B Xy B X B N )+
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—  List of the inputs by name

- Theinput types

—  The events which will be signaled by the inputs
—  The resistor types used with analog mode

Parameters of inputs
The parameters of the AMC inputs are described in the following table:

Column Description

name

Name Numbering of the input (from 01 to 08) and name of the appropriate AMC or
AMC-EXT.

Serial resistor | Display of the set resistor value for the serial resistor.
"none" or "---" = digital mode

Parallel Display of the set resistor value for the parallel resistor.

resistor "none" or "---" = digital mode

Time model Name of the selected time model

Messages Indenture number and designation of the messages which will be generated
00 = no messages

01 = if events Open, close were activated

02 = if events Line cut, short circuit were activated

03 = if both event options were activated

Assigned Using Entrance Model 15 the signal name of the DIP is displayed.

Use the Ctrl and Shift keys when clicking to select multiple inputs simultaneously. Any values
you change will apply to all the selected inputs.

Events and Time models

Depending on the operation mode, the following door states are detected and reported:
Open, Closed, Line cut and Short circuit.

Select their respective check boxes to enable the AMC to transmit these states as events to
the overall system.

Select a Time model from the drop-down list of the same name to restrict the transmission of
the events to the times defined by the model. For example, the Open event might only be
significant outside of normal business hours.

Input type

The resistors can be operated in Digital mode or Analog mode (4 state).

The default is Digital mode: only the door states open and close are detected.

In Analog mode the wire states Line cut and Short circuit are detected additionally.

Door open sum of the serial (Rg) and parallel (R;) resistor values: Rg + R;

Door closed is equal to the serial resistor values: Rg

Circuit break |sum of the serial (Rg) and parallel (R;) resistor values approaching infinity.

Short-Circuit | sum of the serial (Rs) and parallel (R;) resistor values is equal to zero.
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Resistors

The resistors are set to "none" or "---" in the default Digital mode.
In Analog mode the values for the serial and parallel resistors can be set by selecting their

respective radio buttons.

none, 1K, 1K2, 1K5, 1K8, 2K2, 2K7, 3K3, 3K9, 4K7, 5K6, 6K8, 8K2 (in 100 ohm)
Depending on the resistor value selected, only restricted ranges are available for the

corresponding resistor.

The following tables show in the left columns the selected values, and in the right columns the
available ranges of the other resistor.

Serial Range Parallel Range

"none" or "---" 1K to 8K2 "none" or "---" 1K to 8K2
1K 1K to 2K2 1K 1K to 1K8

1K2 1K to 2K7 1K2 1K to 2K7

1K5 1K to 3K9 1K5 1K to 3K3

1K8 1K to 6K8 1K8 1K to 3K9

2K2 1K2 to 8K2 2K2 1K to 4K7

2K7 1K2 to 8K2 2K7 1K2 to 5K6

3K3 1K5 to 8K2 3K3 1K5 to 6K8

3K9 1K8 to 8K2 3K9 1K5 to 8K2

4K7 2K2 to 8K2 4K7 1K8 to 8K2

5K6 2K7 to 8K2 5K6 1K8 to 8K2

6K8 3K3 to 8K2 6K8 1K8 to 8K2

8K2 3K9 to 8K2 8K2 2K2 to 8K2

Configuring AMC Outputs - Overview

This dialog page provides the configuration of each output on an AMC or AMC-EXT, and
contains three main areas:

- list box with an overview of the parameter that is set for every output
—  configuration options to the outputs selected in the list
— definition of conditions for the activation of the outputs
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AMC 4-W| Inputs  Outpuits l Terminals]

Outpuk | Action bype | b aw. duration ] Delay Period Pulzing Diuration Count Time model Meszag
01, AMLC 4-44-8 uzed by an entrance | 000, <Mo time model> [
02, AMLC 4-4w/-8 uzed by an entrance | 000, <Na time modsl> =

04, AMC 44/-8 1 o 0 0 % 0 00 i >
0B, AM.[JI 408 uzed b_l,ll an ehtrance | DDD <M hime rnodell> [
07, AWML 48 1 1} 1} a 1 a i 000, <No time model |
08, AMC 4798 1 1} 0 1] 1 1] 1] 000, <Mo tirme model (i
< -
Output data
Ctate i~ Ewents-
Input activated ~ Create events: [ Tirne model: |DDD, <Ma time model: LJ
|mput nomnal
Input ghort circuit tamper i SE(king
Input open tamper
Input enabled ;
I:Ezt Zir;:bIZd Action type: |1 - Fallow state A Enable: )|
Output set
Output reset
Door open 4 b, duration: |0 sec. Pulse width: |/ 1410 gec.
Door closed
Door opened unauthorized Delay: |0 sec. # of pulses: |1
Droor left open
Reader shows access arar Period: | IEC.
Reader shows access deni
Tirna randal ankie b
)i *
> || Output # I Opl | Description FParam11 J Paraml2 | Op2 | Drescription Parameter21
03 Cioor open 10b. O 10b HORMDOOR. Door-B
j 03 aR Door opened unautharised . 106, DM 10b MORMDOOR, Door-B
| 05 Door open Ma DM Dab MORMODOOR, Door-7
< 05 Dioor opened unauthe 01a, Dk 0a6 MORMOOOR, Door-7
& 2

Selecting AMC outputs in the table
To configure output contacts, first select the corresponding line in the upper table. Use the

Ctrl and Shift keys to select multiple lines, if required. Changes made in the lower part of the
window will affect only the outputs that you select.

Clutput J Action lpe ] M aw. duration I Drelay | Period ] Pulzing | Diuration ] Count | Time rodel | Messages ]
01, AMC 4-w/-8 uzed by an entrance | , Mo time model> i
02, AMC 4-W-8 uzed by an entrance ! <Mo time model> i]

04, AMC 44/-8 1 ] 0 0 B 0 1 <M fime models 00
tirme: model

0E. AMC 4-w/-8 uged by an entrance | - 000, <MNo time model oo
07, AMC 448 1 ] 1] 0 1 0 ] 000, <Ma time model: 0o
08, AMC 4458 1 ] ] 0 1 0 ] 000, <Ma time model: il

Lines whose outputs have already been assigned via a door model, or elsewhere, are shown in

light gray with the information "used by an entrance!". Such outputs cannot be configured
further.

Lines selected by you are in dark grey.

Parameters of AMC outputs

Column Description

name

Output current numbering of the exits at the respective AMC or AMC-EXT
01 to 08 with AMC and AMC_I008
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01 to 16 with AMC_IO16

Action type |indication of the selected action type
1 = Follow state

2 = Trigger

3 = Alternating

Max. length in seconds the signal [1 - 9999; 0 = always, if the converse message

duration fails to appear] - only with action type "1"

Delay delay in seconds until the signal is given [0 - 9999] - only with action types "1"
and II2"

Period period in seconds the signal is given - only with action type "2"

Pulsing activation of the impulse - otherwise the signal is given constantly

Duration impulse length

Count number of impulses per second

Time model |name of the selected time model

Messages marking of the message activity
00 = no messages
03 = events are reported

Assigned Using Entrance Model 15 the signal name of the DOP is displayed.

Outputs: Events, Action, Pulsing

All entries from the list above are generated by using the check boxes and input fields in the
dialog areas Events, Action, and Pulsing. Selecting a list entry indicates the respective
settings in these areas. This also holds for the multiple choice of list entries, provided that the
parameters to all selected outputs are equal. Changes to the parameter settings are adopted
for all entries selected in the list.

- Events
Create events: ird Time model: 1001 . normal week, _:_J
B ehaviour - Pulsing

Action type: 12 - Trigger vi | Enable: I

hax. duration: 1{: SEC. Pulse width: 1410 sec.
Delay: 11 SEC. # of pulzes: |1
Periad: ]1 1} 366,

Select the check box Create events if a message should be sent for the output activated. If
these messages are to be sent only during special periods, e.g. at night or at weekends, then
assign a suitable time model.

The following parameters can be set for the individual action types:

Action type | Max. Delay |Period Pulsing/Enable | Pulse width | Number of
duration pulses

Follow 0 = always 0- no yes 1-9999 None

state 1-9999 9999
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Trigger no 0- 0-9999 yes 1-9999 1-9999
9999 if pulsing is | disables period
not
enabled
Alternating | no no no yes 1-9999 no

AMC output data
The lower part of the Outputs dialog contains:

Output data

Door clozed A
Door left open 3
Door open

[oor opened unauthorised
Host communication down
Host communication ok
Input activated

Input dizabled

Input enabled

Input normal

Input open tamper

Input short circuit tamper

A list box with the states available for the selected outputs.
A table with the outputs and the states that are configured to trigger them.

Output reset
Output set 3
Boumar Fail
5. TR >
J Output f] Opl |Descripti0n Param11 Faraml2 | Op2 1Description Farameter21 Farameter22
__J o7 Dioor open 10b, DM 106 NORMDO...
;J 07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...
_J o7 OR Door leftopen  10b, DM 106 NORMDO...  AND  Door left open 10b, DM 106 WORMDOOR, ...
x|
=]
il

Configuring states to trigger outputs

You can configure the outputs you have selected above to be triggered by individual states or

logical combinations of states.
Select one or several outputs in the upper list box.
Select a State from the State list.

state, the button »/is activated beside the button ..

If there are several devices or installations to a selected status which can transmit this

Click - (or double-click the status) to create for each selected exit an entry of its status
with the first device (for example, AMC, first entrance) and the installation (for example,

first signal, first door).

E it 3'.; Operandl | Description

Faram1

FaramlZ

04 Output zet

00, AMC, AMLC 4-44/-2

Out, 07, AMC 442

By clicking »J, the selected status is transferred to the list and created together with an

Bosch Security Systems Software manual
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OR-shortcut for every installed device (for example, all AMC entrances).

Exit ® | Operand] Dezcription | Faram11 | Parami 2

04 Cutput set 00, AT, AMC d-wf-2 | Out, 07, AMC 4-9'-2
04 oR Output zat 00, AT, AMC 452 | Out, 02, AMC 43/-2
04 ] Output zat 00, AT, AMC 4442 | Out, 03, AMC 4-3/-2
04 OR Output set 00, AT, AMC 452 | Out, 04, AMC 432
04 OR Output set 00, AT, AMC 42 | Out, 05, AMC 42
04 oR Output set 00, AMC, AMC d-4-2 | Out, OB, AMC 442
04 ] Output set 00, AMC, AMC d-4-2 | Out, OF, AMC 4/-2
04 oR Cutput sat 00, AMC, AMC d-wf-2 | Out, 08, AMC 42

—  Several states can be assigned over one OR-shortcut.

Exit | Operand D ezcription Parami1 Farami

04 Clutput zet 00, AMC, AMC 452 Out, 07, AMC 4-w-2

04 ]3] [mput normal 00, AMC, AMC 4452 | In, 07, ARC 44002
]S Diaar apen 0Ea, Timemgn < Mo

Shortcuts with AND are also possible:

— A status must already be assigned to which another condition is added by selecting it in
an arbitrary column.

— Then another status is selected and connected to the marked status by clicking ..

E it O | Operandi | Drescription ] Param11 | Parami2 ‘ Operand2 | D escription | Parameter21 | Parameter22
04 Olutput set 00, AMC, AMC 44052 | Out, 07, AMC 44452
04 OR Input normal 00, AMC, AMC 44052 | In, 07, AMC 4-wf-2
m- oR Dioor apen 0Ba. Timemgm < sy AND Dioor opened unauthorized . 06a, Timemagm < s
Notice!

Up to 128 OR-shortcuts can be assigned to every output.
To every assigned condition, one AND-short cut can be created.

After a status is assigned for a device or installation, this can also be assigned for all other
existing devices and installations.
—  Select the assigned entry in an arbitrary column.

All

—  This status is created for all existing devices and installations by clicking

Modifying the parameters of outputs

List entries can be changed.

With several devices or installations to which the assigned status could match, the first
devices and installations of this type are always set.

In the columns Param11 and Param21 (with AND-shortcuts) the devices (for example, AMC,
entrance) are displayed. The columns Param12 and Param22 contain special installations (for
example, input signal, door, reader).

If several devices (for example, I/O boards) or installations (for example, additional signals,
readers) exist, the mouse pointer changes while pointing to this column.
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E«it ﬂ Operandl | D ezcription Faram11 Faraml 2 |
04 Qutput zet 00, aMC, ARC 420052 Out, 07, AMC 4002
04 oR [nput normal 00, AWC, ARC 4402 In, 07, AME 4-400-2
04 oR D'aor open (Ga. Timemam <o vy

A double-click on the column entry adds a button brings up a drop-down list of valid entries
for the parameter.

Faram11 I Faraml2 |

00, AMC, AMC 440402 O, 07, AMC 442
00, AMC, AkC 4-405-2 J|:|-| .-'-‘-.ME FENE:

0Ba, Tirmerngr T

Dezcription
Cutput get
[nput normal
Cioor open

E =it ﬁ Operand]
04
04

04

oR
OR

02, .ﬂ-.MI: 4 W 2
03, AMLC 442
04, AMC 442
05, AMC 4-4/-2
OB, AMC 4-4-2
07, AMC 4--2
05, AMC 442

Changing the entries in the columns Param11 and Param21 updates the entries in columns
Param12 and Param22:

E wit ﬂ Operandl D ezcription Fararm1 FParam12

04 Cutput zet 00, &M, AT 44052 Cut, 07, AT 4442

n4 0R D'oor open (Ea, Timermngm S U

04 0OR Ihput mormal 01, AMC_10, AMC_1076_002 1 I, 01, AMC_I01E_002_1
Notice!

This is only possible for columns Param11, Param12, Param21 and Param22.

If there are no other options (for example, because only one entrance was configured), the
mouse pointer does not change and all field are grey. If this entry is double-clicked, this is
interpreted as a deletion command, and the message box for verifying the deleting appears.

Deleting the states that trigger outputs
Selected assignments can be removed by clicking <1 '<' (or by double-clicking the list entry). A
message box will request confirmation for the deletion.

If several states have been associated with an output, then they can all be deleted together as
follows:
—  Select the first list entry (the one which has no entry in the column Op1) and then click
the '<<' button <«
—  Alternatively, double-click the first entry.
— A popup window appears. Confirm or abort the deletion.
— If you confirm deletion then a second popup asks whether you wish to delete all
associated entries (answer Yes), or only the selected entry (answer No).

To delete additional states that qualify the first state by an AND operator in column Op2, click
anywhere in the line and then click the 'minus' button i, which is only active if a qualifying
AND state is present in that line.
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State description

The following table provides an overview of all selectable states, their type number, and
description.

The list field State contains these parameters as well - they are indicated by scrolling right on
the list.

State Type | Description

Input activated 1 Local input

Input normal 2 Local input

Input short circuit tamper 3 Local input with resistor configured
Input open tamper 4 Local input with resistor configured
Input enabled 5 Local input activated by time model
Input disabled 6 Local input deactivated by time model
Output set 7 Local output, not current output
Output reset 8 Local input, not current input

Door open 9 GID of the entrance, door number
Door closed 10 GID of the entrance, door number

Door opened unauthorized 11 GID of the entrance, door number, replaces "Door

open" (9)
Door left open 12 GID of the entrance, door number
Reader shows access 13 Reader address

granted

Reader shows access denied | 14 Reader address

Time model active 15 Configured time model
Tamper reader 16 Reader address

Tamper AMC 17

Tamper 1/O board 18

Power fail 19 for battery powered AMC only
Power good 20 for battery powered AMC only
Host communication ok 21

Host communication down 22

Message from reader 23 Reader address
Message from LAC 24 Board number
Card control 25 Reader address, card control function.

Configuring outputs

Beside the signal assignment with door models or with individual assignment, conditions can
be defined for outputs which are not allocated yet. If these conditions occur, the output is
activated corresponding to the set parameter.
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You must decide what will be switched over the output. In contrast to the signals that can be
associated to a specific door model, its doors, and readers, in this case the signals of all
devices and installations connected to an AMC can be applied.
If, for example, an optic, acoustic signal or a message to an external device is to be triggered
by the input signals Input short circuit tamper and Door opened unauthorized, those input or
inputs which can be considered are assigned to the corresponding destination output.
Example in which only one contact was selected in each case:

Example with selected contacts:
A single entry is created for every contact by clicking »lor removing the not required contacts
after assigning all contacts:

E xit ﬁ O perandl Dezcription Faram11 Faraml2

04 Input short cir... 00, AMC, AMC 4--2 In, 07, ARC 44042

! R Dvoor opened ... 0Ea, Timemam <My
Example with all contacts:

E st ﬂ Operandl Dezcription Faram11 Paraml2

04 [nput shart circuit tamper 00, AT, AME 4-00-2 I, 07, AT 4-a7-2

04 R [riput ghort circuit tamper 00, AMC, AMC 44052 I, 02, AT 44052

04 0R Iriput ghort circuit tamper 00, AMC, AMC 4-405-2 I, 03, AT 44052

4 0R [nput ghort circuit tamper 00, AMC, AMC 4-4-2 [, 04, AMEC 4402

04 0R [nput ghort circuit tamper 00, AMC, AMC 4452 [, 05, AMC 44042

04 oR [nput shart circuit tamper 00, ArC, AME 4072 I, 0B, AT 4-7-2

04 0R Iriput ghort circuit tamper 00, AMC, AMC 44052 In, OF, AT 44052

04 (]3] Input zhart circuit tamper 00, AMC, AMC 4-inf-2 In, 08, AMC 4-iaf-2

4 0R Door opened unauthonzed (Ba, Timemam

4 0R Door opened unauthonzed (3a. Entrance B:B REVDOOR, Revalving Door

E wit ﬁ Operand] Dezcription Fararn1 Fararnl 2

n4 [mput short circuit tamper 00, AMC, AMC 44842 In, 07, AME 402

04 aR [rput zhort circuit tamper 00, AMC, AMC 34002 In, 03, AT 4-0/-2

n4 QR [mput short circuit tamper 00, AMC, AMC 44842 In, 05, AMC 402

04 0F [mput short circuit tamper 00, AR C, AMC 4402 In, 06, AMC 402

04 0R Door opened unauthorized 0Ea, Timerngm

04 R Door opened unauthorized 03a. Entrance BB REWVDOOR, Revalving Doar

The same conditions can be installed on several outputs if, for example, in addition to an
optical you also need an acoustic signal, a message should be sent to the external device at
the same time:
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E wit f",u D perandl D ezcription Faraml1 Faramil2

04 Input ghort circuit tamper 00, AMC, AMC 4-405-2 I, 07, ARC 4002
04 OR Input ghort circuit tamper 00, ARC, AMC 4402 Ir, 02, AT 42
04 QR Input ghort circuit tamper 00, AMC, AMC 44042 Ik, 03, AT 4002
04 0R [nput shaort circuit tamper 00, AMC, AMC 44042 I, 04, ARC 44042
04 OR [nput ghort circuit tamper 00, AMC, AMC 44042 I, 05, AT 42
04 R Input ghort circuit tamper 00, AMC, AMC 4-404-2 Ik, OB, AT 4-af-2
04 OF Input ghort circuit tamper 00, AR C, AMC 442 I, 07, AT 42
04 OR Input shart circuit tamper 00, ARC, AT 40002 I, 08, AT 452
04 R Door opened unauthorized 0Ea, Timerngrm o Ml

04 OR Door opened unauthorized (3a. Entrance B:B REVDOOR, Revalving Door
& Input ghort circuit tamper 00, AMC, AMC 44042 Ik, 07, ARC 4002
06 R [nput ghort circuit tamper 00, ARC, AMC 442 Ir, 02, AT 42
] R Input ghort circuit tamper 00, AMC, AMC 44042 Ir, 03, AT 42
& R Input ghort circuit tamper 00, AMC, AMC 4-404-2 Ir, 04, AR 4002
] OR [nput ghort circuit tamper 00, ARC, AMC 442 I, 05, AT 42
& R Input ghort circuit tamper 00, AMC, AMC 4-404-2 Ir, OB, ARC 4-0f-2
& 0R [nput shaort circuit tamper 00, AMC, AMC 44042 I, OF, ARC 44042
& OR Input ghort circuit tamper 00, AMC, AMC 44842 I, 08, AT 42
& R Door opened unauthorized 0&a, Timerngrm L |1

a7y Input ghort circuit tamper 00, AR C, AMC 442 I, 07, ARC 42
7 R Input ghort circuit tamper 00, AMC, AMC 44042 I, 02, AT 42
a7 R Input ghort circuit tamper 00, AMC, AMC 4-404-2 I, 03, AT 402
a7 OR Input ghort circuit tamper 00, ARC, AMC 442 [, 04, AT 42
07 R Input ghort circuit tamper 00, AMC, AMC 4-404-2 Ik, 05, AT 4-0f-2
a7 OF [nput ghort circuit tamper 00, ARC, AMC 442 Ir, 0B, AT 42
7 R [nput ghort circuit tamper 00, AMC, AMC 44852 I, 07, AT 42

List of all existing states with the default values for the Parameter11/21 and 12/22:
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D ezcription Fararnl1 Farar 2

Input activated 00, AMC, AMC 442 |n, 01, AMC 442
Irput rormal 00, AMC, AMC 4520 In, 07, AME 402
[rput shart cincuit tamper 00, AMC, AMC 42 In, 01, AMC 42
lrput open tamper 00, AMC, AMC 4020 n, 07, AME 402
Input enabled 00, AMC, AMC 442 |n, 01, AMC 442
Imput dizabled 00, AMC, AMC 42 In, 07, AMC 4-4/-2
Olutput zet 00, AMC, AMC 442 Out, 07, AMC 4052
Output reset a0, AMC, AMC 45042 Out, 01, AMC 44042
D'oor open 0Ba, Timemagm £ M s

Door cloged 0Ba, Timerngrn £ M s

Dioor opened unauthorised 06a, Timemagmm £ s

Dioor left open 0Ba, Timermngrn £ M s
Feader shows access granted Thi-Reader [M
Reader shows acces: denied Th-Reader IM
Time model active a0a, <Mo time model:
T amper reader Th-Reader IM

T amper AMC

Tamper [0 board 00, AMC, AMC 4402
Poweer fail

Fower good

Host communication ok
Hast communication down

Defining signals on the Terminals tab

The Terminals tab lists the contact allocation on an AMC or AMC-EXT. Once entrances are
created, signal assignments are indicated according to the door model selected.

You cannot make modifications on the Terminals tab of the controller or the extension boards.
Edits are only possible on terminals tab of the entrance page. For this reason terminal settings
are displayed on a gray background. Entrances which are displayed in red indicate the signal
configurations of the respective outputs.
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AMC 4-H4| Irpuats I Outputy ~ Terminalz

Signal allozation of AC 4-84" with 12 zignal pairing

Board T.. | entrance [nput zignal entrance Output zignal
aMC 4-R4 01 DM 0la Dioor contact Dk 01a Releaze door
AMC 4-R4 nz

AMC 4-R4 03

AMC 4-R4 04

AT 4-R4 3]

AMC 4-R4 1]

AMC 4-R4 07

AMC 4-R4 na

BPR HI 1]

BFFR HI nz2

BFF HI-1 1]

BFR HI-1 nz

J | i
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14

Configuring DTLS for secure communication

Introduction

The access control system (ACS ) offers highly secure inter-device communication, protected
by DTLS. There are two main ways to deploy DTLS communication between the devices in the
ACS:

Top-down deployment (T) is done in the device editor in the ACS.

Bottom-up deployment (B) is done mainly in the AMCIPConfig tool, but requires the device
editor for completion.

= §& oms
E‘"iﬂ MAC
=53 AMC 4-R4-1
B .1"' DM 01a-1
o S .
[@ Door-1
&3 LCTSLK-1 = -
r-a—— S8 AlcrCent
NS T £ I [—
File Devices Help
552 AMC 4-R4-2 S
=-4g# DM 01a-2 T - B Szl Flasetinl Mot
[' DOOT'2 " m = o= State 4 Name MAC address
ﬁ I-BPR-1 [<] AMC-DS-4W 00-10-17-13-D8
&a |-BPR-2 — (=] AMC-DS-4R4 00-18-86-00-00
552 AMC 4-R4-3 =- s
"
=-+j# DM 01a-3
[' Door-3
s HADP-1
=2 HADP-2

—  (T) Top-down deployment can be done in two alternative ways in the device editor:
— Using a single device communication password (DCP) at the DMS level for all AMCs,
— Using multiple DCPs for different branches of the device tree, starting at their

respective MACs or AMCs.

- (B) Bottom-up deployment can also be initiated in two alternative ways in the
AMCIPConfig tool:
- Using an AMC hardware key
- Using a random LCD key

Notice!

Bottom-up deployment still requires the setting of DCPs in the device editor.

Bottom-up deployment allows you to set a DCP on the AMC device. You must nevertheless set
the same DCP on the same AMC in the device editor also, to enable full DTLS communication
between the MAC and AMC.

Summary of DTLS deployment options

Short description Advantages Disadvantages
Top-down | The system administrator enters |Fast, simple, During the

a strong password in the Device |deployment. propagation of the

Editor. From this password, the master key to the

system generates a Master key AMC door controllers,

that it propagates top-down device

through the tree of access communication is not
protected by DTLS.
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Short description Advantages Disadvantages
control devices, from DMS
through the MACs to the AMC
door controllers.
You can set one password for the
entire device tree, or different
passwords for different branches
of the device tree.
Bottom- | The system administrator uses Greater During the time when
up using |the AMC IPConfig tool to deploy |differentiation and the IPConfig tool sets
AMC DTLS at the level of the AMC flexibility of the DCP on the AMC,
hardware |door controllers. deployment. you must ensure
key secure
This method avoids communication by
the main other means. For
disadvantage of top- |example, connect the
down deployment, AMC directly to the
namely sporadic computer where
unprotected IPConfig is running.
communication of the
master key. DCPs that you set in
Nevertheless it the IPConfig tool
requires that the must also be set on
connection from the |the same AMCs via
AMCIPConfig tool to |the device editor.
the AMC be secure
when it sets the DCP.
Bottom Greater More complicated
up using differentiation and and time-consuming
random flexibility of deployment.
LCD key deployment. You must transfer the

Highest security,
because the LCD key
is not transmitted via
the network at all;
therefore the
propagation of
credentials is

protected at all times.

27-symbol random
LCD key via some
non-network means
to the IP Config tool.

Details and instructions are found in the following sections of this chapter.

DTLS terminology

DCP (Device Communication

Password)

A single strong password from which the ACS generates

an internal Master key. The password must be kept
secure because it is not stored in the ACS.
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Master key A code that the system generates from the DCP, and

uses to protect the access control devices. The Master
key is never made visible to any user.

Random LCD key A temporary alphanumeric code that the AMC generates

afresh every time it boots. The key can be shown in the
liquid crystal display (LCD) of the AMC and may be
requested by software tools to authenticate network
communication.

AMC hardware key . An internal authentication code that the AMC generates

from certain hardware parameters. It is not visible to the
user.

Top-down DTLS deployment

Prerequisites

AMS 4.0 or BIS-ACE 4.9.1 or later.

The tree of access control devices from DMS to AMCs is physically set up, and connected
to the network, but the AMCs are not enabled. Enabled means that the AMCs' check
boxes Communication to host enabled are selected.

DTLS has not already been configured on the AMCs by one of the bottom-up methods, via
the IPConfig tool.

Procedure: One DCP for all

1.

In the ACS, start the Device Editor

=

AMS Main menu > Configuration > Device data > Device tree '

A dialog window appears, inviting you to enter a strong Device Communication Password
(DCP).

To set a single DCP for all the AMCs in the device tree, enter and confirm a strong
password according to your local password policies.

The dialog gives feedback regarding the strength of the password, based on password
entropy .

Make careful note of the password, because it is not stored in the ACS.

Click OK to close the dialog.

Alternative procedure: Multiple DCPs for different branches of the device tree

1.

In the ACS, start the Device Editor

=

AMS Main menu > Configuration > Device data > Device tree '

A dialog window appears, inviting you to enter a strong Device Communication Password
(DCP).

Click Cancel to set different DCPs on different branches of the device tree (MACs and
AMCs).

A popup dialog advises how many AMCs in the system still have no DCP.

The device tree opens in the Device Editor.

Unfold the device tree to select the MAC or AMC for which you want to set a DCP.
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- If you set the DCP at the level of a MAC, it is set for all the MAC's subordinate AMCs.

If you set the DCP at the level of an AMC, it is set for only that AMC.

Click the ellipsis button _-| beside the text field Device communication password:
Enter and confirm a strong password according to your local password policies.

Make careful note of the password and the branch to which it applies, because it is not
stored in the ACS.

Repeat this procedure for every MAC or AMC for which you want to set a separate DCP.
Click OK to close the dialog.

ook

Result of top-down deployment

The ACS uses the DCP or DCPs to generate internal keys for all the AMCs below the selected
DMS or MAC.

You need not repeat this procedure unless you subsequently change the DCP on one or more
AMCs using the AMC IPConfig tool (see "bottom-up" deployment). In that case you must
immediately set the same DCP top-down on the same AMCs in the device editor.

If you later add devices in the device tree subordinate to DMSs and MACs that already have
DCPs, then the new devices will automatically inherit the same DCP from their superordinate
devices.
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15
15.1

15.2

Configuring Entrances
Entrances - introduction

The term Entrance denotes in its entirety the access control mechanism at an entry point:

The elements of the entrance include:

—  Access readers - between 1 and 4

- Some form of barrier, for example a door, turnstile, mantrap or boom-barrier.

— The access procedure as defined by predefined sequences of electronic signals passed
between the hardware elements.

A Door model is a template for a particular kind of entrance. It describes the door elements
present (number and type of readers, type of door or barrier etc.), and enforces a specific
access control process with sequences of predefined signals.

Door models greatly facilitate the configuration of an access control system.

Door model 1 simple or common door

Door model 3 reversible turnstile for entrance and exit

Door model 5 parking lot entrance or exit

Door model 6 Inbound/Outbound readers for time & attendance

Door model 7 elevator control

Door model 9 vehicle boom barrier and rolling gate

Door model 10 simple door with IDS arming/disarming

Door model 14 simple door with IDS arming/disarming and special access rights
Door model 15 independent input and output signals

— Door models 1, 3, 5, 9 and 10 include an option for additional card readers on the
inbound or outbound side.

—  Alocal access controller that is used within door model 05 (parking lot) or 07 (elevator)
cannot be shared with another door model.

—  When an entrance has been configured with a door model and saved, the door model can
no longer be swapped for another. If a different door model is required the entrance must
be deleted and reconfigured from scratch.

Some door models have variants (a, b, c, r) with the following characteristics:

a inbound and outbound readers

b inbound reader and outbound push button

c inbound OR outbound reader (not both - which would be variant a )

r (Door model 1 only). one reader for the sole purpose of registering persons at an
assembly point , for example in the case of an evacuation. No physical barrier is
involved in this door model.

The OK button to conclude the configuration only becomes active when all mandatory values
have been entered. For example, door models of variant (a) require inbound and outbound
readers. Not until a type is selected for both readers can the entries be saved.

Creating entrances

The list of readers presented for selection will be tailored to the controller type you selected.
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—  For AMC 4W types only Wiegand-readers are available, both with and without keyboard.

—  For AMC 4R4 the readers in the following table are available. Do not mix protocols on the

same controller.

Reader name

Wiegand-
Protocol

BPR-
Protocol(*)

I-BPR-
Protocol

HADP-
Protocol

OSDP-
Protocol

WIE1

X

WIE1K (Keyboard)

X

BPR MF

BPR MF Keyboard

BPR LE

BPR LE Keyboard

BPR HI

BPR HI Keyboard

TA40 LE

TB15 HI1

TB30 LE

X | X | X [ X | X | X | X | X]| X

INTUS 1600

[-BPR

I-BPR K (Keyboard)

DT 7020

X | X | X | X

OSDP

OSDP K (Keyboard)

OSDP KD (Keyboard
+Display)

HADP

HADP K (Keyboard)

HADP KD (Keyboard
+Display)

RKL 55 (Keyboard +
LCD)

RK40 (Keyboard)

R15

R30

R40

RK40

RKL55

X | X | X | X | X | X
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(*) BPR-Protocol has been phased out, and is included here for compatibility reasons only.

In case of an OSDP reader the dialog appears as follows:

+ x [ seoy | [X Discard |
=) Connection servers

=g AC3X0052UNZ Device data | Device type assignment

L -/ coessEnaine | ERPRETIPVINR

Activate encryption: [

Secure communication with OSDP

& Fj?ﬂ DMs OSDP K |0pt|on5| Door control I Additional settings | Offine locking systeml Key cabinet I Cards |
B MAC
EE AMC 4-R4-1 )
- &l DMo1a-2 Name : [n5DF K-1
i H Door1 Description: [0spp K o
; F [-BPRP-
ip -BPR-1
2 AMC 4-Re-2 .
- TMO01e1*
l Tar-1* Division: ICommon LI
Type: [0SDP K |

By default, the Activate encryption check box is cleared. Select it if you are using readers

with OSDPv2 secure support.

If you later deactivate encryption by clearing the check box, reset the reader hardware,

according to the manufacturer's instructions.

As an additional security precaution, any attempt to exchange a configured OSDP reader unit
with a different OSDP reader unit generates an alarm in the access control system. The

operator can acknowledge the alarm in the client, and simultaneously give permission for the

exchange.

Alarm message: Exchange of OSDP reader refused
Command: Allow exchanging the OSDP reader
The following types of OSDP readers are available:

OSDP OSDP standard reader

OSDP Keyb OSDP reader with keyboard

OSDP Keyb+Disp

OSDP reader with keyboard and display

The following OSDP readers h

ave been tested:

OSDPv1 - unsecure mode |L

ECTUS duo 3000 C - MIFARE classic

LECTUS duo 3000 CK - MIFARE classic
LECTUS duo 3000 E - MIFARE Desfire EV1
LECTUS duo 3000 EK - MIFARE Desfire EV1

secure mode

OSDPvV2 - unsecure and

LECTUS secure 2000 RO
LECTUS secure 4000 RO
LECTUS secure 5000 RO
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Notice!
Caveats for OSDP

Do not mix product families, e.g. LECTUS duo and LECTUS secure on the same OSDP bus.
A customer specific key is generated and used for encrypted data transmission to the OSDP
reader. Ensure that system is properly backed up.

Keep the keys safe. Lost keys cannot be recovered; the reader can only be reset to factory

defaults.

For security reasons, do not mix encrypted and unencrypted modes on the same OSDP bus.
If you deactivate encryption by clearing the check box on the OSDP tab of the reader in the
Device Editor, then reset the reader hardware, according to the manufacturer's instructions.

DM D1a l Terminals ]

Entrance name: | (015

Entrance dezcription: |Dik 014

Location: 1Dut$ide

[ estination: | Outzide

Led Lo

Divigiar: Jcammgn

Parameter

Possible values

Description

Entrance name

Alphanumeric,
between 1 and 16
characters

The dialog generates a unique name for the
entrance, but that name can be overwritten
by the operator who configures the entrance,
if so desired.

Entrance description

alphanumeric: 0 to
255 characters

An arbitrary descriptive text for display in the
system.

Location

Any defined area
(no parking lots)

The named area (as defined in the system)
where the reader is located.

This information is used for access sequence
control: If a person attempts to use this
reader, but the current location of that
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person (as tracked by the system) is different
from that of the reader, then the reader will
deny access to the person.

Destination

Any defined area
(no parking lots)

The named area, as defined in the system, to
which the reader allows access.

This information is used for access sequence
control: If a person uses this reader their
location will be updated to the value of
Desintation.

Waiting time external
access decision

Number of tenths of
a second

The time for which an access controller waits
for a decision from an external system or
device that is connected to one of its inputs.

Division

The division to

which the reader
belongs. Default
value is Common

Relevant only if the Divisions feature is
licensed.

Arming Area
(only for entrance
model 14)

One letter: A
through Z

Entrances of an IDS group will be activated
together by the activation of the area's
readers.

15.3

Configuring AMC terminals

In its contents and structure, this tab is identical to the AMC Terminals tab.

oM Olb  Teminalz l

Signal allocation of ‘AT 4-B4' with 8 zignal painng

|T_ |enhance

[nput zignal

entrance Output zignal

E.

0 01 DMMa
0 02 DMOb
0 03 DMOb
o 04

0 05

0 0

o o7

o o2

Door contact
Door contact

"Request to exit".

DM 014
DM 01b

Releaze doar
Release door

Here, however, it is possible to make changes to the signal assignment for selected entrance
model. Double-clicking in the columns Output signal or Input signal opens up combo-boxes.

DM b  Terminals l

Signal allocation of ‘AT 4-R4' with 8 zignal pairing

0 02 DMOIb
04
05
06

o7
0s

olololo| o fm

B. | T. | entrance | Input zignal | entrance Cutput signal
0 M DMOla Droor contact Dk 012 Feleaze door
Door contact DM 01b Releaze door

|“Hequest to exit"ﬂ

< not assigned
Heauest to e
Bolt sensor
Paszaqe locked
Sabotage
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Similarly it is possible to create additional signals for the respective entrance. Double-clicking
in an empty line brings up the appropriate combo-box:

DM Olb  Teminalz l

Signal allocation of 'AMC 4-R4' with 3 zignal pairing

B. I e | entrance ] Input signal ] entrance Cutput zignal

0 M DMDla Dioor contact Dk M a Releaze door

0 02 DMOlb Door contact DM Db Release door
0 03 DMOlb "Request to exit™_ ..

o s

0o 0e

o o7

o ne

Signal assignments which are inappropriate for the entrance that you are editing are read-only,
with a gray background. These can only be edited while the corresponding entrance is
selected.

A similar gray background and pale foreground color is given to those outputs which were
parameterized in the Outputs tab of the AMC.

Notice!

The combo-boxes are not 100% context-sensitive, therefore it is possible to select signals
that will not work in real life. If you add or remove signals on the Terminals tab, test them to
ensure that they are logically and physically compatible with the entrance.

Terminal Assignment

For each AMC and each entrance a Terminal tab lists all 8 signals for the AMC on 8 separate

lines. Unused signals are marked white, and used ones are marked blue.

The list has the following structure:

— Board: numbering of the AMC Wiegand Extension (0) or the I/O extension board (1 to 3)

—  Terminal: number of the contact on the AMC (01 up to 08) or the Wiegand extension
board (09 to 16).

—  Entrance: name of the entrance

—  Output signal: name of the output signal

—  Entrance: name of the entrance

— Input signal: name of the input signal
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|AME 4R4 | Inputs | Outputs - Teminals |
Signal allocation of ‘AMC 4-F4’ with 12 zignal pairing
Board | T. | entrance | Input signal entrance Output signal
AMC 4-R4 mn DM a Door contact DM 01 a Releasze doar
AMC 4-R4 02
AMC 4-R4 03
AMC 4-R4 04
AMC 4-R4 05
AMC 4-R4 06
AMC 4-R4 07
AMC 4-R4 08
EFR HI o
EFR HI 02
EFF HI-1 m
EFF HI-1 02
_ 1 | i

Changing the signal assignment

On the terminal tabs of the controllers the assignment of the separate signals is only displayed
(read-only). On the terminal tabs of the respective entrances, however, it is possible to change
or reposition the signals of the selected entrances.

A double-click on the entry to be changed in the column Output signal or Input signal
activates a drop-down list, so that a different value can be selected as the signal for the
entrance model. If you select Not assigned, the signal is released and can be used for other
entrances.

Thus you can not only change signals, but also assign signals to other contacts in order to
optimize the use of the available voltage. Any free or freed contacts can be used later for new
signals or as new positions for existing signals.

Notice!

In principle all input and output signals can be freely selected, but not all selections make
sense for all door models. For example it would make no sense to assign IDS signals to a door
model (e.g. 01 or 03) which does not support IDS. For more details see the table in section
Assigning Signals to the Door Models.

Assigning signals to door models

In order to avoid incorrect parameterization the pull-down menus for assigning signals to
doors models, the menus offer only those signals which are compatible with the selected door
model.

Table of input signals

Input Signals Description

Door sensor

Request to exit Button to open the door.

button

Bolt sensor Is used for messages, only. There is no control function.

Entrance locked Is used to lock the opposite door in sluices temporarily. But can also be

used for permanently locking.

Sabotage Sabotage signal of an external controller.
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Turnstile in normal
position

Turnstile is closed.

Passage completed

A passage was completed successfully. This is a pulse of an external
controller.

IDS: ready to arm

Will be set by the IDS, if all detectors are in rest and the IDS can be
armed.

IDS: is armed

The IDS is armed.

IDS: request to arm
button

Button to arm the IDS.

Local open enable

Will be used if a doorway arrangement opens the door without involving
the AMC. The AMC sends no intrusion message but "door local open".

External access
decision accepted

Signal is set, if an external system accepts access

External access
decision denied

Signal is set, if an external system denies access

Table of output signals

Output Signals

Description

Door opener

direction

Sluice: lock opposite

Locks the other side of the mantrap. This signal is sent when the
door opens.

Alarm suppression

... to the IDS. Is set as long as the door is open, to avoid that the
IDS creates an intrusion message.

Indicator green

Indicator lamp - will be controlled as long as the door is open.

Door open too long

Pulse of three seconds. If the door is open too long.

Camera activation

Camera will be activated at the beginning of a passage.

Open turnstile inbound

Open turnstile
outbound

Door is permanent open

Signal to unlock a door for an extended period.

IDS: arm

Signal to arm the IDS .

IDS: disarm

Signal to disarm the IDS .

activated

External access decision

Signal must be set to activate external access system

Mapping table of door models to input and output signals
The following table lists meaningful assignments of signals and door models.

Door
Model

Description

Input Signals Output Signals
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01 Simple door with - Door sensor - Door opener
entry and exit - "Request to exit" button - Sluice: lock opposite
reader - Bolt sensor direction
Readers for time & |- Entrance locked - Alarm suppression
attendance - Sabotage - Indicator green
External access - Local open enable - Camera activation
decision available - External access decision - Door open too long
accepted - External access decision
- External access decision activated
denieded
03 Revolving door with |- Turnstile in rest position - Sluice: lock opposite
entry and exit - "Request to exit" button direction
reader - Entrance locked - Open turnstile inbound
Readers for time & |- Sabotage - Open turnstile outbound
attendance - External access decision - Alarm suppression
External access accepted - Camera activation
decision available - External access decision - Door open too long
denieded - External access decision
activated
05 Parking lot entrance |- Door sensor - Door opener
or exit - maximum of |- "Request to exit" button - Alarm suppression
24 parking zones - Entrance locked - Indicator green
Readers for time & |- Passage completed - Door open too long
attendance - External access decision - Door is permanent open
External access accepted - External access decision
decision available - External access decision activated
denieded
06 Readers for time &
attendance
07 Elevator - maximum
56 floors
09 Vehicle entrance or |- Door sensor - Door opener
outgoing reader and |- "Request to exit" button - Alarm suppression
push button - Entrance locked - Indicator green
Readers for time & |- Passage completed - Door open too long
attendance - External access decision - Door is permanent open
External access accepted - External access decision
decision available - External access decision activated
denieded
10 Simple door with - Door sensor - Door opener

entry and exit
reader and IDS
arming/disarming
Readers for time &
attendance

- "Request to exit" button
- IDS: ready to arm

- IDS: is armed

- Sabotage

- IDS: request to arm

- Camera activation

- IDS: arm

- IDS: disarm

- Door open too long

- External access decision
activated
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External access - External access decision
decision available accepted
- External access decision

denieded
14 Simple door with - Door sensor - Door opener
entry and exit - "Request to exit" button - Camera activation
reader and IDS - IDS: ready to arm - IDS: arm
arming/disarming - IDS: is armed - Door open too long
Readers for time & |- Sabotage
attendance - IDS: request to arm

15 Digital contacts

Assigning signals to readers

Serial readers (i.e. readers on an AMC2 4R4) and OSDP readers can be enhanced with local I/
O signals. In this way additional signals can be made available and electrical paths to the door
contacts shortened.

When a serial reader is created the Terminals tab of the corresponding entrance shows two
input and two output signals for each reader below the controller and (if present) the
extension board signals.

Notice!

These list entries are created for each serial reader regardless of whether or not it has local I/
Os.

These reader-local signals can not be assigned to functions and parametrized like those of
controllers and boards. They also do not appear on the Input signal and Output signal tabs,
nor can they be used for elevators (e.g. to exceed the 56-floor limit). For this reason they are
best suited for direct control of doors (e.g. door strike or release). This does however free up
the controller's signals for more complex parametrized functions.

Editing the signals

When an entrance is created the Terminals tab of the corresponding entrance shows two
input and two output signals for each reader below the controller. The Board column displays
the name of the reader. The standard signals for the entrance are assigned by default to the
first free signals on the controller. In order to move these to the reader's own signals they
first have to be deleted from their original positions. To do this select the list entry <Not
assigned>

Double-click in the Input signal or Output signal column of the reader to see a list of possible
signals for the chosen door model, and so reposition the signal. Like all signals these can be
viewed on the Terminals tab of the controller, but not edited there.

Notice!
The status of reader signals can not be monitored.
They can only be used for the door to which the reader belongs.
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154 Predefined signals for door models
Entrance Model 01

L’j\[;

Model variants:

01ia Normal door with entry and exit reader
0ib Normal door with entry reader and push button
Oic Normal door with entry or exit reader

Possible signals:

Input signals Output signals
Door sensor Door opener
"Request to exit" button Sluice: lock opposite direction
Sabotage Indicator green
Local open enable Camera activation
Door open too long

Notice!
Singling function, especially the lock of the opposite, can be parameterized with DM 03, only.

Alarm suppression is only activated when the alarm suppression time before door opening is

greater than 0.
This entrance model can also be advantageous for vehicle entrances, in which case a

secondary reader for trucks and cars is also recommended.

Entrance Model 03

Model variants:

03a Reversible turnstile with entry and exit reader
03b Reversible turnstile with entry reader and push button
03c Turnstile with entry or exit reader
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Possible signals:

Input signal Output signals

Turnstile in normal position Open turnstile inbound
"Request to exit" button Open turnstile outbound
Sabotage Entrance locked

Camera activation

Door open too long

Additional signals using mantrap option:

Entrance locked Sluice: lock opposite direction

Alarm suppression

Configuration notes for mantraps:

When the turnstile is in normal position the first input signal of all connected readers is

switched on. If a card is presented and if the owner has access rights for this entrance, then :

— If at the entrance reader the first output signal is set at the entrance reader for the
duration of the activation time.

— If at the exit reader the second output signal is set at the exit reader for the duration of
the activation time.

When the Request to Exit (REX) button is pressed then the second input signal and second

output signal are set. During this time the revolving door can be used in the enabled direction.

Entrance Model 05¢c

¥Z

Model variant:

05c¢ Parking-lot access entrance or exit reader

Possible signals for this entrance model:

Input signals Output signals
Door sensor Door opener
"Request to exit" button Door is permanent open
Entrance locked Indicator green
Passage completed Alarm suppression
Door open too long
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Both the entrance and the exit of the parking lot must be configured on the same controller. If
parking lot access has been assigned to a controller, then that controller can govern no other
door models. For the entrance to the parking lot only an entrance reader (no exit reader) can
be assigned. Once the entry has been assigned then selecting the door model again permits
you only to define the exit reader. You can define up to 24 subareas to every parking lot, of
which one must be contained in the card's authorizations in order for the card to work.

Entrance Model 06

v X v X

_cisosen | rooson |

Model variants

06a Entry and exit reader for time & attendance

06¢c Entry or exit Reader for time & attendance

Readers which are created with this door model do not control doors or barriers, but only
forward card data to a time & attendance system. These readers are usually situated in places
to which access has already been controlled.

Therefore no signals are defined.

Notice!

In order that valid booking pairs (entry time plus exit time) can be created in the time &
attendance system, it is necessary to parameterize two separate readers with door model 06:
one for inbound clocking and one for outbound

Use variant a when entrance and exit are not separate. Use variant c if the entrance and the
exit are spatially separate, or if you cannot attach the readers to the same controller. Make
sure that you define one of the readers as inbound reader and one as outbound reader.

As with any entrance it is necessary to create and assign authorizations. The Time
Management tab in the dialogs Access Authorizations and Area/Time Authorizations lists all
time & attendance readers which have been defined. Activate at least one reader in the
inbound direction, and one reader in the outbound direction. Authorizations for time &
attendance readers can be assigned along with other access authorizations, or as separate
authorizations.

If more than one time & attendance reader exists for a given direction, then it is possible to
assign certain cardholders to certain readers. Only the attendance times of assigned and
authorized users will be registered and stored by the reader.

Notice!

Other access control features also affect the behavior of time & attendance readers. Hence
blacklists, time models or expiry dates can also prevent a time & attendance reader from
registering access times.

The registered entry and exit times are stored in a text file in the directory:

<SW _installation folder>\AccessEngine\AC\TAExchange\

under the name TAccExc EXP. txt and held pending export to a time & attendance system.
The booking data are transmitted in the following format:

ddMMyyyy;hhmm[s] ;Direction [0,1],; AbsenceReason; Personnel-Nr.
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d=day, M=month, y=year, h=hour, m=minute, sssummertime (daylight saving), O=outbound,
1=inbound

The export file contains all bookings in chronological order. The field separator within the file
is a semicolon.

Entrance Model 07 variants

Model variants:

07a Elevator with max. 56 floors

07c Elevator with max. 56 floors and time model

Entrance Model 07a
Signals:

Input signal Output signals

Release <name of the floor>

One output signal per defined floor, with a
maximum of 56.

Upon summoning the elevator the card owner can select only those floors for which his card is
authorized.

The elevator door models can not be mixed with other door models on the same controller.
Using extension boards up to 56 floors can be defined for each elevator on an AMC. The card's
authorizations must contain the elevator itself and at least one floor.

Entrance Model 07c

Signals:
Input Signal Output Signal
Input key <name of the floor> Release <name of the floor>

For each defined floor an output and input entry exists - up to 56.

Upon summoning the elevator and pressing a floor selector button (hence the need for input
signals) the card's authorizations are checked to see whether they include the chosen floor.
Moreover with this door model it is possible to define any floors served as public access, i.e.
no authorization check will be performed for this floor, and any person may take the lift to it.
Nevertheless public access may itself be governed by a time model which limits it to certain
hours of certain days. Outside of these hours authorization checks will be performed as usual.
The elevator door models can not be mixed with other door models on the same controller.
Using extension boards up to 56 floors can be defined for each elevator on an AMC. The card's
authorizations must contain the elevator itself and at least one floor.
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Entrance Model 09

¥Z

Nﬂ

Possible signals:

Input signals Output signals

Door sensor Door opener

"Request to exit" button Door is open long-term

Entrance locked Traffic light is green

Passage completed Alarm suppression
Door open too long

For the barrier control, an underlying control (SPS) is assumed. In contrast to door model 5c,
you can configure this entrance and exit on different AMCs. Moreover there are no subareas,
but only a general authorization for the parking area.

Entrance Model 10

e \.

Eereey

cwan
meaw X

Ty

cman

Fmeaw X

Model variants:

10a Normal door with entry and exit reader and IDS (intrusion detection system)
arming/disarming

10b Normal door with entry, REX (request for exit) button and IDS arming/disarming

10e Normal door with entry, REX button and decentral IDS arming/disarming

Possible signals:

Input signals Output signals

Door sensor Door opener

IDS: is armed IDS: arm

IDS: ready to arm IDS: disarm [only DM 10e]
"Request to exit" button Camera activation

Bolt sensor Door open too long
Sabotage

IDS: request to arm button
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Notice!
This door model requires keypad readers. Cardholders require PIN codes to arm/disarm the
IDS.

15.5
15.5.1

Different procedures are required depending on which readers are installed.

Serial readers (including I-BPR, HADP and OSDP)

Arm by pressing key 7 and confirming with Enter (#). Then present the card, enter the PIN
code and again confirm with the Enter (#) key.

Disarm by presenting the card, entering the PIN code, and confirming with Enter (#).

Wiegand readers (including serial BPR protocol)

Arm by pressing 7, presenting the card and entering the PIN code. There is no need to confirm
using the Enter key.

Disarm by presenting the card and entering the PIN code. Disarming and door-release occur
simultaneously.

Special features of DM 10e:
Whereas with door models 10a and 10b every entrance is its own security area, with 10e
multiple entrances can be grouped into units. Any one reader in this group is capable of
arming or disarming the whole unit. An output signal Disarm IDS is required to reset the
status set by any of the readers in the group.
Signals:
—  Door models 10a and 10b:

- - Arming is triggered by a steady signal

— - Disarming is triggered by the discontinuation of the steady signal.
—  Door model 10e:

— - Arming and disarming are triggered by a signal pulse of 1 second's duration.
[Using a bistable relay it is possible to control the IDS from multiple doors. In order to do this
the signals of all doors require an OR operation at the relay. The signals IDS armed and IDS
ready to arm must be replicated at all participating doors.]

Special entrances
Elevators (DMO07)

General notes on Elevators (Entrance Model 07)

Elevators cannot be combined with other door models on the same AMC controller.
Elevators cannot be used with the reader options Group access or Attendant required

Up to 8 floors can be defined on one AMC. An AMC extension board offers 8 or 16 additional
outputs per extension board.

Hence, using the maximum number of the largest extension boards it is possible to configure
up to 56 floors with RS485 readers, and 64 floors with Wiegand readers, if a special Wiegand
extension board is used in addition.

Differences between entrance models 07a and 07c
In the access authorization dialogs you can assign specific floors to the authorization of a
person.
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If the elevator was created using the entrance model 07a a cardholder presents their ID card
and the floors for which they have permission for become available.
With the entrance model 07c the system checks the authorization for the selected floor after
the person has chosen it. The marked floors public are available for each person regardless of
authorization. Together with a time model the public function can be restricted to the
specified time model. Outside this period the authorization will be checked for the selected

floor.

Wiring scheme for elevators:

The following picture shows the connection scheme of an elevator using door model 07a.

E

Legend:

A = Key board of the elevator
B = (solid line) AMC-Output signals

C = (broken line) Connection to the elevator controls
D = up to three I/O-Boards can be connected to an AMC, if its own eight inputs and

outputs are not sufficient.

E = Data and Power supply from the AMC to the I/O-Boards

F = The elevator's floor selector

G = Reader. Two readers are configurable for each elevator.l

e e e e e

[N

OS2 MNWkeEO O N©

The following picture shows the connection scheme of an elevator using door model 07c.
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O = MNWho ® @0

Legend:

- B = (solid line) AMC-Output signals

—  C = (broken line) Connection to the elevator controls

— D =up to three I/O-Boards can be connected to an AMC, if its own eight inputs and
outputs are not sufficient.

- E =Data and Power supply from the AMC to the 1/O-Boards

- F =The elevator's floor selector

- G = Reader. Two readers are configurable for each elevator.

Like parking lots, elevators have the parameter Public. This parameter can be set for each
floor individually. If the parameter Public is activated access authorizations are not checked -
so, any cardholder in the elevator can select the floor.

If desired, set a time model for the entrance model: Outside the defined time zones
authorizations will be checked.

Floors for entrance model 07
Use the Floors tab to add and remove floors for the elevator, using the Add and Remove
buttons.

Elevator 07 Floors | Terminals |

Avaiable exits /floors: |4/ 4

GiplD | Mame | Description | target location Division | aid |
85 Floor Dulside Comman

EE Floor-1 Outside Common FRemove

67 Floor2 Outside Comman
B8 Floor-3 Outside. Common

Target locations for a floor can be any Areas except parking lots and parking zones.

Only one Area can be assigned to an individual floor. The choice of areas offered in the combo-
boxes is therefore reduced after each assignment, thus preventing unintentional double-
assignments.
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Elevator 07a  Floors ]Terminals]

Available exits / floors: |4 /4

GrplD Mame Diescription ‘ target location | Divizion Add
Outside 2
BB Floor-1 | — - J = Femave
&7 Floor-2 Building B - fitness center ~
Building C - extension
53 Floar-3

Building C - extension - 1. flaar Elevator 07 Floors ] Teminals }

Building C - extenzion - 2. floor
Building C - manaaement

Building C - manaaing board
Building C - secretar —

Available exitz / floors: |4 /4

| target location

Building C - extension
Building C - management
Building C - manaaing board
Eivilding C - secretan

GrplD MHame Description ‘ Diivizion
ES Floar Building C - extension - 1. floor Commaon
EE Floor-1 Building C - extension - 2 floor Commaon
|Dutside j

88 | Floard Buiding B - kitohen g~ e
Buildina B - server room ¥
Building B - fitress center

When using entrance model 07a it is possible to make individual floors publicly accessible by
checking the Public access box. In this case no checking of authorizations takes place. The
additional assignment of a Time model would nevertheless restrict access to pre-defined

periods.

Elevator 07c  Flaors lTerminaIsl

Available exits / floors: |4/ 4

GiplD | M arne | Descriphion | target location

| Flocr-4 | Building B - skaff restaurant [v
BE Floor-5 Building B - kitchen | <ro time modell: Col
BV Floor-6 Building B - server room [ <ro time modell: Col
B3 Floor-7 Building B - fithess center [v <ro time modell: Col

&dd

Remave

i

On the Elevator tab above the upper list box in the dialogs Access authorizations and Area/
time authorizations select first the required elevator and then, below, the floors to which the

cardholder is permitted access.

SN S

Authorization narme: |

o

« Mlain manu

Division: | Mew division 2 4

Description: |

Entrance] Time management  Elevator 1 Parking Iot] Alrmng]

- Elewvatars:
Areatime
authorizations Mame Description | State | Division
W Elevator 07¢ Elewatar 07 ] Comrmon
Access profiles
A Floors:
Areas Name Description Fram To | State ‘
9 Floor Building - extension Building C - extension - 1. Floor Ird
L] Floor-1 Building - extension  Building C - extension - 2.Floor Ird
Reset areas Floor-2 Building - extension  Building - managing board |
unkn own Floor-3 Building - extension  Building € - secretary v
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15.5.2

Door models with intruder alarms (DM14)

Introduction

In contrast to entrance model 10 (DM10), DM14 can arm and disarm an intruder alarm

system, or IDS for a particular Arming area . A DM14 entrance can also be configured to grant

access to the cardholder who disarms from it, provided the cardholder has all other access

permissions required.

The configuration procedure for DM14 in the device editor and dialog manager includes these

tasks:

1. Set general parameters to identify the entrance and its arming area.

2. Set specific parameters to set the exact procedure for disarming the area.

3. Define IDS-specific input and output signals on the terminals of the entrance's door
controller.

4. Include arming/disarming permissions in the access authorizations of those cardholders
that are to operate DM 14 entrances.

The tasks are described in the following sections.

General parameters
On the first tab, DM14a or DM14b, set the following parameters.

'Ek\ DevEdit - [Systern configuration]
File Edit View Windows 7

X | e e e e TR
=-j= DMs
&l MAC
553 AMC 4-W-1*
g DM 14a-1* Name ; | FTYIEERS]
Description: |DM 14a

Flo |2 &9

DM 148  Alarm system  Terminals

Location: | Dutside ~

Destination: | Dutside i

Waiting time external access dedision: EI 1/10 sec.

Division: | Common w

Arming area: |4

Parameter Value Description
type

Name Free The name of the entrance.
text

Description |Free A description of the entrance.
text,
optional

Location List of | The access area where the entrance is located.
defined
areas,

if used
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Parameter Value Description
type

Destination |List of |The access area to which the entrance leads.
defined
areas,

if used

Division List of | The Division or tenant within the access control system to which
defined |the entrance belongs.
divisions

if used

Waiting time | Tenths |If you have connected an external system to the terminals of the

external of AMC, to make access decisions on its behalf, then this parameter
access seconds | limits the time to wait for a response from the external system.
decision Note: the access decision requires the fulfilment of all conditions

defined in the access control system, for example, access
authorizations, time models and Divisions (if used).
The default value is O, that is, the parameter is ignored.

Arming area |List of |A letter by which to group DM14 entrances into Arming areas .
capital
letters
A...Z

Alarm-system parameters

On the second tab, Alarm system, set the following parameters. These parameters govern the
credentials and the procedure for disarming the IDS, and the disarming affects all entrances
within the same arming area, as defined on the first tab.

DM 14b  Alarm system  Terminals

Authorizations

MName of disarming Unzscharf-2 Mame of the arming Scharf-2
authorization: authorization:
Description: Description:
Disarming Procedure
With card and keypad
By card alone
Osy 1. Press confirmation key 7.
(®) with card and keypad 2, Press confirmation key ‘Enter’ or #,
) 3. Present the card.
(® Confirmation key + PIN code 3, Enter PIN code.
() By PIN code 2 5. Press confirmation key 'Enter’ or #,

6. The alarm system is disarmed.

(O By confirmation key alor 7. The door is cyded automatically.

Automatic door cyde: Ex:lg[l;naﬁon can also be given by an input signal (e.g. from a key

Arming and disarming

Output signal with a 1 sec pulse: [
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Parameter Value type |[Description
Authorizations pane
Name of Free text |A name to appear in protocols and reports when a cardholder
disarming disarms the IDS at this entrance.
authorization
Name of Free text |A name to appear in protocols and reports when a cardholder
arming arms the IDS at this entrance.
authorization
Description |Free text, |Descriptions of the arming authorizations
(one for each | optional
authorization
)
Disarming pane
By card Radio Select this option to allow the IDS to be disarmed by presenting a
alone button card to the reader, without further authentication.
By card and |Radio Select this option to allow the IDS to be disarmed by presenting a
keypad button card to the reader and giving further authentication via the
reader's keypad.
The exact authentication and disarming procedure is determined
by the following sub-parameters:
Confirmation | Radio Cardholders must authenticate themselves using a card, a
key + PIN | button confirmation key and a PIN code.
code
By PIN code | Radio Cardholders must authenticate themselves using a card and a PIN
alone | button code.
By | Radio Cardholders must authenticate themselves using a card and a
confirmation | button confirmation key.
key alone
Automatic Check Select this check box if you want to cycle the door lock upon
door cycle box disarming, to allow the cardholder to disarm and enter

simultaneously.
Note: the lock will only be cycled if the cardholder also has
access permission for this door.

Procedure pane

Depending on the parameters set in the Disarming pane, this pane shows a standard
procedure for disarming the IDS. Communicate this procedure to the cardholders who will
be using the DM14 entrances in this Arming area.

Arming and disarming pane

Output
signal with a
1 sec pulse

Check
box

Select this check box if you are using a Bosch B or G-Series
intrusion panel. The effect is to send a single pulse signal to
toggle the arming state of the entrance's intrusion area, rather
than to set the signal to a constant 1 (arm) or O (disarm).
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Door controller terminals
In order make arming and disarming possible with a DM14 entrance, you must define the IDS
input and the output signals that you wish to use on the terminals of the entrance's door
controller.
This step is required once for each controller that has DM14 entrances. All subsequent DM14
entrances that you define on the same controller and its extension boards will inherit the
signals from the shared controller.

The default signals are described in the following table.

Signal

In/
Out

Description

IDS armed In

The IDS is armed for this intrusion area.

IDS ready toar| In

No IDS points are in a faulted (open or unready) state.

m

Arm IDS In | Arequest to arm the IDS.

Release door Out |Cycle the door's mechanism to unlocked and back to locked, to
allow access.

Arming IDS Out |Arm or disarm the IDS, depending on its current state (toggle).

Procedure to assign signals to terminals

1. Open the 3rd tab, Terminals.

— The terminals of the door controller of this entrance, plus any extension boards that it
may have, are displayed in a table.

DevEdit - [System configuration]
File Edit View Windows 7

X‘Iq 4 > bl B

B0

|= & @ q

E"E_E DMS
=-Ha MAC

5 B2 AMC 4-w-1+
=} DM 14a-1*

r’ Door-1%
s WIETK Reader-1*
a2 WIETK Reader-2*

DM 14a Alarm system Terminals

Signal allocation of 'AMC 4-W-1' with & signal pairing

Board | T. | Entrance Input signal Entrance Output signal
AMEC 4441 0 DM 14a-1 Door contact DM 14a-1 Release door
AMC 441 02 DM 14a-1 IDS armed DM 14a-1 Arming IDS
AT 4401 03 DM 14a-1 IDS ready to arm

AMC 4441 04 DM 14a-1 Am IDS

AMC 4441 05

AMC 4441 0&

AMC 4441 07

AMC 441 08

2. Select the line corresponding to the terminal that you want to use for the input signal.

3. Inthe corresponding cell, in the Input signal column, select the desired signal from the
drop down list. Note that only hitherto unassigned signals appear in the list.

4. Repeat the previous steps to add any other input signals that you require for this
entrance.

5. Repeat the procedure as often as necessary to add to the column Output signal any
output signals that you require.

Defining authorizations to arm and disarm DM14 entrances
After you have created a DM14 entrance in the device editor, the entrance will be available for
inclusion in access authorizations.
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15.5.3

1. Inthe dialog manager, navigate to:
—  Main menu > System data > Authorizations > tab: Arming Intrusion detection

2. Load an existing access authorization into the dialog, or click Ijgr) (New) to create a

new one.
3. Locate the desired DM14 entrance in the list, and select the check boxes Armed and/or
Disarmed.
Ijzl) B ‘ Ij‘j (.% H - ::q | 3 H < ? r@l ‘ Division: |(E
« Main menu Authorization name: ITestAuth MAC: |MAC MAC-1 Common ;I
J Description: |
) Time model; [ TM_0830_1530 : 630 1530 : Cammon -
B i ity s o =] s st o s e
{;D} Areas Entrance I Time: managementl Elevator I OTIS elevator I Parking Iot  Arming intrusion detection |Pagasys I
Name |Desmpton IFrum To | Armed | Disarmed |Diwsiun
{*}; E::"e;:rneas DM 14a-1 DM 14a Outside of the system Cutside of the system v v Common
m. Random screening
4. Click (Save) to save the access authorization with the selected permissions.

5. Assign this access authorization to those cardholders that are to operate DM 14
entrances.

DIPs and DOPs (DM15)

Creating Entrance Model 15:
This entrance model offers independent input and output signals.

- Settings-

(FUETER CRIDIP/DOF 15 Digit up to B in- and 56 outputs

Max. number outputs/auhorizations: |2/ 0
Number of DIPs finputs) of 0 [0 —
Number of DOPs [outputs] of 2 [0 =

|:] Cancel
If all reader interfaces are taken only this entrance model becomes available. You can define
this entrance model as long as there are at least two signals free.
To AMCs with elevators (model 07) or parking lots (model 05c) it is not possible to assign this
entrance model.

Entrance Model 15
Possible signals: These default names can be overwritten.

Input Signal Output Signal
DIP DOP
DIP-1 DOP-1
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DIP-63 DOP-63

Unlike other door models, entrance model 15 manages those inputs and outputs of a
controller which are still free, and places them as generic inputs and voltage-free outputs at
the disposal of the whole system.

Unlike the output contacts of other door models, those of entrance model 15 can be
individually browsed in the device editor.

Reinstating DOPs after restarts

When a MAC or AMC is restarted, it normally resets the state values of its subordinate DOPs
to the default value 0 (zero).

To ensure a restart always resets a DOP to last state that was manually assigned to it, select
the DOP in the device tree, and select the check box Keep state in the main window.

Mantrap door models

Creating a Mantrap
Entrance models 01 and 03 can be used as "mantraps" for the singling of cardholder accesses.
Use the check box Mantrap option to make the necessary additional signals available.

New entrance

Setlings

Entrance modst: [DM 0 Comman daor with enlry and exil readsr -

Max. number outputs/auhorizations: |8 /0] ¥ Mantrap option

You can combine all model types 01 and 03, but set this option on both entrances belonging
to the mantrap.

Along with the usual signal assignments for the door model, the mantrap option requires
additional signal assignments of its own.

Example: mantrap on one controller

Turnstiles are the most common means of singling access by cardholders. In the following
examples we have therefore used door model 3a (turnstile with entry and exit reader).
Mantrap configuration with two turnstiles (DM 03a):

Bosch Security Systems

Software manual 2021-12 | 4.0.0.1 |



96 en | Configuring Entrances Access Management System

Turnstile in rest position (door

outsids) \ Turnstile in rest position (door inside) |
| Passage locked (door outside) \\

I

Release tumstile entrance (door

L~ Passage locked (door inside) |
—

niED
] | e
" | Rara
T i

Relesse tumstile entrance (door

= - [
eutelda) J & §| |5 -nlg  nside)
| =2 2 3
- € £ [Be—Ll__ |
| Release tumstile axit (door outside) r___...:-'_""ﬁp.— = E — """-—-—-..__1 Release tumstile axit (door inskde)
2| 2|z \
| = & ]
Door lock of opposite direction (door = Door lock of opposite direction (door
outsida) EE IEE Inside)
{potentialfree, normally - ] = (potentialfree, normally
{rotent e B2 EE | L e
N ] = ~ :\_
_— e =t ==
- - )
gl B
|y =
Alarm masking (door outside) 1"']_;::/ %::Q“Jj Alarm masking (door inside)
— —

R (R

v X

T BOsEH [ 23 mEsEH T BOSEH
Inbound reader Qutbound reader Inbound reader QOutbound reader
Door outside Door outside Door inside Door inside
Outside Mantrap Inside

Connections to the door locks for the opposite direction ensure that only one of the turnstiles
can be opened at any one time.

Notice!
The output signals (Out) 3 and 7 are to be set potential free (dry mode)

The signal "door lock of opposite direction" is active on the 0. It is to be used for outputs 3
and 7 "normally closed".

Example: mantrap on two controllers

Mantrap configuration with two turnstiles (DM 03a) which are distributed across two
controllers:
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Connections to the door locks for the opposite direction ensure that only one of the turnstiles
can be opened at any one time.

Notice!

The output signal (Out) 3 is to be set potential free (dry mode)

The signal "door lock of opposite direction" is active on the 0. It is to be used for output 3
"normally closed".

15.6

Doors

Configuring a Door: General Parameters

Deseription: [AMCRCWHE1D B
|

Manhiap option: I~

Divisior: [Commen 2

Dot | optons | Evens|

Figure 15.1:
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Parameter Possible values Description

Name Alphanumeric, up to | The generated default value may optionally be
16 characters replaced by a unique name.

Description Alphanumeric, up to
255 characters

Division Default division is Relevant only if the Divisions feature is

"Common"

licensed.

Only for door models 01 and

03 if a mantrap is configured:

Mantrap option

0 = deactivated
(check box is clear)
1 = activated (check
box is selected)

A mantrap exists where two combined doors
use door model 01 or 03. Activate the
mantrap option for both doors. The doors will
also require special physical wiring.

Configuring a Door: Options

"Door  Opions | Events |

Out of order: [~
Unlaek door: [~ Daor i in nomal mode =l
Time model: - [¢na time modell. L)
Mai lock activation tie: [57 110 sec.
Min lock aetvation tine: [70 1/10 sec.
Doorinertia: [0 1710 sec.
Alam pen time: [300 | 1/10 sec.
Daor strke mode: {1~ bjsable "equest 1o exit” bution immediately =

Parameter

Possible values

Remarks

Manual operation

0 = check box is clear
1 = check box is
selected.

0 = the door is in normal mode (default), that
is, it is subject to access control by the
overall system.

1 = door is excluded from the access control
system. The door is not controlled and does
not generate messages. It can only be locked
or unlocked manually. All other parameters
for this door are turned off.

This parameter must be set for door and
reader separately.

Unlock door

0 = Door is in normal
mode

1 = Door is unlocked
2 = Door is unlocked
depending on time
model

0 = normal mode (default) - the door will be
locked or unlocked depending on the access
rights of the credentials.

1 = unlock for extended period - access
control is suspended for the period.

2 = unlock for a time period defined by the
time model. Access control is suspended
during the period.
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3 = Door is open
depending on time
model after first
passing through

5 = Door is blocked
long-term

6 = Door is blocked
depending on time
model

3 = locked as long as the time model is active
until the first person gets access - then open
as long as the time model is active.

5 = blocked until manually unblocked.

6 = locked as long the time model is active -
there is no door control, the door cannot be
used while the time model is active.

Time model

one of the available
time models

Time model for door opening times. If the
door modes 2, 3, 4, 6, and 7 are selected the
list box for the time models is available.

The selection of a time model is required.

Max. lock activation 0-9999 Maximum duration of the unlock signal. Unit

time 1/10s. Default values: 50 for doors, 10 for
revolving doors (door model 03), and 200 for
barriers (door models 05c or 09c).

Min. lock activation 0-9999 Minimum duration of the unlock signal in

time 1/10s. Default: 10.

Door inertia 0 -9999 After the unlock signal (lock activation time)
has passed, the door may be opened within
this timespan, without an alarm being
triggered.

Unit: 1/10s. Default: O.
Alarm open time 0-9999 If the door stays open after this timespan, a

message is triggered (door open too long).
Unit: 1/10s. Default: 300.
0 = No time out, no message

Door strike mode

List box entry

0 = REX (request-to-exit) button is disabled
after activation time

1 = REX (request-to-exit) button is disabled
immediately (= default)

Door contact

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = door has no frame contact

1 = door has a frame contact. A closed
contact usually means that the door is closed.
(= default)

Bolt contact

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 (default) = door has no bolt contact
1 = door has a bolt contact. A message is
issued when the door is opened or closed.

Extended door open
time

0 = deactivated
(check box is clear)

0 = The unlock signal has the standard
duration, which is set on the door parameter
"Max. lock activation time".
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(handicapped
persons)

1 = activated
(check box is
selected)

1 (default) = the duration of the unlock signal
is multiplied by the factor set on the MAC
parameter "Time factor for handicapped
persons" (tab: Global access settings).

A value of O on that parameter puts extended
door open times out of operation.

Configuring a Door: Events

Door | Options Everts |

The following events will be avaiable for use under “Assasiations’

Daar state open/close:

Parameter

Possible values

Remarks

Intrusion

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = no intrusion message. This is useful if a
door can be freely opened from the inside.
1 = Upon unauthorized opening a message
will be triggered. Another message will
indicate the subsequent closure. (default)

Door state open/

0 = deactivated

0 = no "door open" message is sent (default)

closed (check box is clear) 1 = a message is sent upon opening or
1 = activated closing.
(check box is
selected)
15.7 Readers

Configuring a Reader: General Parameters

I[-BPRK QOptions Door control  Additional settings  Cards

Mame :

Description:

Division:

Type:

Activate encryption:

I-BPR K

Common

IBPR K

Supported only by OSDP w2 readers.

Parameter

Possible Values

Description
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Reader name

alphanumeric,
restricted to between
1 and 16 characters

The default value can be replaced by a unique
name.

Reader description

alphanumeric: 0 to
255 characters

A free text description.

Division

Default "Common"
division.

Only relevant if Divisions are licensed and in
use.

Type

alphanumeric,
restricted to between
1 and 16 characters

Type of reader, or group of readers

Configuring a Reader: Options

I-BPR K Options | Door control | Additional settings | Offline locking system | Key cabinet | Cards I

PIN code required: IEI = PIM code turned I:LI
Time model for PIN codes: Imo time modell> ;I

Access also by PIN code alone: [

Reader terminal / bus address: |-| ,l

Attendant required: [

Membership check: Ig - 1o check LI
Membership time model: Imo time modell= ;I

Group access: |1

Deactivate reader beep if access granted: [

Deactivate reader beep f access denied: [

VDS - Mode: [

Mzz. time for aming: [5n

1/10 Sec.

Parameter

Possible values

Description

PIN code required

0 = PIN code turned
off - no input
necessary (default)
1 = PIN code turned
on - input always
necessary

2 = PIN code
controlled by time
model - input only
necessary if outside
of time model

This field is only enabled if the reader has an
input device.

Note that checks on the card, such as its
authorizations and access sequence (if
enabled), take precedence over the
correctness of the PIN.

Bosch Security Systems

Software manual

2021-1214.0.0.1 |




102 en | Configuring Entrances

Access Management System

Time model for PIN
codes

one of the available
time models

The selection of a time model here is
mandatory if the parameter PIN code
required parameter is set to 2.

Access also by PIN
code alone

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Determines whether this reader can also
permit access based on a PIN alone, that is
without a card, if the access control system is
so configured. See Access by PIN alone

Reader terminal / bus
address

1-4

For AMC 4W: Numbered corresponding to the
Wiegand-Interfaces.

For AMC 4R4: Numbered like the jumpered
address of the reader.

Attendant required

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = visitor needs no attendant (default)

1 = the attendant must also use the reader

Membership check

List box entry

Membership check is typically used in the
early phases before an access control system
goes live. Here access is granted based on
the generic company ID of the credential
rather than its unique personal ID.
IMPORTANT Membership check only works
with physical credentials where the card
definitions are predefined in the system (gray
background), not with customized definitions
or biometric credentials.

0 - no check

Membership check is off, but the card is
checked for authorizations as normal
(default)

1 - check

The card is checked only for company ID, that
is for membership of the system.

2 - depending on time model

The card is checked for company ID
(membership) but only during the period
defined in the membership time model.

Membership time
model

one of the available
time models

The time model enables/disables the
membership check.

The selection of a time model is mandatory
for Membership check option 2.

Group access

For readers with keypad:

Minimum number of valid cards which must
be presented to the card reader before the
door is opened. The group can consist of
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more cards than this number; in which case
the ENTER/# key is used to signal that the
group is complete. Thereupon the door is
opened.

For readers without keypad:

The exact number of valid cards which must
be presented to the card reader before the
door is opened.

The default value is 1.

Deactivate reader
beep if access
granted

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

If activated (1) the reader remains silent if an
authorized user is granted access.

Deactivate reader
beep if access not
granted

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

If activated (1) the reader remains silent
when an unauthorized user is denied access.

The “Deactivate Reader Beep” functions depend on the respective reader firmware.
The firmware of some readers may not support this function.

VDS mode

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected

If activated (1) the signalization of the of the
reader is switched off.

Max. time for arming

1-100 [1/sec]

Maximum time for feedback from intrusion
panel that arming is completed.

Network and Operation modes
This tab is only displayed for networked biometric readers.

Templates are stored patterns. They can be card data or biometric data.

Templates can be stored both on devices above the reader in the device tree, and on the
reader itself. Data on the reader is periodically updated by the devices above it.

The reader can be configured to use its own templates when making access decisions, or only

to use the templates from the devices above it.

Parameter Description
IP address: The IP address of this networked reader
Port: The default portis 51211
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Parameter Description

Templates on server

Card only The reader reads card data only.
It authenticates them against data from the overall system.

Card and fingerprint The reader reads both card data and fingerprint data.
It authenticates them against data from the overall system.

Templates on device

Person dependent verification | The reader allows settings of the individual cardholder to
determine which Identification mode it uses. The personnel
data offers the following options:

—  Fingerprint only

- Card only

- Card and fingerprint

These are described later in this table.

Fingerprint only The reader reads fingerprint data only.
It authenticates them against its own stored data.

Card only The reader reads card data only.
It authenticates them against its own stored data.

Card and fingerprint The reader reads both card data and fingerprint data.
It authenticates them against its own stored data.

Card or fingerprint The reader reads either card data or fingerprint data,
depending on which the cardholder offers first.
It authenticates them against its own stored data.

Configuring a Reader: Door Control

I-BPR K Options Door control  Additional settings  Cards

Reader blocking: | g = Reader i in normal mode ~

Time model to block reader: | +na fime model=
Office mode:
Manual operation:

Check time model upon access:

€ O 0O

Additional verification:

[

Host reguest timeout: | 330 1/10 =ec.

Open doar if no answer from host:

Kl

Parameter Possible values Remarks
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Reader blocking

List box entry

0 = Reader in normal mode - no blockade (=
default)

1 = Reader is permanently blocked -
permanent blockade

2 = Reader is blocked depending on time
model - blockade according to time model set
with Time model to block reader

Time model to block
reader

one of the time
models defined in the
system.

Blocks the reader according to the time
model selected.

Office mode

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Allows this reader to be used in Office mode ,

Manual operation

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = reader in normal mode (= default)

1 = reader is effectively removed from the
access control system, that is “out of order”.
No commands are received. All other
parameters for this reader are turned off.
The parameter must be set independently for
both the reader and door.

Check time models
upon access

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = Time models will not be checked. There is
no time-restriction for access.

1 = If the cardholder has a time model
assigned to it, either directly or as an area-
time authorization, the time model will be
checked.

(= default)

Additional verification

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = host verification is not required

1 = host verification is required (default)
(IMPORTANT: Activation of this option is
required for additional video verification by
the operator of a Bosch BVMS or Bosch
access control system).

Host request timeout

0 = deactivated

0 = AMC works without host verification
(does not work with Area Change or Person
Counting). This control is only active if Host
verification is deactivated (0) and Open door
if no answer from host is activated (1)

1t0 9999 x 1/10 of a second. (Default = 330
=33 seconds).

The reader requests confirmation from the
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access control system. If the confirmation is
not received within this time, the AMC checks
the parameter Open door if no answer from
host and grants or denies access accordingly.

0 = deactivated
(check box is clear)

1 = activated (default)
(check box is
selected)

Open door if no
answer from host

This control is only active, if the parameter
Host verification is set.

0 = does not open the door if the host system
fails to confirm before timeout.

1 (default) = opens the door after time out if
the host system fails to confirm before
timeout.

Configuring a Reader: Additional Settings

I-BPR K Options Door contral

Access sequence chedk: | ) - Deactivated

Time management:

Double access contral

Enable:
Door group ID:

Anti-Pass-Badk timeout:

Random screening

Fandom screening:
Screening rate:

Timeout random screening:

REX button active when IDS armed:

Fead permanently:

Additional settings

Cards

]

O

]
minutes

]

]
|:| Minutes

Parameter Possible values

Remarks

0 - Deactivated

1 - Activated;
deactivate upon LAC
malfunction

2 - Activated; leave
active upon LAC
malfunction

3 - Activated; use
strict sequence
checking even when

Access sequence
check

0 = reader takes no part in access sequence
checking (= default)

An activated sequence check can handle
persons who are set UNKNOWN in the
following ways:

1 = The first reading of the card will be down
without checking the location. All controllers
must be online.

2 = The first reading of the card will be down
without checking the location.
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LAC malfunctions
(note: update
person's location
manually)

3 = Checking the location will be down for
every reading the card during LAC
malfunction.

There is a MAC command to activate or deactivate all access sequence checking generally.
To deactivate access sequence checking for a time period, a value is given in minutes with a
maximum of 2880 (= 48 hours). Setting the value "0" deactivates access sequence checking

completely.

Note: This command can modify access sequence checking only for those readers where the
parameter Enable access sequence is set. It does not deactivate/activate access sequence
checking for all readers.

Time Management

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

If selected the access control system collects
data for Time and Attendance management.

Double access control

(anti-passback control)

Enable

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = without double access control (= default)

1 = with double access control

Within the time span set by the Duration
parameter, this reader and other readers in
the group cannot be used with the same
card.

If this parameter is activated, a door group ID
must be used, even if only one reader is used.

Door group ID

Letters
A-Zanda-z,and "-"
2 characters

Readers can be grouped using a Door group
ID. Presenting a card at one reader will block
subsequent bookings at all readers in the
door group (Default = - ) until the time out
elapses.

Anti-passback time
out

1-120

The reader can be used with the same card
after this time span has elapsed. As soon as
the card is used at a reader outside the group
the blockade is lifted immediately.

Values are minutes - default = 5.

Random screening

0 = deactivated
(check box is clear)

0 = no random screening
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1 = activated
(check box is

1 = random screening according to the factor
will have no admittance until unblocked by

screening

selected the dialog Blocking.

Screening rate 1-100 Percentage of random screening for an
extended check. Available if random
screening is activated.

Timeout random 1-120 With in the set time the user is subject to the

random screening. Values are minutes -
default = 5.

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

REX button active
when IDS armed

For DM10 and DM14 only: REX push buttons
are disabled by default when the IDS is
armed. This would make it impossible to exit
the monitored area. This new reader
parameter enables the REX button even when
the IDS is armed.

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Read permanently

The reader read permanently if the reader has
the respective firmware of the manufacturer.

Configuring a Reader: Cards

WIETK F{eaderl Options I Door cortral I Additional settings I Offline locking system I Biometrics I Key cabinet Cards

—Card validation
Motorized card reader: |
Withdraw card: v

Triggering criteria:

[1Blacked card

[ 1%igitor card

[1Card iz blacklizted

[ lreealid tirme model

[lrwealid areadtime model

[ Mo authonzation

[1Ahways collect

[]Collect wisitar cards on collecting date

[1Collect wisitar cards on last day of validity

[ Collect ather cards [ho vizitor cards) on collecting date

[1Collect ather cards [no visitor cards) on lazt day of wvalidity
[ Time model defined and invalid, independent of access and reader parameters
[1Area/Time model defined and invalid, independent of access and reader parameters

Parameter Possible values

Remarks

Motorized card 0 = deactivated

reader

(check box is clear)

Select this check box if a motorized card
reader is used
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1 = activated
(check box is

selected)

Withdraw card 0 = deactivated In the case of a motorized card reader
(check box is clear) Withdraw means physically retain the card.
1 = activated In the case of other card readers Withdraw
(check box is means that the system makes the card
selected) invalid.

Triggering criteria 0 = deactivated Select from this list any criteria that should

(check box is clear) trigger the action Withdraw card.
1 = activated
(check box is
selected)

Notice!
Motorized card readers can only be used with IBPR readers.

15.7.1 Configuring random screening
Random screening is a common method of enhancing site security by selecting personnel

randomly for additional security checks.

Prerequisites:

—  The entrance should be of the man-trap or turnstile type to prevent one person’s
"tailgating" another without presenting his own ID.

— A card reader must be present for the at least one of the directions of passage.

—  The readers must be configured for normal access control.

—  The randomizer can be configured separately for each reader.

—  There should be a workstation in the immediate vicinity for releasing any blocks set by
the system.

Procedure

1. Locate the desired reader in the device editor DevEdit

2. On the Settings tab, select the Random screening check-box.

3. In the Screening percentage box, enter the percentage of persons to be screened.
4. Save your settings.

15.8 Access by PIN alone

Background

Keypad readers can be configured to allow access by PIN alone.

When readers are so configured, the access control operator can assign individual PINs to
selected personnel. In effect, these personnel receive a "virtual card" that consists solely of a
PIN. This is called an Identification PIN . By contrast a Verification PIN is a PIN used in
combination with a card, to enforce greater security.

The operator can enter PINs for personnel manually, or assign to them PINs generated by the
system.
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Note that the same personnel can continue to access using any physical cards that are also
assigned to them.

Prerequisite authorization for Operators
Authorization for a cardholder to access by PIN alone is only grantable by operators with the
special authorization to assign virtual cards. To give an operator this authorization, proceed as
follows.
1. Navigate to Main menu > Configuration > Operators and workstations > User profiles
2. Select the User profile that is to receive the authorization:
Either enter it in the text field Profile name or use the search facility to find the desired
profile.
3. In the list of dialogs, click the cell containing Cards
A popup window called Special functions appears near the bottom of the main window
pane.
4. In the Special functions pane select the check box for Assign virtual cards (PIN)

5. Click or Apply to save your changes

Setting the length of the Identification PIN for supported reader types

The length of manually entered or system-generated PINs is governed by the parameter set in
the system configuration.

—  Main menu > Configuration > Options > PIN codes > PIN code length

Configuring a reader for access by PIN alone

=2

1. Navigate to Main menu > Configuration > Device data > Workstations tree 2
In the Workstation pane select the workstation to which the reader is physically
connected.

3. Right-click the workstation and add a reader of type Dialog Enter PIN or Dialog Generate
PIN.

4. Select the reader in the Workstations pane.
A custom reader configuration pane appears to the right of the Workstations pane.

5. Verify that the drop-down list Card usage default contains the default value Virtual card.
Use PIN as card.

2

6. Click or Apply to save your changes

=

7. In the device editor DevEdit, navigate to the Device configuration tree
Select the reader at the entrance where you wish to configure access by PIN alone.
9. In the Options tab, select the check box Access also by PIN code alone.

2

o

10. Click or Apply to save your changes
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15.9

AMC extension boards

Creating an AMC-1/O-EXT (1/O Extension Board)

Extension boards provide additional input and output signals, if the eight contacts located on
the AMC are not sufficient for the connection of the necessary contacts (for example, with
elevators).

These extensions are physically connected to the associated AMC and can be installed only
below the respective AMCs in the Device Editor. The corresponding AMC entry is selected in
the explorer for the creation of an AMC-EXT, and the entry New Extension Board is chosen in
the context menu New Object.

f'-]'.-'-.' object Jew entrance Chrl+1
Delete object Ctr4L | Mew extension board  Chrl+E
Notice!
Clicking the + button in the toolbar of the Device Editor creates new entrances only.

Extension boards can be selected using the context menu.

A selection dialog for the creation of the extensions appears.

AMC /0 extensions E|
Mame | Typ | Mummer | Add
AMC_IO08_008_1  AMC_IO0G 1

Cancel

AMC-EXT is available in two variants:

- AMC_1008: with 8 inputs and 8 outputs

- AMC_l016: with 16 inputs and 16 outputs

- AMC_4W extension: with 8 inputs and 8 outputs

The selection dialog contains an entry with an AMC_|O08. By double-clicking the list box in the
Type column, you can also place an AMC_lO16.

AMC I/0 extensions E|

Mame | Tvp | Mummer | #Add
AMC_TO08_005_1 IAMC_IOEIS B

o L] . et

[ T

ok | Cancel

You can connect up to three extensions to one AMC. A mix of the two variants is possible.
Click Add to create more list entries. These can all the column entries can be customized.
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AMC /O extensions E|
Mame | Typ | Mummer ¢ | | £le |
aMC_IO0% 00& 1 AMC_IO03 1
AMC_IO08_008_2  AMC_IO0S z e
AMC_IO08_008_3  AMC_IO0S 3
oK Cancel

Extension boards are numbered 1, 2 or 3 as created. The numbering of the signals begins for
each board at 01. The signal number In combination with the board number provides a unique
identification. The signals of the extension boards can also be seen on the tab of the AMC to
which they belong.

Together with the input and output signals on the AMC up to 56 signal pairs can thus be
provided.

Extension boards can be added as required individually or at a later date up to the maximum
number (3 per AMC).

Creating an AMC2 4W-EXT

It is possible to configure special extension boards (AMC2 4W-EXT) for controllers with
Wiegand reader interfaces AMC2 4W). These modules provide an additional 4 Wiegand
readers connections as well as 8 input and 8 output contacts each. Thus the maximum
number of readers and doors connectable per AMC2 4W can be doubled to 8.

Notice!

The AMC2 4W-EXT can not be used as a standalone controller, but only as an extension to an
AMC2-4W.The doors are controlled and the access control decisions are made only by the
AMC2 4W.

The AMC2 4W-EXT can only be used in connection with an AMC2 4W. As it only has Wiegand
reader interfaces it is not usable with the AMC variant AMC2 4R4.

Like the I/O extension boards (AMC?2 81-80-EXT and AMC2 161-160-EXT) the AMC2 4W-EXT is
connected via the extension interface of the AMC2 4W. The extension board has neither
memory nor display of its own, but is controlled entirely by the AMC2 4W.

One AMC2 4W-EXT and a maximum of three I/O extensions can be connected to each
AMC2-4W.

To create an AMC2 4W-EXT in the system right-click the desired parent AMC2 4W in the
Explorer and select New object > New extension board from the context menu.

Notice!
The #* button in the tool bar of the Device data editor can only be used for adding entrances.
Extension boards can only be added via the context menu.

The same selection dialog appears as for creating I/O extensions, except that the list for an
AMC2 4W contains the additional element AMC_lO08_4W.
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AMC /O extensions
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AMC_I006_011_1

AMC 1008
AMC 1008
AMC 1016

AMC_T005 1

4 |

Cancel

t

E

The list entry AMC2 4W can only be added only once, whereas up to three I/O Extensions can
be added.
The button Add adds new list entries. In the case of an AMC2 4W the maximum number is 4
whereby the fourth entry is created as an AMC2 4W-EXT board.

Extension boards are numbered according to creation order 1, 2 or 3. The AMC2 4W-EXT
receives the number O (zero). The numbering of the signals for the AMC2 4W-EXT continues
from that of the controller, namely 09 to 16, whereas for each |I/O board the numbering begins
with 01. The signals for all extension boards are also shown on the tab for the relevant AMC2

4W.

Together with the input and output signals of the AMC2 4W up to 64 signal pairs can be
provided.

Modifying and deleting extension boards
The first tab contains the following controls for configuring extension boards.

Parameter

Possible values

Description

Board name

Restricted
alphanumeric:
1 - 16 digits

The default identification guarantees a unique
name, but it can be overridden manually.
Please ensure that the ID is unique. Network
connections with DHCP servers should use
the network name.

Board description

alphanumeric:
0 - 255 digits

This text is displayed in OPC branch.

Board number

1-3

Number of the board connected to the AMC.
Display field, only.

Power supply

0= deactivated (check
box is selected)

1= activated (check
box is selected)

Supervision of the supply voltage.

With voltage breakdowns a message is
generated at the end of a delay.

The supervision function assumes the use of a
USV, so that a message can be generated.

0 = no supervision

1 = supervision activated

Division

Default value
Common

Relevant only where the Divisions feature is
license.

The tabs Inputs , Outputs and Signal Settings have the same layout and function as the
corresponding tabs for the controllers.

Bosch Security Systems

Software manual

2021-1214.0.0.1 |




114 en | Configuring Entrances Access Management System

Deleting extension boards
It is only possible to delete an extension board when none of its interfaces is occupied. The

associated signals must first be configured on a different board before the delete button
and the context menu option Delete object become usable.

AMC2 4W-EXT

Because readers which occupy extension boards can not be removed or reconfigured singly,
they need to be deleted along with their corresponding entrances. Not until then can the
AMC2 4W-EXT be removed as well.
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16
16.1

16.2

16.3

Custom reader configurations
Introduction

As of BIS 4.9, and AMS 4.0, Bosch access control systems allow the use of customized MIFARE
DESFire settings. You can create encrypted parameter files by using the auxiliary tool
Bosch.ReaderConfigTool.exe. This tool is included in the setups for BIS ACE 4.9, AMS 4.0
and later versions, with its own documentation. Consult that documentation for the current
list of compatible readers

The following sections describe how to use the Device editor to import an encrypted
parameter file and apply it to any or all compatible readers in the hierarchy of access control
devices.

The reader property: Extended reader parameters

The available extended parameter sets for compatible readers are displayed on their property
pages in the device editor under the label Extended reader parameters.

Device data  Device bype assignmert
X |TEQQ
8 i!'f:’s LCTSL | Options | Door control | Verfications | Addtional settings | Paim vein verication | Offine Locking System | Key cabinet | Cards |
=-fg MAC
E1-52 AMC £-R4-1 T
- DMOTa-1 < LCTSL
ﬂ Door-1 Description:  [LCTSL
&7 LCTSLK
2 1CTSL-1
=53 AMC 4-R4-2
¥ DM 0122
[@ Decr-2 Division: |Eummn ;'
ad -BPR-1
7 1-BPR-2 Type: [LCTSL: Lectus Sekectresder =
=57 AMC 4-R4-3
&g DM01a-3 Activate encryption: [
ﬂ Deor-3
g HADP-1 Exended reader parametens: ]— No extended parameters — j

W HADP-2 - Mo extended paramsters —
Corfiguration Lisbon

Figure 16.1: Extended reader parameters

The default value of the dropdown list is No extended parameters. This is the only possible
value unless you import additional parameter sets.

Procedure

To apply an imported parameter set to a compatible individual reader:

1. Inthe Device editor, select the reader in the device tree

2. Select the first property tab

3. Select the required parameter set from the list Extended reader parameters

4. Click Apply or

Importing a reader parameter set

You import and delete parameter files only at the DMS level of the device hierarchy.

Prerequisites
Access to an approved parameter file for your access control system. By default the file is of
type .ReaderConfigSave
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16.4

Procedure

1. In the Device Editor, right-click the DMS node and select Import reader parameter sets
from the context menu.
The popup window Import reader parameter sets appears.

2. Click File and locate the parameter file by use of the file explorer.

3.  When prompted, enter the password of the parameter file.
If the password is correct, the lower half of the popup window is populated with the
following information:

—  Alist of the reader types to which the parameter set applies.

—  The name of the parameter set. You can edit it in this dialog.

—  Afree-text description, if the creator of the parameter set provided one. You can add or
edit a description in this dialog.

4. Click Import to import the parameter set for possible future use by the access control
system.

—  The parameter set is imported and stored in the access control system.

— Itis added to the list of available parameter sets at the top of the popup window.

5. Click Exit to exit the popup window Import reader parameter sets.

Applying a parameter set to readers

Introduction

Importing a parameter set into the access control system stores it for future use, but does not
apply it to readers in the system. Applying the parameter set is an extra step that you can
perform at different levels in the device hierarchy:

- DMS

- MAC

- AMC

When you apply a parameter set at the DMS, MAC or AMC level, it can apply only to
subordinate readers of reader types for which the set was created. All other subordinate
readers remain unaffected.

Prerequisites
You have successfully imported a reader parameter set.

Procedure

1. Inthe Device editor, select right-click a reader or a device (DMS, MAC or AMC) whose
readers you want to parameterize.

2. Select Manage reader parameter sets from the context menu.

3. Inthe upper list pane, Parameter sets for reader types, select the parameter set that you
want to apply.
Applicable readers are listed in the bottom left pane: Readers parametrizable with this
parameter set.

4. In the list Readers parametrizable with this parameter set, select those readers to which
you want to apply the selected parameter set.

- If the number of readers is large, use the drop-down lists to restrict the display to
subordinates of a particular MAC or AMC.

5. Use the arrow buttons to move selected readers into the bottom right pane, All readers
parametrized with the selected parameter set.
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Notice!

Display of compatible readers

Only readers that are compatible with the parameter set will be listed. If you select the check
box Show all readers then readers that have other parameter sets will also be displayed.
These have a gray background to mark them as read-only for the selected parameter set.

16.5

6. Click OK to close the popup window.

7. Back in the Device editor, click Apply or B
The parameter set is applied to all the readers that you left in the list All readers
parametrized with the selected parameter set in the popup.

Managing reader parameter sets

Introduction

You can change the application of parameter sets at different levels in the device hierarchy:

- DMS

- MAC

-  AMC

Changes at the DMS, MAC or AMC level, can apply only to subordinate readers of reader types
for which the set was created. All other subordinate readers remain unaffected.

Prerequisite
You have successfully imported a reader parameter set.

Procedure

1. Inthe Device editor, right-click a reader or a device (DMS, MAC or AMC)

2. Select Manage reader parameter sets from the context menu.

3. Inthe upper list pane, Parameter sets for reader types, select the parameter set that you
want to apply.

—  Applicable readers are listed in the bottom left pane: Readers parametrizable with this
parameter set.

— Readers to which the parameter file has already been applied are listed in the bottom
right pane: All readers parametrized with the selected parameter set.

4. Select readers in either list. Use the arrow keys to move readers into and out of the
bottom right list, All readers parametrized with the selected parameter set.

— IMPORTANT: Make careful note of readers that you take out of the list, for the last step in
this procedure.

5.  When you have completed your changes, click OK to close the popup window.

6. Back in the Device editor, click Apply or B

—  The parameter set is applied to all the readers that you left in the list All readers
parametrized with the selected parameter set.

— Itis removed from the readers that you took out of this list.

7. Do one of the following to all the readers that you took out of the list:

—  Reset factory defaults by using the DIP switches in the reader hardware.

-  Apply a different parameter set to them.

Notice!

The deletion of a parameter set does not reconfigure the readers that used it.

The deleted reader configuration will persist in the readers that used it until you reset the
reader hardware, or apply a different parameter set.
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16.6 Deleting reader parameter sets

You import and delete parameter files only at the DMS level of the device hierarchy.

Prerequisites
At least one parameter file has already been imported into your access control system.

Procedure

1. In the Device Editor, right-click the DMS node and select Delete reader parameter sets
from the context menu.
The popup window Delete reader parameter sets appears.

2. In the Parameter sets for reader types list, select the parameter set that you wish to
delete.

— In the lower right of the popup window, a list appears of all readers that are currently
parameterized (configured) with the selected parameter set.

—  Make careful note of these readers, they will require reset or reconfiguration after you
delete the parameter set. See the last step in this procedure for details.

3. Click Delete

4. Click Exit

[

6. Do one of the following to all the readers that were using the deleted parameter set:
— Reset factory defaults by using the DIP switches in the reader hardware.
—  Apply a different parameter set to them.

5. Back in the Device editor, click Apply or

Notice!

The deletion of a parameter set does not reconfigure the readers that used it.

The deleted reader configuration will persist in the readers that used it until you reset the
reader hardware, or apply a different parameter set.
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17

17.1

Custom Fields for personnel data

Introduction

Data fields for personnel are customizable in many ways:

—  Whether they are Visible, that is, whether they are displayed in the client at all

—  Whether they are Required, that is whether a data record can be stored without valid
data in the field

—  Whether the values they contain must be kept Unique within the system

- What data type they contain (text, date-time, integer etc.)

—  Where (on which tab, in which column and in which row) in the client they will appear

- How large they will appear

—  Whether and where the data will be used in standard reports

It is of course still possible to define entirely new data fields with all the attributes listed here.

Previewing and editing Custom fields

Dialog path
- Main menu > Configuration > Options > Custom fields
The main window is divided into two tabs

Overview This tab and its sub tabs (Address, Contact, Additional person data, Additional
Company data, Remarks, Card Control and Extra Info) are read-only, and
contain a roughly WYSIWYG overview of which data will appear on which tabs in
the client software.

Details This tab contains a list of editors, one for each predefined or user-defined data
field.

Editing existing data fields

On the Custom fields > Details tab each data field, predefined or user-defined, has its own
editor window where its attributes can be modified.

Click in the editor of the field that you wish to modify. The active editor will be highlighted.

Tab: Bdra info v

Mirimum|

The editable attributes of custom fields are explained in the following table.

Label text Description

Label Label is the label of the data field as it appears in the client. It can be freely
overwritten to reflect the terminology used on your site.

Field type Field type is the type of the data, and determines the dialog control that
the operator will use to make entries in the client. Each field type provides
consistency checks for its particular input values, to ensure valid dates,
times, text lengths and numerical limits.

- Text field
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Label text Description

—  Click the ellipsis button next to it to specify the number of
characters allowed.
—  Check box
- Date field
- Time
- Date-time field
—  Combo box
—  Enter the valid values for your combo box in the text field
provided. Separate them with commas or carriage returns.
—  Numerical input
—  Enter your minimum and maximum values for the numerical input
in the spin boxes provided.
—  Building control 1 and Building control 2
— These are special controls that can be relabeled here (in the Label
field) and linked to commands in the client Ul. Thus you can give
specific users permission, via their cards, to perform special
operations within the site. Examples of such operations are the
turning on of floodlights or the control of special equipment.

Visible Clear this check box to prevent the data field from appearing in the client.

Unique Select this check box to ensure the uniqueness of values entered in this
field. The system then rejects the input of any value that has already been
stored for this field in the database. For example, personnel numbers
should be unique to persons, and license plates to vehicles.

The green light means that the data field is not currently used in the
database.
The red light means that the data field is currently used in the database.

Display in Use this drop-down list to select the client tab on which the data field
should appear.

Required Select this check box to make the data field mandatory. For example, a
surname is required for each personnel record. Without a surname the data
record can not be stored.

Note that the editor will not allow a required data field to be set invisible via
the Visible check box.

For ease of use in the client it is highly recommended that all required fields
be placed on the first tab.

Position Use the spin boxes for Column and Row to position the data field on the
tab named in the Display in drop-down list.

Note that the editor will not allow you to select a position that is already in
use, or to overlay existing data fields.

Use the Width (percent) spin box to set the size of certain resizable
controls, such as text fields. 100% means that the control will occupy all of
the slot that is not already occupied by the data-field label.

Dimension Use the spin boxes for Column and Row to specify the number of columns
and rows to be occupied on the tab named in the Display in drop-down list.
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Label text Description

Note that the editor will not allow you to overlay existing data fields.

Creating and editing new data fields

On the Custom fields > Details tab each data field, predefined or user-defined, has its own
editor pane where its attributes can be modified.

Click the New field button to create a new custom field with its own editor. The active editor
pane will be highlighted.

The editor has the same dialog controls for editing existing data fields, see the table above,
plus two extra:

Use in reports (check Select this check box to enable the new data field to appear in
box) standard reports.

Sequence number (spin | The sequence number determines the column that the data field
box) will occupy in standard reports.

Notice!
Only sequence numbers 1..10 are currently addressable by Badge Designer and Reports.

17.2

Rules for data fields

—  Location of data fields
—  Each field can only appear on one tab.
—  Each custom field can appear on any selectable tab.
—  Fields can be moved to other tabs by changing the entry in the Display in pull-down
list.
—  The label can contain any text: maximum length 20 characters.
—  The custom text fields can contain any text: maximum length 2000 characters.
— Any field can be made a required field, but its Visible check box must be selected.

Notice!

Urgent recommendations before productive use

Agree and finalize the field types and their usage before using them to store persons’ data:
Each data entry field is assigned to a specific database field so that data can be located both
manually and by report generators. Once data records from custom fields have been stored in
the database, then these fields can no longer be moved or changed without risking data loss.
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18

18.1

18.2

Configuring Threat Level Management

Introduction
The goal of threat level management is to respond effectively to emergency situations by
making an instant change to the behavior of entrances throughout the affected area.

Concepts of Threat Level Management

— A Threat is a critical situation that requires an immediate and simultaneous response
from some or all entrances in an access control system.

— A Threat level is the system’s response to a foreseen situation. Each threat level must be
carefully configured so that each of the MAC’s entrances knows how to respond.

Threat levels are completely customizable, for instance, typical high threat levels might be
configured as follows:
—  Lockout: Only first responders, with high security levels, can enter.
—  Lockdown: All doors are locked. Both ingress and egress are denied to all credentials
below a configured security level.
—  Evacuation: All exit doors are unlocked.
—  Typical low threat levels might be configured as follows:
—  Sports event: Doors to sports areas are unlocked, all other areas are secured.
— Parents’ evening: Only selected classrooms and main entrance are accessible.

— A Threat alert is an alarm that triggers a threat level. Suitably authorized persons can
trigger a threat alert with a momentary action, for example through the operator’s Ul,
through a hardware signal (e.g. push button), or by presenting a special alert card at any
reader.

— A Security level is an attribute of cardholders’ and readers’ Security profiles, expressed
as an integer 0..100. Each threat level sets the readers of its Main Access Controller
(MAC) to the appointed security levels. Then those readers grant access only to
credentials of persons with an equal or greater security level in their security profiles.

— A Security profile is a collection of attributes that can be assigned to a Person type
(Person security profile), to a door (Door security profile), or to a reader (Reader
security profile). Security profiles govern the following access control behaviors:

—  Security level, as defined above, for person type, door or reader
—  Screening rate. The percentage probability that random screening will be triggered
by this person type or reader.

Overview of the configuration process

Threat Level Management requires the following configuration steps, which are explained in
detail after this overview
1. In the Device Editor

—  Define threat levels

—  Define Door security profiles

—  Define Reader security profiles

- Assign Door security profiles to entrances
2. In the System data dialogs

—  Define Person security profiles

—  Assign Person security profiles to Person types
3. In the Personnel data dialogs

—  Assign Person types to Persons

- Assign Person types to Groups of persons
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18.3

When threat level management has been successfully configured, alarms and the device states
of the MAC can be monitored and controlled from the Map view application. See the Map view
online help for details.

Configuration steps in the device editor

This section describes the prerequisite configuration steps that are required in the device
editor.

Notice!
Device data cannot be modified in the device editor while a threat level is in operation.

18.3.1

18.3.2

Creating a threat level
This section describes how to create threat levels for use at your site. Up to 15 may be
created.

Dialog path
— Main menu >Configuration > Device data

Procedure
1. Select sub-tab Threat levels
— The Threat levels table appears. It may contain up to 15 threat levels, each with a
name, a description and a check box with which to activate the threat level after it
has been configured.
2. Click the line that reads Please enter a name for the threat level

w

Enter a name that will be meaningful to the system operators.

4. (optional) In the Description column, enter a fuller description of how the entrances will
behave when this threat level is in operation.

5. Do not select the Active check box at this time. First complete all the other configuration

steps for this threat level, as described in the following sections.

[

6. Click (Save) to save the new threat level.

Creating a Door security profile

This section describes how to create security profiles for different types of door, and to define
the state to which all doors of this profile will switch when a threat level comes into
operation.

Dialog path
— Main menu >Configuration > Device data

Prerequisites
— At least one threat level has been defined
— At least one entrance has been configured in the device tree.

Procedure
1. Select sub-tab Door security profiles
—  The main dialog window divides into 2 panes: Selection and Door security profile
(default name)
2. Click New
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18.3.3

— A new Door security profile is created with a default name
—  The Threat level table in the Door security profile pane becomes populated with the
threat levels that have already been created, along with a value of undefined for each
in the State column.
3. In the Door security profile pane, enter a name for the type of door to which this profile
will be assigned.
—  The new profile name appears in the Selection pane. If desired it can be deleted
from the configuration by clicking Delete in that pane.
4. (Optional) Enter a description of the profile, to help operators assign the profile
correctly.
5. If this profile is to be assigned to turnstiles, select the Turnstile check box.
—  This will provide extra options for the target state of the door at different threat
levels, for instance, the options to permit ingress or egress alone, or both together.
6. In the State column of the Threat level table, for each threat level select a suitable target
state, for all doors of this profile, whenever that threat level is triggered.

7]

Repeat the procedure to create as many Door security profiles as there are types of door in
your configuration. Typical door types might be:

- Main public door

—  Evacuation access to outside

- Access to classrooms

—  Public access to sports arena

7. Click (Save) to save the changes.

Creating a Reader security profile
This section describes how to create security profiles for different types of reader. Reader
security profiles define the following reader attributes for each threat level:
—  The minimum security level required by a credential to gain access at the reader.
—  The screening rate, that is, the percentage of cardholders that will be selected randomly
for extra security screening.
— Note: a screening rate that is set in a reader security profile overrides a screening
rate set on the reader itself.

Dialog path
—  Main menu >Configuration > Device data

Prerequisites
— At least one threat level has been defined
— At least one entrance has been configured in the device tree.

Procedure
1. Select sub-tab Reader security profiles
—  The main dialog window divides into 2 panes: Selection and Reader security profile
(default name)
2. Click New
— A new Reader security profile is created with a default name
— The Threat level table in the Reader security profile pane becomes populated with
the threat levels that have already been created, along with a default value of 0 for
each in the Security level and the Screening rate columns.
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18.3.4

3. In the Reader security profile pane, enter a name for the type of reader to which this
profile will be assigned.

—  The new profile name appears in the Selection pane. If desired it can be deleted
from the configuration by clicking Delete in that pane.

4. (Optional) Enter a description of the profile, to help operators assign the profile
correctly.

5. In the Security level column of the Threat level table, for each threat level, select a
minimum security level (integer 0..100) that an operator must have in order to operate a
reader of this profile whenever that threat level is triggered.

6. In the Screening rate column of the Threat level table, for each threat level select the
percentage of cardholders that will be selected randomly by the reader for extra security
checks whenever that threat level is triggered.

7. Click (Save) to save the changes.

Assigning door and reader security profiles to entrances

This section describes how to assign the door and reader security profiles to the doors and
readers at particular entrances.

The first sub-procedure is to identify and filter out the set of entrances that you want to
assign, and the second sub-procedure is to make the assignments.

In addition you can preview the states, security levels and screening rates of the selected
entrances as they would be set by the various threat levels that you have defined.

Dialog path
- Main menu >Configuration > Device data

Prerequisites
— At least one threat level has been defined
— At least one entrance has been configured in the device tree.

Procedure
1. In the device tree select the DMS (the root of the device tree)
2. In the main dialog pane, select the tab Threat level management
—  The main dialog pane receives several sub-tabs.
Sub-procedure 1: Selecting entrances for assignment
1. Select sub-tab Entrances
—  The main dialog window divides into 2 panes: Filter conditions and a table of all the
entrances that have been created in the system so far.
2. (Optional) In the Filter conditions pane enter criteria to restrict the set of entrances that
appear in the table in lower half of the dialog, for example:
—  Select or clear the check boxes that determine whether Inbound readers, Outbound
readers and/or Doors should appear in the table.
—  Enter strings of characters that must appear in the names of the entrances, areas,
profile names or reader names of all entrances listed in the table.
—  Select or clear the check box that determines whether doors and readers that are
not yet configured should also appear in the table
3. Click Apply filter to filter the Entrances list, or
Reset filter to set the filter controls back to their default values.

Sub-procedure 2: Assigning security profiles to the selected entrances
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18.3.5

Prerequisite: The entrances to be assigned have been identified and appear in the table in the

lower half of the dialog.

Note that each entrance consists typically of a door or barrier plus one or more card readers.

However, some specialized entrance types such as Assembly points may lack these.

1. In the column Door or reader security profile, click the cell corresponding to the door or
reader you wish to assign.

2. Select a door or reader security profile from the cell’s drop-down list.

(Optional) Previewing the behavior of doors and readers at threat levels

The columns on the right hand side of the table are read-only. They show what the lock status

(Mode), Security level and Screening rate of the doors and readers in the table would be if

the threat level selected in the Select threat level for details list were in operation.

Prerequisite: The entrances that you wish to preview have been identified and appear in the

table in the lower half of the dialog.

» From the list Select threat level for details select the threat level that you wish to
preview.

v" The table displays the lock status (Mode) of the doors, and the Security level and
Screening rates of the readers, as they would be if the selected threat level were in
operation.

Assigning a threat level to a hardware signal
This section describes how to assign a hardware input signal to trigger or cancel a threat alert.

Dialog path
— Main menu >Configuration > Device data

Prerequisites
— At least one threat level has been defined
— At least one entrance has been configured in the device tree.

Procedure
1. Inthe device tree select an entrance below the AMC controller whose input signals you
want to assign.
2. In the main dialog window, select the Terminals tab.
—  The table of entrances and signals is displayed.
3. Inthe row of the signal that you want to assign, click the cell for Input signal.
—  The drop-down list contains a command Threat level: Deactivate plus
a Threat level: <name> for each threat level that you have previously defined.
— The command Threat level: Deactivate will cancel any threat level that is currently in
operation.
4. Assign the commands to the desired input signals.

o

Click (Save) to save the changes.

Notice!
Restriction for DM 15
Door model 15 (DIP/DOP) cannot currently be used to trigger a threat level.
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18.4.1

18.4.2

Configuration steps in System data dialogs

This section describes how to create Person security profiles and assign them to

Configuring Threat Level Management | en 127

Person types.

Creating a Person security profile

Dialog path

— Main menu > System data > Person security profile

Prerequisites

Person security profiles require careful planning and specification in advance, as they will have
important consequences for the functioning of the system in critical situations.

Procedure

1. If the dialog already contains data, click Ijgr) (New) to clear it.
Enter a name for the new profile in the text field Security profile name:
3. (Optional) Enter a description of the profile, to help operators assign the profile

correctly.

4. Enter an integer between 0 and 100 in the Security level box.
—  Given that the cardholder is authorized to use an entrance, 100 is sufficient to gain
access at any reader, even if its security level is also currently set to 100
—  Otherwise the security level in a cardholder’s Person security profile must be equal

to or greater than the current security level of the reader.
5. Enter an integer between 0 and 100 in the Screening rate box.
— Note: The screening rate of the person profile is secondary to that of the reader

profile. The table below describes the interplay between the two profile screening

rates.
6. Click (Save) to save the changes.
Interplay of screening rates for person and reader security profiles
Screening rate (%) in Screening rate (%) in Person selected for extra
Reader security profile Person security profile security checks?
R P
0 Any No
100 Any Yes
1..99 0 No
1..99 100 Yes
1..99 1..99 Possibly
Probability = MAX(R,P)

Assigning a Person security profile to a Person Type

Dialog path

— Main menu > System data > Person Type

Procedure

Note: for historical reasons, Employee ID is here a synonym for Person type

Bosch Security Systems
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1. In either the Predefined employee IDs table, or the User-defined employee IDs table,
select the cell in the Security profile name column that corresponds to the desired
Person type.

2. Select a person security profile from the drop-down list.

—  Repeat this procedure for all person types that require a person security profile

7]

3. Click (Save) to save your assignments

18.5 Configuration steps in Personnel data dialogs

This section describes how new Person records that are created in the system, receive a
Person security profile through their Person type.

Dialog paths

—  Main menu > Personnel data > Persons

— Main menu > Personnel data > Group of Persons

Note: for historical reasons, Employee ID is here a synonym for Person type

Procedure

All Person records created in the system must have a Person type.

1. Ensure that system operators assign only Person types that have been linked to a
Person security profile in the dialog Main menu > System data > Person Type

2. For details on the linking of Person security profiles and the creation of Person records,
click the following links.

Refer to
—  Assigning a Person security profile to a Person Type, page 127
—  Creating and managing personnel data, page 176
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19 Configuring Milestone XProtect to use AMS

Introduction

This chapter describes how to configure Milestone XProtect to use the access control features
of AMS.

A plugin provided by AMS, but installed on the XProtect server, transmits events and
commands to AMS, and sends results back to XProtect.

»
»

. e

AMS XProtect

=-[]] =

The configuration has 3 stages, which are described in the following sections:
— Installing the AMS public certificate on the XProtect server.

- Installing the AMS plugin on the XProtect server.
—  Configuring AMS within the XProtect application.

Prerequisites

- AMS is installed and licensed.

—  XProtect is installed and licensed on the same computer or on its own computer.
- A network connection exists between both systems.

Installing the AMS public certificate on the XProtect server
Note that this procedure is only required if AMS is running on a different computer.

1. Copy the certificate file from the AMS server
C:\Program Files (x86)\Bosch Sicherheitssysteme\Access Management System
\Certificates\Access Management System Internal CA.cer
to the XProtect server.

2. On the XProtect server, double-click the certificate file.
The Certificate wizard appears.

3. Click Install Certificate...

The Certificate Import Wizard appears.

Select Local Machine as the Store Location and click Next

Select Place all certificates...

Click Browse...

Select Trusted Root Certification Authorities and click OK

Click Next

Review the summary of the settings and click Finish

© 0N oA

Installing the AMS plugin on the XProtect server
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Copy the setup file

AMS XProtect Plugin Setup.exe

from the AMS installation media to the XProtect server.

Execute the file on the XProtect server.

The setup wizard appears.

In the setup wizard, make sure that the AMS XProtect Plugin is marked for installation,
and click Next.

The End User License Agreement is displayed. Click Accept to accept the agreement if
you wish to continue.

The wizard displays the default installation path for the plugin. Click Next to accept the
default path or Browse to change it before clicking Next.

The wizard confirms that it is about to install the AMS XProtect plugin.

Click Install

Await confirmation of the completed installation and click Finish.

Restart the Windows service named Milestone XProtect Event Server.

Configuring AMS within the XProtect application

1.

In the XProtect management application, navigate to Advanced Configuration > Access

Control

Right-click Access Control and select Create new...

The plugin wizard appears.

Enter the following information in the plugin wizard:

— Name: A description of this AMS-XProtect integration to distinguish it from other
integrations on the same XProtect system

— Integration plug-in: AMS - XProtect Plugin (This name will be available in the
drop-down list after successful installation of the plugin)

—  AMS API discovery endpoint: https://<hostname of the AMS system>:44347/
where 44347 is the default port selected when installing AMS API.

—  Operator name: The username of an AMS operator with at least permissions to
operate the doors to which XProtect cameras will be mapped.

—  Operator password: the AMS password of that operator.

Click Next

The AMS plugin connects to the AMS server that you have specified, and lists the access

control elements that it discovers (doors, units, servers, events commands and states)

When the progress bar is complete, click Next

The Associate cameras wizard page appears.

To associate cameras with doors, drag cameras from the Cameras list to access points in

the Doors list.

When finished, click Next.

XProtect saves the configuration and confirms when it has saved successfully.
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20

Integrating Otis Compass

Introduction

Compass is a Destination Management System from the Otis Elevator Company. Its function is
to manage multiple banks of elevators, dispatching elevators to passengers so that they can
reach their destinations as efficiently as possible. To provide the necessary data, passengers
no longer simply press Up or Down keys, but request their destinations at card-reader, touch-
screen or keypad terminals.

Integration with Bosch access control systems adds security. Based on their credentials and
the time models in operation, passengers are transported to their home floors and other
authorized destinations efficiently. The system will not accept requests for floors that are not

in the passenger's authorization profiles, or at a time of day that is outside the current time

model.

Hardware topology of a Compass system

single MAC in the Device Editor.

The hardware of a Compass system is configured top-down as a 3-tier hierarchy underneath a

=-§= DMS
=g MAC
El@ Otis Compass
w-{jig Otis DES Group 2
=-{ii§g Otis DES Group 1
jig Otis DET+0F
Otis DET+0R
Otis DET+1F
Otis DET+2F
Otis DET+3F
Otis DET+4F
Otis DET+5F
Otis DET+6F
Otis DET+6R
Otis DET+TF
Otis DET-1F
Otis DET-1R
Otis DET-2F

The hierarchy above shows:

An Otis Compass system on a dedicated MAC
A single elevator group governed by one DES
A number of terminals (DET), each with a
floor number from -2 to +7, and F or R
referring to Front or Rear doors.

First tier: (Otis Compass)

The Destination management system. Each
Compass system can govern up to 8 elevator
groups (also known as elevator banks).
Parameters: The range of floors,

network addresses,

port numbers and timeouts.

Second tier: (Otis DES/DER)

Up to 8 elevator groups, each managed by a
logical Destination Entry Server (DES)
consisting of 1 or 2 physical devices.

In addition, this tier may have up to 2
optional devices for optimization, known as
Destination Entry Redirectors (DER).
Parameters: 1 group ID per elevator group.
1 IP address per device.

The table of floors with elevator doors, and
whether they are publicly accessible.

Third tier: Otis DET

The Destination Entry Terminals (DET)
Parameters: 1 IP address per terminal.
Reachable floors with elevator doors for each
terminal.

Overview of integration in the access control system
Administrators of the access control system integrate Compass in the following stages,

described in detail later in the chapter:
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1. Configure the Compass hardware upon a single MAC in the Device Editor.
2. Configure customized fields for Otis-specific cardholder properties such as home floor.
3. Create Authorization profiles that govern access to specific elevator destinations.
4. Assign authorization profiles to the appropriate cardholders
20.1 Configuring a Compass system in the Device Editor

This section describes the steps to configure an Otis Compass system in the device editor.

Dialog path
— Main menu >Configuration > Device data

20.1.1 Tier 1: Setting up the Compass system

Procedure for Tier 1: Setting up the Compass system
1. Select the desired MAC in the Device editor tree view
2. Right-click and select New Otis Compass. The properties page has 2 tabs.
—  Otis Compass
- Floors
3. On the Otis Compass tab the most important parameters to set are
— Name (the name that should appear in the device tree)
—  MAC IP-Address (the callback IP address for the Compass system, on a dedicated
network card, through which the Compass system communicates with the MAC).
NOTE: This is not the IP address of the MAC itself.
—  Division (if and only if Divisions are licensed and used in your installation)
Leave the rest of the parameters at their default values unless instructed to change them by
expert technical support. They are briefly explained in the following table:

Parameter Default value |Description

MC group address 234.46.30.7 IP address for the multicast group

MC port for DES/DER remote |48307 Multicast ports

MC port for DES/DER local 47307

UDP port for DES/DER remote |46303 UDP ports for the DES and DER devices
UDP port for DES/DER local 45303

UDP port for DET remote 45308 UDP ports for the DET devices

UDP port for DET local 46308

Multicast time-to-live (TTL) 5 seconds

Heartbeat interval 1 second The amount of time between heartbeat

signals. These signals show other devices
that a device is "alive", that is functioning

Max. number of missed 3 The number of heartbeats that can be
heartbeats missed before a device is considered
"dead" (no longer functioning)

Message timeout 1 second

Message retries 3
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20.1.2

1. On the Floors tab, click Change floor range
Enter the numbers of the lowest and highest floors to be served by all the elevator banks
of the Otis Compass system.
—  The maximum range is -127 to +127

[

3. Click (Save) to save the changes.

Tier 2: Elevator groups, DES and DER devices

Procedure for Tier 2: Setting up the elevator groups (DES/DER devices)

Introduction

The DES (Destination Entry Server) is the computer that manages an elevator group. If
desired, two physical DES devices with separate IP addresses can be combined in a logical
DES, with failover capability.

The DER (Destination Entry Redirector) connects elevator groups and allows DETs at a
common entry point in the building, for example the Lobby, to accept destination requests for
any floor in the building. The DER is not configured to act in a fail-over mode.

Creating DES devices in the device tree:

1. Select the desired Otis Compass in the Device editor tree view

2. Right-click and select New Otis DES. The properties page has 2 tabs:
-  Otis DES
- Floors

3. On the Otis DES tab set the following parameters:

— Name: the name that should appear in the device tree.

Use a systematic naming scheme that will provide clear orientation for configurers of
DES and DET devices later in the configuration process.

—  Description: (optional) a free-text description of the device.

—  Group: an integer from 1 to 10. Make this integer unique among all the elevator
groups (designated by their DES/DER devices) within this Otis Compass system. You
will not be able to save your device edits if you use the same Group number more
than once.

— 1st IP address: The IP address of this DES device.

— 2nd IP address: If this DES has a redundant twin, enter its IP address here.

— Division (if and only if Divisions are licensed and used in your installation)

On the Floors tab the floors defined for Tier 1 (the Compass system) are presented as a table
of editable cells.

Creating DER devices in the device tree:
DER devices are created in almost the same way as DES devices. The only difference is that a
DER needs no fail-over device, so does not have a parameter for 2nd IP address.

Example elevator group.
The example below shows the floors for a 10 floor elevator group, with front and rear doors,
and publicly accessible ground and 6th floors.
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oIS DES Floors

Highest floor: 7

Lowest floor: -2

Change floor range

Floor number | Name Description Frant door Front door publidy accessible Rear door Rear door publicly accessible
7 VP Cx0 floor v I N I
& Restaurant  Public v v I+ rd
5 Offices-4 Staff v I I I
4 Offices-3 Staff v I I [
3 Offices-2 Staff v [ [ [
2 Offices-1 Staff v I I [
1 Conference | Invited visitors v I I l_
0 Lobby Public v v v v
-1 Maintenance |Restricted v I ™ I
-2 Servers Restricted v I I N
1. In the Front door column, select the check boxes of all floors where the elevator offers
use of its front door.
2. Select the check boxes similarly for the Rear door column, if applicable.
3. For the column Front door publicly accessible, select the check boxes of those floors
that are accessible to all elevator passengers without restriction.
4. Select the check boxes similarly for the Rear door publicly accessible column, if
applicable.
5. (optional) Click Change floor range on this tab to further restrict the range of floors that
was set at the Otis Compass level.
6. Overwrite the default names in the Name and Description columns with meaningful
alternatives.
7. Click B (Save) to save the changes.

20.1.3

Tier 3: DET devices

Procedure for Tier 3: Setting up the terminals (DET devices)

Introduction:

A DET (also known as a DEC -- Destination Entry Computer) reads physical credentials or PIN
codes. A DET can be located on a particular floor outside the front or rear door of an elevator,

orin

side the elevator cabin.

Creating DET devices in the device tree:

1.
2.

Select the desired Otis DES/DER device in the Device editor tree view.

Right-click and select New Otis terminal.

— A popup window Create Otis terminals appears

Enter the number of terminals that you wish to configure on this DES/DER.

Accept the default values, or enter new starting values for the four octets of its IP

address.

—  For any octet, but typically for the 4th, select the check box Automatic increment if
you wish the system to configure a unique IP address for each terminal by
incrementing the octet.

Click OK.
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The desired number of DET devices is created in the device tree.

Their IP addresses are incremented as determined in the previous step.

Configuring DET devices

The properties page for each DET has 2 tabs:
Otis terminal
Floors

1. On the Otis terminal tab set the following parameters:

— Name: The name that should appear in the device tree

— Description (optional) a free-text description of the device.

— IP address The IP address of this DET device

—  Operational mode: 1. .4
This determines how the terminal requests destinations from the elevator passenger,
and passes the requests to the DES/DER for validation. The following table gives
details:

Op. Description |Behavior

mode

1 Default floor |(The default operational mode)

The passenger presents their credential, or enters a PIN code. If the
credential or PIN is valid, and the passenger makes no further input,
then the DET requests from the DES the passenger's default or "home"
floor.

If the passenger enters a different destination floor, then the DET
requests that destination from the DES.

2 Access to The passenger presents their credential, or enters a PIN code, then
authorized enters a destination floor. The DET requests that destination from the
floors DES.

The access control system grants or denies access to the requested
destination.

3 User entry of | The passenger enters a destination floor. If the destination is publicly
destination |accessible, then the DET requests the destination from the DES.
floor Otherwise, the DET requests the passenger to present their credential

for validation.

4 Default floor | The passenger presents their credential, or enters a PIN code. If the
or User entry | credential or PIN is valid, then the DET requests from the DES the
of passenger's default or "home" floor.
destination | Within a set timeout period the passenger may override the selection
floor. of the default floor and choose a different destination.

Audit records: Select this check box to record passenger inputs at this terminal for
the event log.
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—  PIN code: Select this check box to allow the use of an identification PIN code at this
terminal as an alternative to physical credentials.
Note: Use enroliment readers of type Dialog PIN card (enter) to enroll PIN codes for
use at Otis terminals.

— Time models: Select this check box to allow time models to restrict the times when
this terminal can be used.

—  Division (if and only if Divisions are licensed and used in your installation)

On the Floors tab of the Otis terminal properties page, the floors that you defined for Tier 2
(the DES/DER) are presented as a table of editable cells.

Note: The naming scheme defined for Tier 2 above should provide sufficient orientation. If not,
we recommend saving your work and returning to Tier 2 to complete the naming scheme.

1. Selectin turn each DET that you have just created in the device tree, and open the Floors
tab.

—  The Floors table appears

2. In the Front door column, select the check box of every floor that is to be reachable from
the current DET.

3. In the Front door publicly accessible column, select the check box of every front door
that is to be publicly accessible, that is, without explicit authorization.

4. (optional) In the Time model for front door column, select a time model to restrict public
access to the front door on that floor, if required. For example, the restaurant floor may
be accessible only at certain times of the day.

5. Redo the previous steps, if necessary, for the columns Rear door,

Rear door publicly accessible and Time model for rear door.

6. Click

il
Example:

The example below shows the floors for a 10 floor elevator group, with those floors and doors
reachable from the front elevator door in the lobby. Access to the restaurant floor, both front

(Save) to save the changes.

and rear elevator doors, is restricted by a time model.
OTIS terminal ~ Floors
Highest floor: ¥
Lowest floor: -2

Change floor range

Floor number | Name Front door Front door publicly accessible | Time model for front door |F‘.ear door |Rear door publicly accessible | Time model for rear door | Description
7 |vip v - - r Cx0 floor
& Restaurant v rd Mo_Fr_07-17 v v Mo_Fr_07-17 Public
5 Offices-4 v I I I Staff
4 Offices-3 v [ [ I Staff
3 Offices-2 |+ [ [ I Staff
2 Offices-1 v [ [ I Staff
1 Conference Iv I I I Invited visitors
Lobb: [ [ [ I
-1 Maintenance v [ [ I Restricted
-2 Servers v [ [ I Restricted
. . . . . . . .
20.2 Configuring customized fields for Otis-specific properties of

cardholders
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Introduction

This section describes how to create those custom fields where an operator can enter the
Otis-specific properties for a cardholder, in particular the cardholder's "home" or default
destination. This "home" must be defined by three coordinates:

1. Elevator group,

2.  Floor

3. Door

Note that when specifying a home floor for a cardholder in the access control system client,
an operator must enter data in the same order: elevator group, floor, door. For this reason the
three custom fields should be positioned in reading order, preferably top to bottom.

Click OK to confirm any popup reminders that you must create all three coordinates.

Define the 3 necessary custom fields, plus any special Otis options you require, to appear on
the Elevators tab of the access-control client interface.

For general information about configuring custom fields, see the ACE/AMS Configuration help
for Custom fields for personnel data.

Dialog path
Main menu >Configuration > Options > Custom fields

Procedure

On the Custom fields property page, select the Elevators tab.

First coordinate: Elevator group

1. Double-click in a cell on the tab and click Yes to create a new input field.
From the Field type list, select Otis DES selection.

In the Label field, enter Elevator Group

From the Display in list, select Tab:Elevators

ok wn

In the Position group, select a unique location on the Elevators tab, where this custom
field is to appear.

Second coordinate: Home floor

1. Click New field, to create a new custom fields
From the Field type list, select Home floor.

In the Label field, enter Home floor

From the Display in list, select Tab:Elevators

ok wn

In the Position group, select a unique location on the Elevators tab, where this custom
field is to appear. For ease of use by system operators, it should be below the previous
coordinate.

Third coordinate: Exit door

1. Click New field, to create a new custom fields
From the Field type list, select Exit door.

In the Label field, enter Exit door

From the Display in list, select Tab:Elevators

ok wn

In the Position group, select a unique location on the Elevators tab, where this custom
field is to appear. For ease of use by system operators, it should be below the previous
coordinate.

Special Otis options for cardholders
Introduction
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20.3

Eight Otis-specific binary options are provided in accordance with standard Otis functionality.

If defined as custom fields on the Elevators tab, they appear as check boxes on the

Elevator data tab of cardholders in the Persons dialog (Main menu > Personnel data >

Persons). They can then be selected and cleared by operators of the access control system.

Configure these options only as instructed by your Otis representative.

Procedure

1. Click New field, to create a new custom fields

2. From the Field type list, select Otis options.

3. In the Label field, enter your own label, for example 0tis flag 1 or according to Otis
documentation.

4. From the Display in list, select Tab:Elevators

5. From the Function type list, select one of the options from 0T1S option 1 to
OTIS option 8

6. In the Position group, select a unique location on the Elevators tab, where this check box
is to appear.

7

7. Click (Save) to save the changes.

Creating and configuring authorizations for Otis elevators

Introduction

This section describes how to include access rights for Otis elevator groups, floors and
elevator doors in an Authorization.

Authorizations are assigned directly to cardholders or, more commonly, combined with other
Authorizations into Access profiles, which are then assigned to cardholders.

Prerequisites
An Otis Compass system has been defined on a MAC in the device editor. It is complete with
an elevator group (represented by its DES) and floor+door pairs (represented by their DETs).

Dialog path
Main menu > System data > Authorizations

Procedure
1. In the Authorization name field, enter the name of an existing Authorization, or click

[;) (New) to create a new Authorization.
2. In the MAC list, select the name of the MAC upon which the Otis Compass system has
been created.
3. Click the Otis elevator tab
4. In the Otis elevators list, select the DES/DER for the elevator group that you wish to add
to the Authorization (Note that an Authorization can contain only one DES/DER).

—  The floors of the selected elevator group are displayed in the Floors pane.

5. In the Front door and Rear door columns of the Floors pane, select the doors on those
floors that are to be included in this Authorization.

—  Note that those floors and doors that were not selected for this elevator group,
when it was defined in the device editor, will be grayed out and not selectable in this
dialog.

6. Alternatively, click the buttons Assign all floors and Remove all floors to select or clear
all floors and doors at once.
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7. Click (Save) to save the Authorization.
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21.1

Configuring IDEMIA Universal BioBridge

This section describes the configuration of IDEMIA biometric devices to work with Bosch
access control systems through MorphoManager and BioBridge.

The subsections cover the configuration tasks necessary in the following areas:

— The Bosch access control system

- MorphoManager

The BioBridge enrollment client in MorphoManager

Adaptations for various card technologies and formats

Setting up BioBridge in the Bosch access control system

The following steps are performed in AMS to create the database that links IDEMIA biometric
devices to the Bosch access control system. The database maps the following database
entities to each other:

—  Person class (Bosch) and

—  User distribution group (IDEMIA).

Dialog path
—  AMS main menu > Configuration > Tools > Configuration IDEMIA database

1. Click Configuration IDEMIA database
The IDEMIA BioBridge Data Provider dialog appears.

i;g IDEMIA - BioBridge Data Provider - X
T O
@ BOSCH

Invented for life

Database instance IDEMIA database definition User distribution groups
or e

IDEMIA BioBridge Data Provider

nes!
BIS_ACE

ar name:

sa

Idemia Selection Person class

------

<IN <]

<]

Employee
External personnel

Visitor

User distribution group
Employee
External personnel

Visitor

Connect |

Delete database Assign user distribution groups

Synchronize database Use pictures of access control badges for image comparison

Exit

In the Database instance pane, enter the following information:

Server: The hostname or IP address of the computer where the ACS SQL Server database
instance is running. This may be the local hostname, if the SQL Server is running locally.
Database Instance: The instance of the AMS database (default ACE).

Username: The name of administrator account of the AMS database instance (default: sa)
Password: The password of the administrator account, as configured during the
installation of AMS

In the IDEMIA database definition pane
The first two fields are read-only:

Idemia database: the name of the database that joins Bosch and IDEMIA data.

Idemia username: the name of the database user in whose name the software executes
commands in the database.

Enter and confirm a strong password for Idemia username.
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2. Carefully note the password. It will be required in future configuration tasks, and cannot
be restored if lost.

3. Click Create database.
A message box will confirm if the creation was successful. Click OK

4. Click Connect to test the database connection.

5.  When tests are successfully completed, click Exit to close the dialog.

In the User distribution groups pane

User Distribution Groups are MorphoManager objects that map users (credential holders) to

groups of biometric readers or MorphoManager clients. We map them to the Person Classes

of Bosch access control systems.

1. Inthe Select column, select the check box of each AMS Person Class that your
installation uses.

2.  For each line you have selected, copy the name of that Person class to the corresponding
cell in the User distribution group column.

3.  When your mapping is complete, click Assign user distribution groups.

Providing ID photos for VisionPass face recognition
To allow IDEMIA readers to perform VisionPass face recognition using cardholders' ID photos
from the AMS database:
» Click Use pictures of access control badges for image comparison
The IDEMIA BioBridge Data Provider window confirms that synchronization is in
progress.
Note that, depending on the amount of image data involved, the transfer may take
considerable time.

21.2 Setting up BioBridge in MorphoManager

Prerequisites
MorphoManager is installed on a MorphoManager server in your network. See the
MorphoManager's own installation guide and online help.

Overview

To use the BioBridge interface between Bosch access control systems and Morphomanager,
you need to configure the following in MorphoManager:

- Wiegand Profiles

—  Biometric Device Profiles

—  Biometric Device

- User Policy

—  User Distribution Group

— BioBridge System Configuration

In addition, Open Database Connectivity (ODBC) must be set up for communication between
Morphomanager BioBridge and the database it shares with AMS .

All these configuration tasks are described in the following sections.

21.2.1 Wiegand Profiles
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Notice!
Despite the name, Wiegand Profiles apply to all reader types, including OSDP readers.

21.2.2

Wiegand Profiles define what information the biometric devices output via their Wiegand Out
interface, when they identify a user. This information goes to the Bosch access control system,
which uses it to make an access decision.

Procedure:

1. In MorphoManager navigate to Administration > Wiegand Profile.

2. Select one of the predefined Wiegand profiles or click Add to create a custom profile.
In general, all CSN profiles are suitable for use with Bosch access control systems, plus
the standard 26 bit profiles. If your installer has provided a profile for your system, click
Import to locate and import the file provided, and select it from the list.

| B MorphoManager [14.4.3.9] - [m] x

[SERERETENS &y User Managemen ® Biometric Edentificatic & Acress

- P
L =] kS g P
= Dperator pdd  Edt  Deete | Refresh | ¥ IOl Export
[ Key Poficy Hame -+ Description MA2G MASG MIDF
Automatically generated random 64 bt Interpreted
= Biometric Device
Profile CASI-RUSCO 40 bt 19 bt Facity [ 19 bt Badge R Rawe Raw
HID Corporate 1000 - 35 HID Corporate 1000 35-bt R Tnterpreted R
{7y Blometric Device HID Corporate 1000 - 48 HID Corparate 1000 43-1t. R Tnterpreted Ranv
J Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Ranw Interpreted Ry
ISOYIEC 14443 CSM 32 bit 32 bit Card Serial Nurnber Interpreted Interpreted Mot Supported
IS
£fl User Palicy ISOYIEC 14443 CSM 56 bt 56 bt Card Serial Humber Interpretad Intarpreted Mot Supparted
o ISOYIEC 144443 CSM 64 BE &4 bt Card Seril Humber Interpretad Intarpreted Mot Supparzad
“ Access Schadules
kastl 32 b Kastle 32 bit Rawr Tnterpreted Raw
5] User Distribution Mt 56 bit 54 bit User ID Tnterpreted Tnterpreted Raw
Group Miare CSN CSH Card of type mifare Tnterpreted Tnterpreted Mot Supported
| User Authentication MiareDesfrelSH This s a simple test Tnterpreted Interpreted Mot Supported
Mode OnGuard Wiegand 64 9 it facity, 48 bit card number, 8 bit Esue code Ranve Rawe Rany
5 Operator Role Standard 26 bit 8 bit Sitef16 bit User code Interpreted Interpreted Ranw
Standard 26 bit - HID PACS 8 bit Ste/16 bit PACS Interpreted Interpreted Raw
a Motifications
= clients
fc] Scheduled Reports
& card Template
[ card Encoding Log
@] eventiog
. v
Connected to httpsy//w10-Itsc-en:42100/  Logged in as A+ Site ID: CBOE-9C32-F933-46E6-8906-5B00-E5A2-6E10 & Log Out - Change Password

3. In the dialog, enter the information that your access control system requires from the
biometric devices.
4. Carefully note the name of the Wiegand profile that you select or create here. You must
reference it in the MorphoManager configurations of User Policy and
Biometric Device Profile.

Biometric Device Profile
The Biometric Device Profile defines common settings and parameters for one or more

biometric devices. When you add biometric devices to the system later in the Biometric
Device section of Administration, you apply a Biometric Device Profile to them.
The following procedure assumes that you are deploying biometric readers from IDEMIA with

additional card-reading technology.
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Procedure:

1. In MorphoManager navigate to Administration > Biometric Device Profile.

2. Click Add to create a new biometric device profile.

3. On the next screen, enter a name for the profile and a description (optional). If you do
not use the description field, we recommend a name that describes the type and the
identification modes (biometry and/or card) of the group of readers.

4. Click Next until you arrive at the Biometric Device Settings

—  Select the Wiegand profile that you created previously for your installation.

5. Click Next until you arrive at Multi-Factor Mode Settings

—  For Multi-Factor Mode: that is, a combination of biometric and access card reading
capability, select custom from the list.

—  For Contactless Smart Card Mode: select Device from the list.

9 MerphoManager [14.6.0.23]

f+ Home (S EELUEETERN | 3 User Management & Biometric Identification 8 AccessLogs 8l Reports

Adding Biometric Device Profile

Multi-Factor Mode Settings

—= Operator

Lli Key Policy Multi-Factor Mode: |Custom v

Contactiess Smart Card Mode: Device e

= Biometric Device .
[Erotie HMorpho 3D Face Multi-Factor Mode

ﬁj Biometric Device Mode: Esometric Only ~

2] Wiegand Profiles MA 100, HA J, MA 500, MA VP Multi-Factor Mode
o |

o Mode: Scomem: Only v
;h User Policy
A
W% Access Schedules HMA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, and MorphoWave Multi-Facto
F User Distribution Brometric: [} Mifare Classic: O
b iGrmyp Provirity Card: 0O
' i User Authentication Wisgand In: O Mifare DESFire AES: =
4 Mode
Keypad: O
-2, Operator Role
a Notifications
M clients h

6. Click Next until you arrive at the Access Control Mode Settings page.
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1 MorphoManager [14.4.3.9] — [m] X

i Home WSRIUNIEENS £t User Managemen % Biometric Identificatic # Access Logs @ Reports

Editing Biometric Device Profile
~
5 Operator Access Control Mode Settings
Ll} Key Policy Access Control Mode: Integrated ~
= Biometric Device
Profile
Panel Feedback Mode:
m Biometric Device Panel Feedback No Response Timeou|TSyz miliseconds)
| wiegand Profiles
1000 (in 10s of miliseconds)
S user Policy
N 25000 (in miliseconds - please refer to the
£ Access Schedules
User Distribution Duress Wiegand Mode: Revesed >
 Group Duress Wiegand Profie: Mifare CSN
w User Authentication
Mode
% Operator Role
‘ Notifications
™ Clients
() Scheduled Reports
«¢| card Template
[ card Encoding Log
@] Event Log « Back Next » | Finish @ | Cancel®
X v
Connected to https://w10-Itsc-en:42100/  Logged in as A« Site ID: C60E-9C32-F933-46E6-8906-5BDD-E5A2-6E10 & Log Out ' Change Password

At this point, the procedures for Wiegand and OSDP AMCs diverge. Follow the procedure that
corresponds to your AMC controller type:

For Wiegand AMCs

1. Set Access Control Mode to Tntegrated
2. Set Panel feedback Mode to L.ED In

3. Click Finish

For OSDP AMCs

1. Set Access Control Mode to Tntegrated

2. Set Panel feedback Mode to L.ED In

3. Click Next until you reach the Custom Parameters page

4. Click Add and add four custom parameters and set their values as follows:

Comm channels state.serial =1 (Enable communications channels)

- 0SDP.channel=1 (Enable OSDP)

- 0SDP.device serial address = <value> (Set <value>to the bus address of the

reader)

0SDP. secure connection=1 (Enable secure channel)

Click Finish

Start the separate MorphoBioToolBox (MBTB) program

On the Connection tab, set the IP address of the biometric reader

N oo
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{()) ipEMIA

File Options Help

Connection ~ Authorized IP Address I Ce icati Cnnfig_}- i IP ]

Terminal Type |Ma Sigma Family

Connection information

& TCP/IP \_ Serial Sr.No - 1830SMP0000203

Address type &/ 1P4 _/IP6 \_ Host Name

<
Ial.

Export

1. In the MorphoBioToolBox program, go to Network & Secure Communication > tab:
Communication Configuration

<( )) IDEMIA File Options Hel

Terminal Information | Authorized IP Address W& TTTE TR UL TEV DI Terminal security

[ e configurassI/TLs, | Mobile Network Configuration

o

172.18.0.161
20195MS50001431

=

192.168.1.11
Communication Configuration 20275ML0006018
IP Address Settings Wifi Access Point Serial Settings.
Link (@ Ethemet (Wil List [~ Type (e Half duplex (_ Full duplex
Version &P U IPve ssiD L 7 o e R P | 192.168.1.10
Mode (sttic (& DHCP BSSID |:| Data Bits |8 ~ 2026SML0002002
1P A o Do DT Encryption Type Nore = Stop Bits |1 e
NetworkRESRR 2 — i . Parity Bit|No party -
Gateway e Terminal ldentifer 0 | » ”
wost Name R ST
prfered DS
et ons
Write Read Write Read
.t. (e
: o /’;t' !
1. Make the following settings in the Serial Settings pane:
- Type: Half Duplex
— Baud Rate: 9600
- Data Bits: 8
-  Stop Bits: 1
- Parity Bit: No parity
—  Terminal identifier: 0.
2. If you change any of the values, click Write to send the changes to the device.
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21.2.3 Biometric Device(s)
The biometric devices test whether the biometric credentials that they read match records in
the database. They also keep a log of every usage event.

Procedure:

1. In MorphoManager navigate to Administration > Biometric Device.

2. Click Add to create a new Biometric Device.

3. Enter at least the essential details for the device:

—  (from the list) Hardware Family

—  Hostname\IP address

—  (from the list) the Biometric Device Profile that you have defined earler
4. Click Finish

1 MorphoManager [14.4.3.9] - O *

LA (5 Administratio fETEIES Managemen ® Biometric Identificatic ¥ Acces a5 ] Reports

-~
Operator Enter the details for this Biometric Device
)y Key Policy Name: MaSigmaMult
Descl :
= Biometric Device Tipton
Profile Location:
Asset ID:
7] Biometric Device
Export Value: | ]
Wiegand Profiles Time Zone: (UTC+01:00) Amsterdam, Berin, Bern, Rome, Stockholm, Vienna B4
-~ Hardware Family: MA Sigma, MA Sigma Lite, MA Sigma Lite +, MA Sigma Extreme, MA VP MD ~
4L User Policy
Serial Number:
1 Access Schedules Hostname\lP Address: :M»\smml ]
User Distribution Port: (o |
+ Group Biometric Device Profie: Express ~
B User Authentication Include in Time & Attendance Exports:
Mode Change User Onste / Offsite Status:
% Operator Role Onsite Key: No Key
Offsite Key: No Key
‘ Notifications
-__ Clents
(o) Scheduled Reports
& | Card Template
[z card Encoding Log
EJ Event Log « Back Next » Finish & Cancel @
A
Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D £ Log Out Change Password

The Biometric Device dialog now lists devices that are already configured:
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=) MorphoManager [14.4.3.9]

LTI (5 Administratiof

Items Biometric Device

3¢ User Managemen # Blometric Identificatic 8 Ac

“ aJI- I 4 v 4 C ] = G o a A
Operator Add Edt Delete  Refresh Synchronze Getlogs ViewSynclog SetDate/Tme Rebuid Reboot SetOffine  Show Al Fiter
i Key Policy Name » Description Location Biometric Dev... Synchronizati.. Status Tasks
MASigmaMulti Express £ Required Sy... @ 0nine
= Biometric Device -
Profile VisionPassMDPT Face Regocnition AC3 Default (Synchronized ({JOnine 1]
7] Biometric Device
Wiegand Profiles
o user policy
", Access Schedules
User Distribution
* Group
] User Authentication
Mode Detals  logs  QuevedTasks(4)  Failed Tasks (0) LT
R Oporabor Role MASigmaMulti
‘ Notifications Description:
Hardware Type: MA SIGMA Multi WR
™ Chents Serial Number: 20195M50001431
- Firmware version: 4.5.1
) Hostname\IP Address:  MASigmaMult: 11010
() Scheduled Reports PR 4 05000
Time Zone: (UTC+01:00) Amsterdam, Berin, Bern, Rome, Stockholm, Vienna
&) card Template SonModes.  Afouatc
N Synchronization Status:  Required Synchronization
(33 Card Encoding Log Seabii Oniine
@] Eventlog
v
Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password

21.2.4 User Policy
User polices are bundles of access rights that you assign to users who have the same access
requirements, that is, which biometric devices they are permitted to use in which modes and

at what times.

Procedure:
1. In MorphoManager navigate to Administration > User Policy
2. Click Add to create a new user policy.
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1 MorphoManager [14.4.3.9] - O *

LGS (5 Administratio

~
Operator Enter the details for this User Policy
J Keypoicy Name: !I |
Description:
= Biometric Device
Profile Access Mode: Al Biometric Devices and Clents
[ Biometric Device [T Alow MA 500 database selection during user enrolment N
Access Schedule: 24 hours, 7 days a week o
Wiegand Profiles Extended User Detais: [] Display extended user detais
;h user Policy Wiegand Profile: Standard 26 bit v
User Authentication Mode: Express b

% Access Schedules Show Photo Capture Page:

n User Distribution
: Group

B User Authentication
Mode

= Operator Role
‘ Notifications
™ Clients
(o) Scheduled Reports
& | Card Template
(3 card Encoding Log

@| Event Log

Back Next » Finish & Cancel Q
b

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
3. In the Adding User Policy dialog enter the following:
— A Name for the User Policy and (optionally) a description
—  The Access Mode per User

—  An Access Schedule governing the days and times when access is permitted

- The same Wiegand Profile that you defined and used for the Biometric Device Profile.

— A User Authentication Mode, depending on the ways in which the device users will use
the devices (by fingerprint, finger, face, cards etc.). See the MorphoManager User Manual
for details.

4. Click Finish

The default User Policy will have a User Authentication mode of (1: Many). To utilize other

authentication modes, create additional User Policies. Consult the MorphoManager User

Manual for more detail on all the various properties that can be assigned to a User Policy.

21.25 User Distribution Groups
User Distribution Groups map users to groups of biometric readers or MorphoManager clients.
Prerequisites:
Users in User Distribution Groups must have a User Policy where Access Mode is set to pPer
User.

Each User Distribution Group must be mapped to at least one Person Class in AMS . Therefore
create at least one User Distribution Group for each Person Class that you use.
Procedure:

1. In MorphoManager navigate to Administration > User Distribution Group.
2. Click Add to create a new User Distribution Group.
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1 MorphoManager [14.4.3.9] - O *

i Home - it User Managemen ¥ Biometric Identificatic B Acces: as a Reports

Adding User Distribution Group
~
Operator Enter details for this User Distribution Group
W Key policy Name: _m
Description

= Biometric Device
Profile

Cj' Biometric Device
Wiegand Profiles

4L User Policy
' Access Schedules

User Distribution
' Group

B User Authentication
Mode

= Operator Role
‘ Notifications
-__ Clients
(o) Scheduled Reports
& | Card Template
(8 card Encoding Log

O] Event Log

Back Next » Finish Cancel @

W

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
3. Click Next until you reach the page titled Select Biometric Devices.
4. Select the check boxes of those biometric devices that the persons of this User
Distribution Group are to use.
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1 MorphoManager [14.4.3.9] - O *

LB = administratio NS Managemen @ Biometric Identificatic B acces:

Adding User Distribution Group

-~

Operator Select Biometric Devices
W Key Policy o Select Al “k Clear Al 4 Fiter
= Biometric Device N Description Location Model
Profile MASIgmaMult MA SIGMA Multl WR
VisionPassMDPL Face Regocnition AC3 VisionPass

Cj' Biometric Device
Wiegand Profiles

4L User Policy

Access Schedules

User Distribution
' Group

B User Authentication
Mode

= Operator Role
‘ Notifications

-__ Clients

() Scheduled Reports
& | Card Template
[zE card Encoding Log

EJ Event Log < Back Next » Finish & Cancel Q

W

Connected to https.//127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9IA-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
5. Click Finish

21.2.6 Setting up ODBC for BioBridge
Introduction
Open Database Connectivity (ODBC ) is a prerequisite for use of MorphoManager BioBridge.
ODBC is a standardized programming interface for accessing different databases. The
recommended driver is 0dbCDriverl7SQ0LServer, which you can find on the BIS installation
media at
BIS\3rd Party\OdbCDriverl7SQLServer

Creating a Data Source

Creating a Data Source name (DSN ) for ODBC

1. Inthe Windows Control Panel select Administrative Tools.
2. Select ODBC Data Sources (64-bit) from the list.

3. Select the System DSN tab.
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=] ODBC Data Source Administrator (54-bit) X
User DSN  System DSN  File DSN  Drivers Tracing Connection Pooling  About

System Data Sources:

Name Platform  Driver Add...
Remove

Configure

An ODBC System data source stores irformation about how to connect to the indicated data provider
Ej; A System data source is visible to all users on this machine, including NT services

Cancel Aprly Help

4. Click Add to select a driver.
5. Select oDBC Driver 17 for SQL Server as the driver, and click Finish.

Create New Data Source X

Select a driver for which you want to set up a data source.

Name Version Comp

J o AT e 2017.174.02.01  Micro:
] SQL Server 10.00.17763.01  Micro

< Back Cancel

6. Enter the following details for the Data Source.

— Name: a name for the data source

—  Description (optional)

—  Server: the name of the computer where the AMS database is installed, and the name of
the database (default: <MyACS server>\ACE)

Microsoft 5L Server DSN Configuraticn x
This wizard will help you create an ODBC dala source that you can use to connect to
b= SQL Server
&
., What name doyou want to use to refer to the data source?
$OL Server

Rerme |

How do you want to describe the data source?

Description | |

Which SQL Server do you want to connect ta7?
Server: |VM-WZD1‘3-EN-EHT\BI5_ACE v |

Next > Cancel Help

7. Click Next >
A dialog appears to collect login information
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Microsoft SQL Server DSN Configuration

How should SQL Server verify the authenticity of the login ID7?
y:
)
il () With Integrated Windows authentication.
$OL Server

(0) With Azure Active Directory Integrated authertication

® With SQL Server authentication using a legin 1D and password entered
by the user.

o) With Azure Active Directory Password authentication using a login 1D
and password entered by the user.

o) With Azure Active Directory Interactive authentication using a login 1D
entered by the user.

Login \D:l |demia |

Eassword'|unu| |

< Back MNext > Cancel Help

8. Select With SQL Server authentication using a login ID...

9. Enter the following information:

— Login ID: The user name of the Idemia database user as configured in AMS . This is

always rdemia.

— Password: The password that was set for the Idemia database user, when it was

configured in AMS
10. Click Next >
11. In the next dialog, select the check boxes:

- Change the default database to: and select 7demia

— Use ANSI quoted identifiers

— Use ANSI nulls, paddings and warnings
—  Transparent Network IP Resolution

12. Set Application intent to READONLY
Microsoft SOL Server DSN Configuration

Change the default database to:

‘ Idemia

SOL Server Mimar server:

SPN for mimor server {Optional):
[ Attach databass filename:

Use ANSI quoted identifiers
| Use ANSI nulls, paddings and wamings.
| Application intent

READONLY
[ Multisubnet failover
[ Transparent Network IP Resolution
[ Column Encryption.

Enclave Attestation Info:

[J Use FMTONLY metadata discovery.

< Back Meat > Cancel Help

13. Click Next >
14. In the next dialog, select the check boxes

—  Use strong encryption for data
—  Perform translation for character data
—  Trust server certificate
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Microsoft SQL Server DSM Configuration

2
S server

[[1€hange the language of SGL Server system messages to:
(Default)

Use strong encryption for data.

Trust server certificate

Perform translation for character data

[ Use regional settings when outpuiting cumency. numbers, dates and times.

[ Save long running queries ta the log file
C:\Users\ADMINI~1'AppData*Local\Temp\QLER Browse

Long query time {miliseconds): 30000

[ Log ODBC driver statistics to the log file

C:\Users\ADMIN|~1'AppData‘Local  Temp\STATS Browse

< Back Cancel Help

15. Click Finish
16. In the next dialog, review the summary data

ODBC Microsoft SOL Server Setup *

Anew ODBC data source will be created with the following

configuration:

Microsoft SQL Server ODBC Driver Version 10.00.17763

Data Source Mame: ACEldemiaSQLServer
Data Source Description:

Server: VMW2016ENBISERT\BIS_ACE
Database: |demia

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: Mo

lUze Regional Settings: Mo

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use ANS] Quoted Identifiers: Yes

Use ANSI Mull, Paddings and Wamings: Yes
Data Encryption: No

Test Data Source... I 0K Cancel

17. Click Test Data Source... and ensure that the tests complete successfully
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SOL Server ODBC Data Source Test *

Test Results

Microsoft SQAL Server ODBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

18. Save all changes and exit the ODBC setup wizard.

21.2.7 BioBridge System Configuration

This section describe the remaining settings required for access control systems to use the
BioBridge interface.

Prerequisite
ODBC is set up for BioBridge. See Setting up ODBC for BioBridge, page 150

Procedure:
1. In MorphoManager navigate to Administration > System Configuration.
2. Select the BioBridge tab
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9 MarphoManager [14.4.3.9]

LILUCE (5 Administratio iR

Operator Tme & Attendance Communications Engine  System Functionallty System Management Gateways Comector Service B8N0t PrivacyMode MorphoTablet Password Rules Card Template Management  Finger Template Capture Optans  Display Options  MarphotWave  Duplication Contral
Iy Key Policy MorphoManager BioBridge Settings
= Biometric Device System: Hone. v Confiqure
Profile
Wiegand Profie:
(@) Biometiic pevice Grouping Mode:
Wiegand Profiies Enable Forced User Polcy: Enabled
~, Defaut
fL User Pol .
i o User Synchronization Start Time: 12:00 4M 5
Y Access Schedules User Synchronization End Time: 1 <
i User Dsbution Delay Between Each User Synchronization (> :
* Group Alow User Sync Whie User Cache Is Refreshing: Enabled
", :‘*‘d' Authentication User Cache Schedule: Sunday Monday Tuesday Wednesday || Thursday Friday Saturday
ode
% Operator Role 12:00 1:00 AM 2:00 AM 3:00 AM
. 4:00 AM 5:00 AM 6:00 AM 7:00 AM
@ rotncatons mooam (oo 1000 1o
™ Cents 12:00 1:00 PM 2:00 PM 3:00 PM
4:00PM [/ S:00PM [ &0OPM [ 7:00 PM
& Scheduled Reports 8:00PM |- 9:00 PM 10:00 11:00
& card Template User Distribution Group Mappings:
Access Grou| User Distribution Grou|
@ card Encoding Log . o
@] EventlLog
Q| Exception Log
2§ System Configuration
© save J Cancel
Connected to https://127.0.0.1:42100/  Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Qut Change Password

3. In the System drop-down list, select MorphoManager Universal BioBridge
4. Click Configure
A popup dialog appears.

MarphoManager Universal BieBridge Connection X

Please select the provider in the dropdown list below.
Provider: 0DBC v

(®) Use basic connection string
ODBC Data Source

Please enter the DSN name the ODBC data source you would
like to connect to:

DSN: |AcEIdemiasaLserver |

Logon details
Please enter the logon details for the ODBC data

Username: |/demia

Password: |"

(O Use advanced connection string

Connection string

Cancel
In the popup window
1. Inthe Provider drop-down list, select opBC
2. Enter the DSN (Data Source Name) from the ODBC setup.
3. Under Logon details, enter the username (Idemia) and password as defined in the ODBC
setup.
4. Click OK to return to the System Configuration dialog.
In the System Configuration dialog
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1. For Wiegand Profile: select from the list the Wiegand profile that you defined earlier.

Grouping mode:

This setting determines how MorphoManager should map MM Universal BioBridge users to

MorphoManager User Distribution Groups. Select one of the following:

—  Automatic: This mode will automatically match Access Level groups from MM Universal
BioBridge to MorphoManager User Distribution Groups, if they have the same naming
convention.

— Manual: If the Access Level groups of MM Universal BioBridge and the User Distribution
Group(s) of MorphoManager are not the same, then you can perform the mapping
manually in User Policy Mappings.

Other settings
In most cases the following settings can be left at their default values:

Enable Forced User When selected, all users that are enrolled in the BioBridge

Policy enrollment client will receive the User Policy that is selected from
the adjacent list.

If you select this check box, always use the User policy named per

User

User Synchronization | The user synchronization engine will only be permitted to run

Start Time and End between these two times.
Time
Delay between Each The time interval between user synchronizations.

User Synchronization |Increasing the delay will save system resources, but increase the
time for all the users to be updated.

Allow User Sync While | When enabled, the User Synchronization engine will run in parallel

User Cache Is to the User Cache Refresh. This is very taxing on system resources.

Refreshing It is recommended that you disable this setting when using large
databases.

User Cache Refresh The days and times when the user cache may be refreshed.

Schedule For the highest accuracy, this should be at all times, but for the

performance of systems with large databases, a compromise is
required.

User Distribution Group mappings
— In the mappings table, ensure that all Groups (Personnel classes defined in the ACS ) are
mapped to User Distribution groups (defined MorphoManager).
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21.3

21.3.1

21.3.2

) MorphoManager [14.43.9] - [m] X
# Home [EERUIEEIE S yser Managemen & ave 8
e |
Operator Gatears Bokrge Privacy Mode MorphoTeblet PasswordRues  Card Template Management  Finger Templote Capture Options  Display Options  Marpholave  Duphcation Cantrol
Y Key Policy MorphoManager BioBridge Settings
— Biometric Device System: Morhottenager rwersalScbrdoe | | Confiaure
Wiegand Profie / = Defat v
) Biometric Device Groups Mode: r— v
Wiegand Profies Enable Forced User Polcy: (] Enabled
Defatt
& User ol =
4 o User Synchronization Start Time: 12:00 AM |3+
\. Access Schedules User Synchronization End Time: 5ME
R User Dstrbution Delay Between Each User Synchronization ('
* Group Alow User Sync Whie User Cache Is Refreshing: Enabled
W, U5 Aucherication User Cache Scheduie: sunday Monday Tuesday  [] Wednesday [] Thursday Friday Saturday
ode
Operator Role 1200 A uooam 200 300 am
) Faoom sonm Bemam 270
@ totncations wooaw Hamam & 1ee0 B 1o

E 1200 (voaem [2:00em 4300 oM

= Clents
[ a:00 P 5:00 PM &0 PM - (2] 7:00 PM
(& Scheduled Reports 8:00PM [ 9:00 P 10:00 11:00
&1 Card Template User Distribution Group Mappings:
Gr
[ Card Encoding Log =
@) Eventlog

L]
Q| Exception Log

) System Configuration

© save | QCancel

Connected to https://127.0.0.1:42100/  Logged in as Administrator (System Administrator) Site 1D: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password

Configuring the BioBridge Enrollment Client

Introduction

A BioBridge enrollment client is a computer at which you can create biometric records for
users of the access control system. The setup of a BioBridge enrollment client has 3 parts:
— Adding an enrollment operator to MorphoManager

—  Configuring the MorphoManager client computers for enroliment tasks

—  Testing the enrollment client

Prerequisites
MorphoManager BioBridge is installed on every AMS workstation from which you perform
biometric enrollment for IDEMIA systems.

Adding an enrollment operator to Morpho Manager

Procedure
Follow the instructions in the MorphoManager client installation guide.
Note: for security reasons, Active Directory user accounts are recommended.

Configuring the MorphoManager client computers for enrollment tasks
Perform this procedure on each computer that you wish to use for biometric enrollment.

Procedure

1. Inthe MorphoManager installation directory (default: ¢: \Program, Files (x86) \Morpho
\MorphoManager\Client\ )
execute the file 1D1.ECP4.MorphoManager.AdvancedClientConfig.exe as
administrator

Bosch Security Systems
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Access Management System

¥4 MorphoManager advanced client configuration [14.4.3.9]

Server connection

Server connection type: Manually specified ~
Hostname: Morha sarver| Port: |42100 ‘
42100
Certificate binding: Automatic bl

None

Automatic login

Enable automatic login

Username: EnrollUser

Apply changes Revert changes Close

w

Enter the Hostname of the Morpho server under Hostname

Under Automatic login
Select the check box Enable Automatic login

Enter the username and password that you entered for the enroliment operator in the

previous section

In the MorphoManager installation directory (default: C:\Program Files (x86) \Morpho

\MorphoManager\Client\ )

execute the file Start IDI1.ECP4.MorphoManager.Client.exe as Administrator

Navigate to Administration > Clients
Select a client computer
Click Edit
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1 MorphoManager [14.4.3.9] = O X

E-l Administration %y User Management #* Biometric Identification M Access Logs a Reports

L)

ZZ  Operator Enter the details for this client

Mame:

Description: | |

L{; Key Policy

Biometric Device .
Profile Location: | |

ﬁj Biometric Device
j Wiegand Profiles
"~
ef) User Policy
3 Access Schedules

n User Distribution
1 Group

' User Authentication
“4 Mode

= Operator Role
‘ Notifications
™ Clients

) Scheduled Report:
(C] u eparts " Back Mext P Finish (& Cancel @

L P E re

Connected to https://vmw10enltsc- copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATDE-AZAD-14A0-CA2D 2 Log Out > Change Password

5. Enter the name of the intended enrollment client, and optionally the location and a
description
6. Click Next

Bosch Security Systems Software manual 2021-12 | 4.0.0.1 |



160 en | Configuring IDEMIA Universal BioBridge Access Management System

1 MorphoManager [14.4.2.9] — O *

E Administration &y User Management & Biometric Identification B Access Logs Reporis

~
& Operator Select the tabs displayed on this Client
. . Tab Mame
L]ﬂ Key Policy
Administration
= Biometric Device User Management
Profile
Reports
ﬁj Biometric Device Access Logs
Onsite [Offsite O
— ] Wiegand Profiles Biometric Identification
~
£4l User Policy
( \" Access Schedules
n User Distribution
i Group
- User Authentication
“4 Mode
% Operator Role
a Notifications
[ 1w 3 d}, Changing the visibility of tabs requires a logout/restart of MorphoManager
Ty Clients
) Scheduled Reports -
© po 1) Back Next » Finish (&) Cancel
I r= . L &

Connected to https://vmw10enltsc- copy:42100/ Logged in as Administrator (Sy:  Site 1D 1C33-32E8-2C9A-48EF-ATD6-AZAD-1440-CAZD ) Log Out > Change Password
7. Select the check boxes of the tabs that you want to display on the enroliment client:
—  Administration,
- User Management,
- Reports,
—  Access Logs,
—  Biometric Identification
8. Click Next
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5} MorphoManager [14.4.3.9]

5 Administration %y User Management & Biometric Identification M Access Logs a Reports

el
=5 Operator Configure Camera for this client

ij Key Policy Camera: No Camera w

== Biometric Device
Profile

ﬁj Biometric Device
| Wiegand Profiles
i~
£fl User Policy
) Access Schedules

User Distribution
Group

' User Authentication
“4 Mode

% Operator Role
a Notifications
M gients

(z) Scheduled Reports -
@ po ) Back Next b Finish (@ Cancel

I Cmnd T L

Connected to https:/vmwl0enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATD6-AZAD-14A0-CAZD 5 Log Out > Change Password

9. For Camera: select No camera from the list
10. Click Next
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15 U

1 MorphoManager [14.4.3.9] — O *

E-l Administration %y User Management & Biometric Identification B Access Logs a Reports

-~

5 Operator Configure key policy for this client

M Key Policy Key Policy: Default ~

Biometric Device
Profile

([J iometric Device
| Wiegand Profiles
"~
ef) User Policy
3 Access Schedules

n User Distribution
i Group

- User Authentication
“4 Mode

% Operator Role

‘ Notifications
M gients

(+) Scheduled Report:
(C] u eports ) Back Next M Finish (2 Cancel )

b

I P r—e

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Sy  Site ID: 1C33-52E8-2C9A-48EF- ATDE-A2AD-14A0-CA2D % Log Out . Change Password

11. For Key Policy select Default from the list
12. Click Next
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) MorphoManager [14.4.3.9] — m} *

5 Administration %y User Management ometric Identification

A
&= Operator Enrollment Devices
. 3D Face Enrollment
Key Poli
L]-‘ v v Morpho 3D Face enrollment: MNone ~
= Biometric Device Morpho 3D Face enrolment biometric device: Search
Profile
Contact Enrollment
ﬁj Biometric Device ) . .
Morpho Finger biometric enrollment: Selected MorphoAccess ~
Wiegand Profiles Morpho Finger enrollment MorphoAccess: |MASigmaMth’ Search

Contactless Enrollment

|
~
ef) User Policy
Morpho Contactless Finger biometric enrollment: Any MorphoWave Desktop (USE) ~
& Access Schedules Morpho Contactless Finger enrollment MorphoAccess: | Search
“ User Distribution 5G Face Enrollment
i Group Morpho face biometric enrolment: Selected MorphoAccess ~
' ‘ User Authentication Morpho face enrollment MorphoAccess: VisionPassMDPL Search
“4 Mode

Smartcard Encoding
% Operator Role

Morpho Smartcard encoding: None ~
‘ Notifications Morpho Smartcard encoding PC/SC device:
: Morpho Smartcard encoding MorphoAccess: | Search
™ Ciients
() Scheduled Reports .
C] e 4) Back Next b Finish (&) Cancel

= e r—e

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-4BEF-ATDE-AZAD-14A0-CAZD £ Log Out . Change Password
13. Select the biometric enrollment reader that you want to use on the enrollment
workstation
14. Click Finish
15. Close the MorphoManager application

Refer to
—  Configuring the BioBridge Enrollment Client, page 157

21.3.3 Testing the enroliment client
1. In the MorphoManager installation directory (default: ¢:\ Program, Files (x86) \Morpho
\MorphoManager\Client\ )
execute the file I1D1.ECP4.MorphoManager.BioBridgeEnrollmentClient.exe
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214

9 MorphoManager BioBridge Client [14.4.3.9] - m] X
User Management Sl ers matched the filter criteria (0 total users)
Enroll Edit Encode Card " Delete Encoding {_ Fiter 9 Refresh
Tag ID Search
Tag ID First Name Middle Mame Last Name Groups Enrollments Disabled

- =

Dietails Logs Biometrics Hide Details

= =

Connected to https:/Awmw10enitsc-copy:42100/ Logged in as EnrollUser (ACE At Site ID: 1C33-52E8-2C9A-48EF-ATDE-A2A0-14A0-CA2D & Log out - Change Password

1. Make sure that you can invoke the enroliment screen without having to enter the
username and password of the enrollment operator.

Supporting different card technologies and formats

In order for the MAC to interpret your access cards correctly, you must ensure that the
Wiegand profile (or profiles) that you have defined in MorphoManager include the format (or
formats) of those access cards:

General procedure

1. In MorphoManager navigate to Administration > Wiegand Profile

2. Click Add to create a custom Wiegand profile

3. In the related dialogs, enter the formatting information and the card technology that your
system uses

4. In order to use your newly-defined Wiegand profile in the system, enter its name in the
Wiegand Profile field of the following MorphoManager dialogs:

— Administration > Biometric Device profile

— Administration > User policy

Mifare Classic CSN

1. Add Wiegand Element User CSN Element and enter the following details

— Name: csn (for example)

- Length 32

—  Transformation mode: Reversed

2.  Under Administration > Biometric Device profile, on the Multi-Factor Mode Settings
page, select the check box MIFARE Classic
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Mifare DESFire CSN
The configuration is identical to Mifare Classic except for the following details:

Length: 56

Add Wiegand Element User CSN Element

—  Enter a name under Name:

—  For Length enter 56

—  For Transformation mode: enter Reversed

Under Administration > Biometric Device profile, on the Multi-Factor Mode Settings
page, select the check box Mifare DESFire 3DES

iClass 26 BIT

1.

Select the predefined profile standard 26 bit-HID PACS

2] MorphoManager [14.4.3.9] — O ®

i Home

3y User Managemen ¥ Biometric Identificatic ' Access

&5 Administratiof

.  J - T 4 v
Operator Add Edt Dekte Refresh ¥ IMPot kl Export
1 Key Policy Name - Description MA2G MASG M3DF
Automatically generated random 64 bit Interpreted Interpreted Raw
= Biometric Device ~
Profi CASI-RUSCO 40 bit 19 bit Fadiity / 19 bit Badge Raw Raw Raw
HID Corporate 1000 - 35 HID Corporate 1000 35-bit Raw Interpreted Raw
@ siometric Device HID Corporate 1000 - 48 HID Corporate 1000 48-bit Raw Interpreted Raw
Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Raw Interpreted Raw
— ISO/IEC 14443 CSN 32 bit 32 bit Card Serial Number Interpreted Interpreted Not Supported
i User Policy ISO/IEC 14443 CSN 56 bit 56 bit Card Serial Number Interpreted Interpreted Mot Supported
A A Schedules ISO/IEC 14443 CSN 64 Bit 64 bit Card Serial Number Interpreted Interpreted Not Supported
ccess Schedul
Kastle 32 bit Kastle 32 bit Raw Interpreted Raw
“ User Distribution Matrix 56 bit 54 bit User ID Interpreted Interpreted Raw
i Group Mifare csn Interpreted Interpreted Not Supported
™ User Authentication MifareDesfireCSN Interpreted Interpreted Not Supported
Mode OnGuard Wiegand 64 8 bit fadiity, 48 bit card number, 8 bit Esue code Raw Raw Raw
Standard 26 bt 8 bit Site/16 bit User code Interpreted Interpreted Raw

% Operator Role
‘ Notifications
™ clients

() Scheduled Reports
&.| card Template
(& Card Encoding Log

@) Eventlog

v

Standard 26 bit - HID PACS

8 bit Site/16 bit PACS

Interpreted

Interpreted

Connected to https.//127.0.0.1:42100/

Logged in as Adn

Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out

Change Password

2.
3.

Click Edit
Click Next
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7 MorphoManager [14.4.3.9] - a *

i Home [REEENINEENS it User Managemen @ Biometric Identificatic ® Access Logs @ Reports

Editing Wiegand profics -
~
Operator Add Wiegand profile elements

wiegand Elements

& X -
Add Edt Delete | Move Up Move Down

W Key Policy
= Biometric Device
Profile

Name
] Biometric Device

Partty Bt 1 Even priority 1, Derived from bits 1,2,3,4,5,6,7,8,9,10,1.
| | Wiegand Profiies Fixed Site Code 8 18 Value i 232
HID iClass/L.. User ID 16 9-24
i <{l User Policy Parity Partty Bt 2 1 25 Qdd priority 2, Derived from bits 13,14,15,16,17,18,19,...

", Access Schedules

User Distribution
* Group

B User Authentication
Mode

Operator Role
‘ Notifications
™ clients

(0 Scheduled Reports

& | Card Template

) MA2G Mode: Interpreted MASG Mode: Interpreted M3DF Mode: Raw
(a3 card Encoding Log

@] Event Log « Back Next Finish @ Cancel @

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
Click Edit

Delete the line Fixed Facility Code

Select the line HID iClass SEP User ID

Click Edit

Change the length of the User ID from 1..16to 1..24

Under Administration > Biometric Device profile, on the Biometric Device Settings page,
for Wiegand Profile select Standard 26 BIT-HID-PACS

10. Under Administration > Biometric Device profile, on the Multi-Factor Mode Settings
page, select the check box HID iClass

© o N o

11. Click Next until you reach the page Custom Parameters

12. Click Add

13. Add custom parameter (case-sensitive) Wiegand.site_code_propagation
14. Setits value to 1

15. Click Finish.

16. Enter this completed Wiegand profile under Administration > User policy

iClass 35 BIT
Select the predefined profile HID Corporate 1000 35 BIT
Click Edit
Click Next
Select and delete the element line Fixed Company ID
Select and delete the element line User Card ID Number
Add the element line HID iClass/iClass SE PACS Data and in its element details, set
the following:
- Name: Card ID Number
- Length: 32
— Under Administration > Biometric Device profile, on the Multi-Factor Mode Settings
page, select the check box HID iClass
—  Click Next until you reach the page Custom Parameters
- Click Add
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— Add custom parameter (case-sensitive) Wiegand.site_code_propagation

- Setitsvalueto 1

—  Click Finish.

—  Enter this completed Wiegand profile under Administration > User policy

iClass 37 BIT

- Length 37

1. Add element Parity:

— Name: (for example) EvenParityBit 1

—  Priority: 1

- Length: 18

- Mode: Even

- Basis bits: 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18

2. Addelement User HID iClass/iClass

— Name: (for example): parity Bits 2

—  Priority: 2

- Length: 19

- Mode: odd

- Basis bits: 19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37

— Under Administration > Biometric Device profile, on the Multi-Factor Mode Settings
page, select the check box HID iClass

—  Click Next until you reach the page Custom Parameters

- Click Add

—  Add custom parameter (case-sensitive) Wiegand.site_code_propagation

- Setitsvalue to 1

—  Click Finish.

—  Enter this completed Wiegand profile under Administration > User policy

iClass 48BIT

Select the predefined profile HID Corporate 1000 48 BIT
Click Edit

Click Next

Select and delete the element line Fixed Company ID
Select and delete the element line User Card ID Number

© ks wbdH

Add the element line HID iClass/iClass SE PACS Data and in its element details, set

the following:

- Name: User

- Length: 45

7. Under Administration > Biometric Device profile, on the Multi-Factor Mode Settings
page, select the check box HID iClass

8. Click Next until you reach the page Custom Parameters

9. Click Add

10. Add custom parameter (case-sensitive) Wiegand.site code propagation

- Setitsvalueto 1

11. Click Finish.

12. Enter this completed Wiegand profile under Administration > User policy
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HID Prox

1. Select the predefined profile standard 26 BIT

2. Click Edit

3. Click Next

4. Delete the line Fixed Facility Code

5. Click Edit

6. Change the length of the User ID from 1..16to 1..24

7. Under Administration > Biometric Device profile, on the Biometric Device Settings page,

for Wiegand Profile select standard 26 BIT

8. Under Administration > Biometric Device profile, on the Multi-Factor Mode Settings
page, select the check boxes:

-  Biometry

-  Proximity card

9. Click Next until you reach the page Custom Parameters

10. Click Add

11. Add custom parameter (case-sensitive) Wiegand.site code propagation

- Setitsvalueto 1

12. Click Finish.

13. Enter this completed Wiegand profile under Administration > User policy

21.5 Identification modes at biometric devices

Introduction

Biometric readers can identify credential holders in different ways, known as identification

modes.

- By Card OR Biometry, depending on what the credential holder presents to the reader

— By Card AND Biometry, that is the user must verify through biometric credentials that
they are the true owners of the card.

- By Biometry only

This section describes how to set configure these modes in MorphoManager.

Dialog path
In MorphoManager Administration tab

21.5.1 Card OR Biometry
Make the following settings if users are to identify themselves EITHER by card OR by biometric
credentials.
1. In MorphoManager, go to Administration > Biometric Device Profile
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F MorpheManager [14.4.3.9]

& Home [IENTINTEGERS 5t User Managemen & Blometric Identificatic

Adding Biometric Device Profile
~
Operator Enter details for the Biometric Device Profile
: ardOrBoMifareCiassicCSN_0S0P 1
J Key Policy Name: &
Desc L ! ion:

‘Configuration Mode:

Log Retrieval Enabled:

Set Time/ Log retrieval interval:
Wiegand Profies Dupicate check on biometrics:

— Biometric Device
Profile

m Biometric Device

(seconds)

(Does not apply to Morpho 3D Face or MorphoTablet.
Only appicable to new user adds or rebuid operations)

l“ﬂ User Policy

MorphoAccess heartbeat intervat: 30 % (seconds)
" Access Schedules Key Policy: Def =
n gﬂ,‘,’m"b"tm MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, and MorphoWave Compact Settings
Alow Remote Enrolment: O
| User Authentication
Mode Defaukt User Policy for Remote Enrolr Befsult

Operator Role
@ votifications
™ Clents
(o) Scheduled Reports
& card Template
[ Card Encoding Log

O] Eventlog Back Next » Finish & Cancel O

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
2. Click Next until you reach the page titled Biometric Device Settings

7 MorphoManager [14.4.3.9] - a *
#t Home [IEENIISENS 3t User Managemen @ Biometric Identificatic B Ac as @ Reports
~
Operator Biometric Device Settings
[y Key Policy General Settings
i : Mifar
— Blomeiric Devk Wiegand Profie: ecsn ~
Profile Language: Engleh ~
] Biometric Device Realtime logging enabled: a
Wiegand Profiles Biometric Threshold Settings
4 user policy Biometric Threshold: Recommended e
Universal Fast
" Access Schedules
3
P User Distribution e

“ Group
User Authentication
B Mode It is recommended the mode set in User Polcy for enrolment should be the same mode or a more
‘-'!‘ restrictive mode than the mode set in Biometric Device Profile. Using a less restrictive mode in User
% Operator Role
‘ Motifications
= Clients
() Scheduled Reports
& | card Template

[z card Encoding Log

O] Event Log Back Next Finish & Cancel @

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
3. For Wiegand Profile, select the same profile that you defined for your biometric devices
when setting up BioBridge.
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2] MorphoManager [14.4.3.9] — [m] x

A Home 5 Administratio g TTE Managemen @ Biometric Identificatic B Acces as a Reports

Adding Biometric Device Profile

A
Operator Multi-Factor Mode Settings

[ Key Policy Multi-Factor Mode: Custom ~
e Contactiess Smart Card Mode: Device =
Profike Morpho 3D Face Multi-Factor Mode

a Biometric Device Mode: Biometric Cnly bl
MA 100, MA 1, MA 500, MA VP Multi-Factor Mode
Wiegand Profiles Mode: Biometric Only ~

,‘ﬂ User Policy

\  Access Schedules MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, and Mor
R Biometric: Mffare Classic:
“ User Distribution
! Group Proximity Card: O Mfare DESFre 3DES: O
User Authentication Wiegand In: O Mfare DESFire AES: O
B ode Keypad: ]

Operator Role
@ notifications
= Clents
() Scheduled Reports
& | card Template
[id card Encoding Log

O] EventLog « Back Next » Finish & Cancel @

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
4. Select the Biometric check box, plus the check box of the card technology that your
installation uses.

5. Click Next until you reach the Custom Parameters screen

1 MorphoManager [14.4.3.9] - [m] *

~

Operator

1 Key Policy Custom Parameters

== Biometric Device
Profile

7] Biometric Device

uce.per_user_rules

Wiegand Profies ucc.user_record_reference 0
fL User Policy
}  Access Schedules

n User Distribution
4 Group

- User Authentication
Mode

Operator Role
‘ Notifications

= Clents

- Scheduled Reports
‘) e tene /g, The parameters on this page are not valdated and sent diectly to 3 MA Sigma, MA Sigma Lite, MA Sigma Lte=, MA Sgma Extreme, MA VP MD, VisonPass,
%] card Template §.= and Morphowave devices assigned this Biometric Device Profiie, as is.
)

[i card Encoding Log

©| Eventlog « Back Next Finish © Cancel O

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
6. Click Add to add two custom parameters.

Note: If these two parameters are set, the reader sends the card data directly to the AMC.
The user does need not be enrolled on the IDEMIA reader.

— ucc.per user rules

= ucc.user record reference

7. Click Finish
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Assign this user policy to the users

1. In MorphoManager, go to Administration > User Policy

2. Set the following attributes for User Authentication Mode:
—  Enable Allow Start By Biometric

— Enable Allow Start By Contactless Card

— Disable Require Template Match

3. Click Finish

21.5.2 Card AND Biometry
Make the following settings if users must use a card AND biometric credentials, to verify that
they are the owners of the card.
1. In MorphoManager, go to Administration > Biometric Device Profile
2. Click Next until you reach the page titled Biometric Device Settings
3. For Wiegand Profile, select the same profile that you defined for your biometric devices
when setting up BioBridge.
4. Click Next until you reach the page titled Multi-Factor Mode Settings
Select the check box of the card technology that your installation uses.
6. Click Finish

o

Assign this user policy to the users

1. In MorphoManager, go to Administration > User Policy

2. For User Authentication Mode select Contactless Card ID + Biometric from the
list.

3. Click Finish.

21.5.3 Biometry only
Make the following settings if users are to identify themselves by biometric credentials only.
1. In MorphoManager, go to Administration > Biometric Device Profile
2. Click Next until you reach the page titled Biometric Device Settings
3. For Wiegand Profile, select the same profile that you defined for your biometric devices
when setting up BioBridge
4. Click Next until you reach the page titled Multi-Factor Mode Settings
For Multi-Factor Mode select Biometry only from the list
6. Click Finish

o

Assign this user policy to the users

1. In MorphoManager, go to Administration > User Policy

2. For User Authentication Mode select Biometric (1:many) from the list.
3. Click Finish.

21.6 Technical notes and limits

Officially supported windows operating systems
IDEMIA supports the same Windows 10 versions as AMS .

Officially supported version of Microsoft SQL Server
The support version is SQL Server 2017
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One IDEMIA system per Access System
A Bosch access control system can support only one IDEMIA system.

One IDEMIA card per cardholder.

Bosch access control systems support multiple cards per cardholder, but IDEMIA supports
only one. Therefore, upon enrollment, and when synchronizing with BIS, the first valid card
(that is, where status=1) of type “Access”, “Temporary” or “Parking” is assigned to IDEMIA. If
the card is later blocked, its number is still transmitted and recorded in the event log.

Maximum number of IDEMIA cardholders
The BioBridge MorphoManager can handle up to 100,000 cardholders.

Maximum number of access groups
IDEMIA supports up to 5000 access groups (user distribution groups). These are mapped to
Person classes in the Bosch access control system.

Performance of templates download
— 1000 templates to 1 device: Download takes under 1 minute.
- 1000 templates to 100 devices: Download in some minutes.

IDEMIA does not support Divisions

Where an IDEMIA system is integrated, an AMS system is not able to screen the cardholders of
one Division reliably from the access control operators of another Division. If absolute privacy
is mandatory between Divisions, do not integrate an IDEMIA system.

Virtual Cards / Access by PIN code alone.
IDEMIA does not support access by PIN code alone. A physical card is required.

IDEMIA duress-finger functionality
The IDEMIA duress finger functionality is currently not supported by AMC controllers.

Minimum set of identification criteria.

Enrollment in the IDEMIA system requires at least the following identification criteria:
—  First name,

- Last name,

—  Person class

—  One physical card assigned to the cardholder.

States displayed on the readers
No reader state (e.g. device blocked) is displayed on Wiegand and OSDP readers.

Backup and Restore
Before restoring a backup of a Backup of an AMS system with IDEMIA, delete and recreate the
IDEMIA database using the IDEMIA DataBridge provider tool.
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Achieving EN 60839

Introduction

EN 60839 is a family of European international standards for the hardware and software of the
following:

alarm and electronic security systems
electronic access control systems

To ensure compliance of your access control system with this standard, parts of the
configuration may need to be adapted. The following list contains the most important parts.
For a complete list, please consult the standard as adopted in your own country.

Requirements to use AMS 4.0 as an EN 60839 certified system, grade 2

The system meets the requirements for Global anti-passback in terms of using one zone
per MAC.

The different useable times zones of the AMS system depends on the numbers of MACs.
A separate time zone can be used for each MAC.

The wiring of door contacts must not prevent the door’s opening for an emergency
evacuation triggered by a fire- or intrusion-prevention system.

Only OSDP readers use encryption on the RS485 interface.

Access to the configuration mode must be strictly controlled. This can be achieved, for
instance, by locating the computers in secured areas, and by timeouts on login sessions,
particularly timeouts for inactivity at application and operating system level.

Network and electric cabling must be laid in a secure area or encased in pipes.

Only the card readers may be mounted in non-secured areas; all other devices must be in
secured areas.

The minimum length of verification PINs for biometric or physical credentials must be set
to at least 4.

The minimum length of identification PINs must be set to at least 8.

The main server computer, connection servers, MAC servers and clients must be
synchronized with a network time server.

Power monitoring must be enabled on local access controllers (e.g. AMCs).

Offline functioning of local access controllers (e.g. AMCs) is only permitted during
network failures. For example, the AMC parameter Host timeout must not be set to 0.

Rules for password strength

The minimum length of the password must be at least 5 characters.
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23

Defining access authorizations and profiles

23.1 Creating access authorizations
Dialog path
Main menu > System data > Authorizations
Procedure
1. Clear the input fields by clicking the New [2,) in the toolbar.
Alternatively, click Copy D to create a new authorization based on an existing one.
2. Enter a unique name for the authorization
3. (Optional) Enter a description
4. (Optional) Select a time model to govern this authorization
5. (Optional) choose an Inactivity limit from the list.
This is a timed period of between 14 and 365 days. If an assignee of this authorization
fails to use it within the defined period, then he will lose it. Each time the assignee uses
the authorization, the timer restarts from zero.
6. (Mandatory) Assign at least one Entrance.
The existing entrances are listed on different tabs, depending on their door models.
(Generic) Entrance, Time management, Elevator, Parking lot, Arming Intrusion
detection.
Select individual entrances from the lists on the various tabs, as described below.
Alternatively, use the Assign all and Remove all buttons on each tab.
— on the Entrance tab select an entrance by selecting one or both check boxes for In
or Out
- on the Time management tab (for time and attendance readers) select one or both
check boxes for In or Out
— on the Elevator tab select the various floors
— on the Parking lot tab by selecting a parking-lot and a parking zone
— on the Arming Intrusion detection tab by selecting Armed or Disarmed.
7. Select the appropriate MAC from the list
8. Click save to save the authorization.
Notice!
Subsequent changes to authorizations will affect existing assignees, unless the governing
profile is locked.
Example: If an Inactivity limit of 60 days is reduced to 14 days, then the authorization will be
lost to all persons who have not used that authorization in the past 14 days.
Exception: If an authorization is part of an access profile that is locked to an Employee 1D
(Person type), then persons of that type are not affected by inactivity limits on the
authorization. Profile locks can be set with the following check box.
Main menu > System data > Person Types > table: Predefined Employee IDs > check box:
Profile locked
23.2 Creating access profiles

Note: Using access profiles to bundle authorizations
For consistency and convenience, access authorizations are not assigned singly, but typically
bundled into Access profiles and assigned as such.

2021-1214.0.0.1 |

Software manual Bosch Security Systems



Access Management System Defining access authorizations and profiles | en 175

—  Main menu: > System data > Access profiles

Prerequisites
Access Authorizations have already been defined in the system.

Procedure
1. Clear the input fields by clicking New Ijgf) in the toolbar.

Alternatively, click Copy D to create a new profile based on an existing one.

Enter a unique name for the profile

(Optional) Enter a description

(Optional) Select the check box Visitor profile to limit this profile to visitors

(Optional) Set a value for Standard duration of validity.

— If novalue is set, then the profile will remain assigned indefinitely.

— If avalue is set, then it will be used to calculate the expiry date of any later
assignment of the profile.

6. (Mandatory) Assign at least one Authorization:
Authorizations that are available for assignment are listed on the right.
Authorizations that are already assigned are listed on the left.
Select items and then click the buttons between the lists to move items from one list to
the other.

ok wbd

i . .
- ;‘ assigns the selected item.

- il unassigns the selected item.

[

7. Click save to save the profile.
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24 Creating and managing personnel data

Dialog path
Main menu > Personnel data > <sub-dialogs>

Overall Procedure

1. In the Persons sub-dialog enter the person’s ID data.

2. In the Cards sub-dialog:
— assign access profiles or individual access authorizations.
— assign a time model, if required.
- assign the card.

3. Inthe PIN-Code sub-dialog: assign a PIN-Code, if required.

4. In the Print Badges sub-dialog, print the card.

For Visitors, proceed as follows:

—  Enter the personal data in the Visitors dialog of the Visitors menu and assign an escort
(attendant), if required.

Notice!

ID cards and access authorizations do not have to be assigned at the same time. It is
therefore possible to assign ID cards to persons without assigning access authorizations or
vice versa. However, all access is denied to these persons in both cases.

The process of scanning cards.

When cards are scanned at readers, the reader carries out a number of checks:

— Is the card valid and registered on the system?

— Is the cardholder currently blocked (disabled in the system)?

— Does the card holder have the access authorization for entering in this direction?

- Is the access authorization an area-time authorization? If so, is the scanning time within
the periods set by the time model?

— Is the access authorization active, i.e. neither expired nor blocked (disabled)?

— Is the cardholder subject to a time model? If so, is the scanning time within the defined
intervals?
Prerequisite: Time model checks must be enabled at the reader concerned.

— Is the cardholder in the correct location according to Access sequence monitoring ?
Prerequisite: Access sequence monitoring is enabled at the reader concerned.

—  Has a maximum number of persons been defined for the destination area of this reader,
and has this number already been reached?

— In the case of Access sequence monitoring, including anti-passback : Is this card being
scanned at a reader before the blocking time set by anti-passback has elapsed?

— Is an additional PIN code required? Prerequisite: the reader has a keyboard.

— If athreat level is in operation, does the Person security profile of the cardholder have a
security level that is at least equal to the security level of the reader at this threat level?

24.1 Persons

The following table lists the data that is displayed by default in the Persons dialogs. The
dialogs are highly customizable. See section Custom fields for personnel data.

Nearly all fields are optional. Mandatory fields are clearly marked with underlined labels in the
user interface.

Tab Field name

Dialog header Name
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First name

Birth name (called maiden name in some cultures)

Personnel no.

Date of birth

Employee ID (also known as Person type)

Gender

Company

Title

ID card no.

Car license no.

Address Zip code (called postal code in some cultures)

Street, no.

Country, state

Nationality

Contact Phone other

Company phone

Company fax

Mobile phone

Phone

E-Mail

Web page address

Additional Person Data Patronymic (an additional name used in many cultures)

Birthplace

Marital status

Official identity card

Identity card no.

Valid until

Height

Additional Company Data |Department

Location

Cost center

Job title

Attendant (Escort)

Reason for visit
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24.1.1

Remarks

Remarks (Provides a free-form text field for notes and remarks about the
person.

Extra Info 10 user-definable fields

Signature Capture, re-record and delete signatures

Fingerprints Capture, re-record, delete, and test fingerprints as biometric
credentials.
Designate certain fingerprints to signal duress.

Refer to
- Custom Fields for personnel data, page 119

Card control or Building control options

Overview

Use the Card control tab to give cardholders the ability to activate 1 or 2 generic access

controller outputs with their card. You assign the ability to a cardholder by selecting a

Building control check box in the Persons dialog. The Building control (or Card control)

check boxes are predefined custom fields that are visible on the Person's Card control tab by

default, but can be positioned elsewhere.

There are two main tasks for a Building control option. They are described below:

—  Configure the check box: Give it a suitable label, and (if desired) position it on a different
tab of the Persons dialog.

—  Assign the function to an output on an AMC access controller and a check box.

Prerequisites
— The access controller output is electrically connected to the device that is to be activated
by the card.

Dialog path
- AMS Main menu > Configuration > Options > Custom fields > Card control tab

Configuring the check boxes

1. On the Custom fields page, select the Details tab in the upper pane.

2. Locate the Building control function, 1 or 2, that you wish to use.

3. Overwrite the label with a suitable name (recommended). If desired, position the check
box on a tab other than Card control. See section Previewing and editing Custom fields
at the link below, for more detailed instructions.

Assigning the function to an output of the access controller and a check box

See section AMC parameters and settings at the link below.

1. In the Device Editor, in the device tree, select the AMC access controller whose output
signal you want to use.

On the Outputs tab, upper pane, select the output that you wish to use.

In the middle pane, Output data, select type 25, Card control

Click the > button to add the output to the lower pane.

In the lower pane, column Param11, select the label of the Building control function that
you selected in the previous procedure Configuring the check boxes.

6. Save the device tree.

ok wbd
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24.1.2

24.1.3

24.14

Refer to
- AMC parameters and settings, page 51
- Previewing and editing Custom fields, page 119

Extra info: Recording user-defined information

Use the Extra info tab to define additional fields that are not provided on other tabs. If no

additional fields have been defined the tab remains empty.

Recording signatures

A signature capture pad from the signotec company must be connected and configured in the
system in order to capture signatures. Consult your system manager if in doubt.

1. Click the Signature tab

2. Click the Capture Signature button to record a new signature.
3. Sign directly on the capture pad using its special stylus.

4. Click the check-mark button on the capture pad to confirm.

The new signature is now displayed on the screen (Click the signature for an enlarged

view).

Related procedures:

—  Click the Capture Signature button to overwrite an existing signature.

—  Click the Delete Signature button to delete an existing signature.

Enrolling fingerprint data

| Address | Contact I Additional person data I Additional company data | Remarks | Card control | Extrainfo | Signature | Fingerprints

172.30.11.50 51211 []

Enroll fingerprint

Match fingerprint
Delete fingerprint

Duress fingerprint

Identification mode

() Card only

() Card and fingerprint

Enrol finger "Left index finger'

Prerequisites

—  One or more fingerprint readers must be configured at the entrances, in order to perform

biometric access control.

— IMPORTANT: These readers periodically receive and store card and fingerprint data from
the servers. The settings on the individual reader ultimately decide which credentials are

accepted. They override any settings made here for the person.

— In order to use fingerprints as a verification for (or alternative to) card-based

authentication, all cardholders must have their fingerprints scanned.

Bosch Security Systems
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— The enrollee is in front of a fingerprint reader that is connected to and configured for your

workstation. This fingerprint enrollment reader must not be an access reader.

— As the operator you are communicating directly with the enrollee, that is, with the person

whose fingerprints are to be recorded as biometric credentials for access.

—  You have familiarized yourself with how to present your finger repeatedly at the particular

reader used, to allow it to capture fingerprints efficiently.

Procedure for enrolling a fingerprint for access

1. Navigate to the fingerprints dialog: Personnel data > Persons > tab:Fingerprints and
create or find the enrollee in the database.

2. Ask the enrollee which finger they wish to use for regular access at the fingerprint reader.

3. Select the corresponding finger in the hands diagram.

Result: The fingertip is marked with a question mark.

4. Click the Enroll fingerprint button.

5. Give the enrollee instructions for presenting their finger at the reader.

Example instructions can be read from the dialog pane below the hands diagram, but
different reader types may require slightly different procedures.

6. |If the fingerprint is successfully enrolled, a confirmation window will appear.

7. Select an Identification mode; this determines what credentials a fingerprint reader will
demand of the enrollee when they request access. Note that the mode set here will only
take effect if the reader parameter Person-dependent verification has been selected.
The options are:

—  Fingerprint only - Only the fingerprint scanner in the reader is used

—  Card only - Only the card scanner in the reader is used

— Card and fingerprint - both scanners in the reader are used. The enrollee will have to
present both card and chosen finger at the reader, to obtain access.

8. Click (Save) to store the fingerprint and identification mode for the enrollee.

Notice!

Reader settings override person settings

Note that the identification mode chosen in the fingerprint dialog will only operate if the
fingerprint reader itself is configured with the option Person-dependent verification in the
device editor. If in doubt, consult your system administrator.

Procedure for enrolling a fingerprint to signal duress

Prerequisites:

—  Fingerprint readers can only send duress signals if they are configured in the Device
Editor with the following setting
Network & Operation modes tab > Templates on server > Card and fingerprint

— At least one fingerprint of the enrollee has already been successfully enrolled and stored.

—  The fingerprint reader is online. In offline mode the reader, of course, cannot send a
duress signal to the system.

1. Ask the enrollee to choose a finger they wish to use to signal duress, that is, in case
forced by an unauthorized person to use the fingerprint reader.

2. Repeat the fingerprint enrollment procedure, described above, for that finger.
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3.  When the second fingerprint is successfully enrolled, select it in the hands diagram and
click the Duress finger button.
The designated duress finger is marked with an exclamation mark in the hands diagram.
If the enrollee subsequently uses the duress finger at a fingerprint reader, and the reader is
not offline, the system will signal duress to the operator, using a popup window.

Procedure for testing stored fingerprints

1. Inthe hands diagram, select the fingerprint you wish to test.

2. Instruct the enrollee to place that finger on the reader.

3. Click the Match fingerprint button
Result: a popup window will confirm whether or not the stored fingerprint matches that
placed on the reader. Note that this procedure may need to be repeated to reduce the
likelihood of a false alarm.

Procedure for deleting stored fingerprints

1. Inthe hands diagram, select the fingerprint you wish to delete.
2. Click the Delete fingerprint button

3. Await confirmation of the deletion.

24.2 Companies

—  This dialog can be used to create new companies and modify or delete existing company
data.

—  The company's name and short name must be entered. The short name must be unique.

—  If the entry of a company is mandatory in the Persons dialog, create the company in this
dialog before attempting to create personnel records for that company.

—  Companies cannot be deleted from the system if personnel records are still assigned to
them.

24.3 Cards: Creating and assigning credentials and permissions

The purpose of this dialog is to assign cards, access authorizations, or bundles of

access authorizations called access profiles to personnel records.

Access authorizations and profiles are assigned to persons, not to cards.

New cards that are assigned to a person receive the access authorizations already assigned to
that person.

Note: Using access profiles to bundle authorizations

For consistency and convenience, access authorizations are not assigned singly, but typically
bundled into Access profiles and assigned as such.

—  Main menu: > System data > Access profiles

The card list

A list of cards owned by the selected person is displayed in the Cards dialog. Among the

attributes shown in the list are:

—  The card usage type.

—  Aflag whether the card can be used for a configured offline locking system.

—  Whether the card is blocked due to the repeated use of invalid PINs. This state is
specially highlighted.
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24.3.1

—  The creation date of the card

—  An expiry date (Collecting date) of the card.
Note: If a motorized card reader is in use, it can physically withhold an expired card.
Otherwise the card is simply invalidated.

—  The date when the card was last printed, and the number of cards printed.

—  Details of the code data.

Option Administered globally

The data of persons who have the setting Administered globally (check box beside the photo
frame) can be only be edited by operators who have the additional right Global Administrator.
The following data are read-only for operators who do not have this right:

— All data of the dialog Persons, except the tabs Remarks, Extra info and custom fields.

—  All data of the dialog Cards.

—  All data of the dialog PIN Code.

This Global Administrator right can be assigned in the in the following check box:
—  Main menu: Configuration > Operators and workstations > User rights > check box:
Global Administrator.

Assigning cards to persons

Introduction

All persons under access control require a card or other electronic credential, which is
assigned to its holder in the Cards dialog.

Card numbers can be assigned manually or through an enroliment reader.

Dialog path
Main menu > Personnel data > Cards

Prerequisites
—  You have loaded the personnel record that is to receive the card in the header of the
Cards dialog.

Manual input of card data

Click the Record card button to assign an ID card to a person. The Record ID dialog mask
appears. One of two input dialogs will appear, depending on the type of card and the
controllers and readers in use.

Record ID D__<| Record ID D__q

Card no.: ]| Card no.: '||
Custamer code; ||:||:||:||:||:||:||:||:||:|1 Yerzion:  |p
Customer code: | gnonm

Country code: |og

ok Cancel ok LCancel
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Manually enter the number printed on the ID card - card numbers are automatically padded
with zeros so that they are always stored as 12 digits. In some systems, no new ID card
numbers will be assigned if an ID card is lost. Instead, the same ID card number is issued, but
with a higher version number. The country code and the customer code are provided by the
manufacturer and must be entered in the registration file of the system.

If not already in use by the system, the card number is assigned to the person. Successful
assignment is confirmed by a pop-up window.

Using an enrollment reader

Prerequisite

— An enrollment reader is configured on your workstation.

Procedure for enrollment

1.  Click the 2}button on the right-hand side of the Record card button to select a
configured enrollment reader.

—  Note that to change the selection of enrollment reader you need to be logged on to the
AMS dialog manager as Administrator.

2. Click the Record card button and follow the instructions on the screen.

3. Depending on the type of reader you can now enter card details in a dialog box, or read
data from the card by presenting it to the reader.

Procedure for changing cards

1. Select a card from the list.

2. Click the Change card button

3. In the popup window

—  Select Replace card if the original is permanently lost or damaged.

—  Select Temporary card if the original has been mislaid or left at home, and only a
temporary replacement is required.
—  Enter a validity period for the temporary card.
—  Select if you want to deactivate all other cards now.
—  Select if the original cards should be reactivated automatically when the temporary

card expires.
4. Click OK to save.

Deleting cards

1. Select a card from the list.

2. Click the Delete card button to remove a person's assignment to a card.

Note: If you delete a cardholder’s last card then the person's status changes to unregistered
(red label next to Registered in status bar). That person is then longer subject to access
control.

24.3.2 Printing badges

Prerequisites
—  The personnel record for the new cardholder should already exist in the system.
— A workstation with the following hardware connected, typically via USB:
- A badge printer
— A camera for capturing ID photos.
Procedure

Dialog path
AMS client: Personnel data > Print badges
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1. Load the personnel record for which the card is to be printed.
In the Layout pull-down menu, select the desired card layout from the stored layouts.
3. Obtain an ID photo by one of the following methods:
—  Click the Capture button and select the desired camera from the list of connected
cameras.
—  Click the Import picture button and use the cropping frame to select the part of the
photograph to be printed on the card.
4. Click Preview to ensure that the correct data will appear in the correct layout on the
badge.
5. Click Print to print the badge.

Supported Cameras
All USB devices that the operating system recognizes as a camera.

24.3.3 Authorizations tab

Assigning authorizations bundled as Access profiles

The most convenient and flexible way to assign authorizations to cardholders is to bundle

them first into Access profiles, and then assign the profile.

—  For creating Access profiles see the section Creating access profiles, page 174

— To assign an Access profile to this cardholder, select a defined profile from the Access
profile: list

Assigning access authorizations directly

On the Authorizations tab:

All access authorizations that have already been assigned to the person appear in the list on
the left.

All access authorizations that are available for assignment appear in the list on the right.
Select items and then click the buttons between the lists to move items from one list to the
other.

£ . .
J assigns the selected item.

il unassigns the selected item.

24 . . .
— lassigns all available items.

i3 . . .
— lunassigns all assigned items.

Option: Keep authorizations assigned

The effect of assigning an access profile to a person depends on the check box Keep

authorizations assigned:

— If the check box is cleared, any selection made before this and any access authorizations
that have already been assigned are replaced when the profile is assigned.

— If the check box is selected, the authorizations of the profile are added to the assigned
authorizations.
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2434

Limiting the time-span of authorizations

Use the date fields Valid from: and until: to limit the start and end times of the authorizations
and profiles. If no values are set then the authorization is valid immediately and of unlimited
duration.

Click J to open a dialog to set durations for individual authorizations.

Displaying the entrances of an authorization
Right-click an authorization in either list to display a list of the entrances that belong to it.

Other data tab: Exemptions and special permissions

Assigning a time model:
Use the Time model list box to specify the card holder’s daily hours of access, that is, the
periods in which the cardholder’s credentials will grant access.

Excluding persons from random screening
Select the check box Excluded from random screening to exempt them from being randomly
selected for inspections at entrances and exits.

Exclude persons from PIN-code checks
Select the check box Disable PIN code check to exempt them from having to enter their PIN
codes at PIN-code readers outside of normal working hours.

Notice!

Exclusion from PIN-code checks affects the whole system.

For example, because the PIN codes of these persons are not checked, they will also be
unable to arm or disarm alarms at entrances in door model 10.

Extending the door opening time

Select the check box Extended door opening time to give persons with disabilities more time
(default is 3x) to pass through an entrance before the state Door open too long is generated.
Note: The default extension factor can be reset in the properties of the MAC in the Device
Editor.

Select Global Access Settings > Time factor for handicapped persons

Tour monitoring

A Tour or Route is a strict sequence of readers that is defined in the Client menu:

Tour monitoring > Define routes dialog.

To assign a tour to a cardholder, select the Tour monitoring check box, and select a defined
tour from the drop-down list. If no tours have been defined the check box will be inactive.
When assigned to a cardholder a Tour becomes activated as soon as the cardholder scans
their card at the first reader in the sequence. After that all the readers in the sequence must
be used in order, until the tour is completed. Typical uses are to enforce strict access
sequences in industrial clean environments, hygienically controlled, or high-security areas.

Permission to unlock doors
Select the check box to allow the cardholder to unlock doors for an extended period, see
Office mode.
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24.3.5

Refer to
—  Authorizing persons to set Office mode, page 186

Authorizing persons to set Office mode

Introduction

The term Office mode describes the suspension of access control at an entrance during office
or business hours. The entrance remains unlocked for these hours, to allow unhindered public
access. Outside of these hours Normal mode applies, that is, access is granted only to persons
who present valid credentials at the reader.

Office mode is a typical requirement of retail, educational and medical facilities.

Prerequisites

For office mode to operate, the following requirements must be met:

In the configuration (device tree)

— One or more entrances must be configured to allow extended unlocked periods.
— At least one keypad reader must be used at the entrance.

In the client (Persons dialogs)

—  One or more cardholders must be authorized to put the entrance in and out of office
mode.

—  Their cards must be valid and allow access to the entrance outside of office mode hours.

Procedures for authorizing persons to set office mode

Procedure for individual cardholders

1. Navigate to: Personnel data > Cards > tab:Other data and create or find the designated
cardholder in the database.

2. Select the check box Permission to unlock doors.

A

3. Click the diskette icon to save the cardholder’s data.

Procedure for groups of cardholders

1. Navigate to: Personnel data > Groups of persons and use the filter criteria to assemble a
list of cardholders in the list window.

2.  From the dropdown list Field to change select Unlock doors

Select the check box Unlock doors.

4. Click the Apply changes button to save the cardholders’ data.

w

Instructing the cardholder how to start and stop office mode

To start or stop office mode at an entrance, the cardholder presses the number 3 on the
keypad, and then presents their specially authorized card at the reader.

The entrance remains unlocked until an authorized cardholder presses 3 and presents the
card again.

Note that guards with guard cards can stop office mode in the same way, without special
permission.
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Notice!

Office mode and device parameters for Door

Office mode overrides the Unlock door parameter in the Options tab of a door in the Device
Editor, allowing only 0 Normal mode and 1 Unlocked.

24.3.6

Smartintego tab

Smartintego locking systems

Introduction

The Smartintego card reader first tries to authorize access via the main access control (AC)
system. If connection fails it searches its stored whitelist for the card number.

Present
valid card

Access request sent
to AC system

Card
author-
ized?

Answer
from AC
System?

Card on
white
list?

Unlock door

Do not unlock door

k.

Access authorizations for the Smartintego locking system are assigned in much the same way
as any other access authorizations.

Prerequisites

— A SimonsVoss Smartintego locking system has been configured within your access control
system. See the configuration guide for instructions.

—  The cardholders are using MIFARE Classic or MIFARE Desfire cards.
Smartintego uses the Card Serial Number (CSN).
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24.3.7

The assignment procedure
The following procedure describes how to add a card number to a Smartintego whitelist , in
addition to any authorizations that are already assigned via the main access control system.
Whitelists are stored locally on the Smartintego doors, so that a reader can grant access to
the whitelisted card numbers even when the connection to its MAC is broken.
Additions to and deletions from the whitelists are transmitted to the Smartintego readers as
soon as the cardholder data is saved, and a connection is available.
1. In the AMS main client menu select Personnel data > Cards
2. Select the person to receive Smartintego authorizations
3. Select the Smartintego tab.
4. Make the assignments:
—  All access authorizations that have already been assigned to the person appear in the
list on the left.
—  All access authorizations that are available for assignment appear in the list on the
right.
Select items and then click the buttons between the lists to move items from one list to the
other.

g . .
J assigns the selected item.

il unassigns the selected item.

< . . .
—lassigns all available items.

5% . . .
—lunassigns all assigned items.

Creating an Alert card
This section describes how to create an Alert card that can be used to trigger a threat level

Introduction

An alert card is a card that triggers a particular threat level when presented to a reader. A
threat level cannot be cancelled by an alert card, but only through the access control
software.

Prerequisites
— An enrollment reader is configured on your system.
— At least one threat level has been defined in the system.

Dialog path
Main menu > Personnel data > Cards > Alert card

Procedure
1. Load the Person record of the person to whom the Alert card will be assigned
2. On the Alert card tab, click Record card
— A popup window appears: Select threat level
3. Inthe popup window, select the desired threat level and click OK
- A popup window appears: Recording badge ID
4. Enter the usual card data corresponding to your site installation, and click OK
—  The Alert card that you have recorded appears in the list on the Alert card tab.
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24.4 Temporary cards

A temporary card is a temporary replacement for a card that has been misplaced by a regular
cardholder. It is a duplicate that contains all the authorizations and limitations of the original,
including rights for offline doors.

To prevent abuse, the system can optionally block one or all of the cardholder’s other cards
for a limited period, or until unblocked manually.

Temporary cards are therefore unsuitable for use as visitor cards.

Prerequisites

—  The operator has access to an enrollment reader configured on their workstation.

— Asuitable physical card is available for enrollment in the system as a temporary card.
Main menu > Personnel data > Cards

Procedure: Assigning temporary cards
1. Load the required personnel record into the Cards dialog
In the list of cards, select the card or cards that require a temporary replacement
Click Change card
In the Change card popup window, select Temporary card
In the Period list, select one of the options:
- Today
-  Today and tomorrow
—  Enter number of days
6. In the case of the last option, enter an integer for number of day in the box.
Note that in all three cases the Period always expires at midnight on the relevant day.
7. If required, select the check box Deactivate all cards now.
—  If selected, all cards belonging to this cardholder will be blocked.
- If cleared, only the card selected above will be blocked.
8. If required, select the check box Activate card(s) automatically after period.
—  The blocked cards will be unblocked automatically when the Period defined above

oM wDn

expires.
9. Place the temporary card on the enroliment reader
10. Click OK

The badge ID is recorded by the enrollment reader.

— The temporary card appears as active . in the list of cards, along with its validity
period and code data.

—  The other card or cards appear as blocked x, depending on the setting made above:
Deactivate all cards now.

11. (Optional) In the list of cards, click the column Collecting date for the temporary card,
and set a date for retrieving it from the cardholder.
The default value is Never.

Procedure: Deleting temporary cards

When the misplaced original card is found, delete the temporary card as follows:

1. Load the required personnel record into the Cards dialog.

2. In the list of cards, select the temporary card.

3. Click Delete card
The temporary card is deleted from the list, and the card or cards that it replaced are
unblocked immediately

Bosch Security Systems Software manual 2021-1214.0.0.1 |



190 en | Creating and managing personnel data Access Management System

Procedure: Removing temporary blocks on cards
If the blocking of the original card is no longer required, delete the block as follows:
1. Navigate to the Blocking dialog: Personnel data > Blocking.
2. In the list of cards, select the personal card marked as blocked in the Lock(s) column.
3. Click Release temporary lock
Note that removing Blocking does not remove temporary cards. Temporary cards will
expire naturally after their validity periods. If required, delete them manually.

Notes on temporary cards

—  The system does not allow temporary cards themselves to be replaced by temporary
cards.

—  The system does not allow a personal card to have more than one temporary card.

— To see a quick summary of all the cards held by a cardholder, mouse over the leftmost
small pane, labeled Registered, in the status bar of the main dialog window.

24.5 PIN codes for personnel
Dialog: PIN-Code
For access to zones with higher safety requirements, access authorization may not be
sufficient. Here a PIN code must also be entered. Each person or ID card can have a PIN code,
which is valid for all areas. The system prevents the use of very simple codes (e.g. 123456, or
palindromes like 127721). Validity can be restricted and is specified for each person in the
dialog.
If a PIN code is blocked or has expired, access to the area requiring the code is denied, even if
the ID card is still valid for all other areas.
If an incorrect code is entered three consecutive times (default setting - this can be
configured between 1 and 99), this card is blocked, i.e. access is denied to all areas. A card
blocked in this way can only be unblocked via the Blocking dialog.
IR A« <« FTrow <O
« Main menu Mame: | Mustermann First name: [ Max
Birth name: |
L Persons Personnel no.: [5c999000 Date of birth: W
Employee ID: [ Employes = Gender: [mde <]
h Companies Compary: [T Title: IDV—

H Frint badges
= 2
- Cards

FIM code

Blocking
5

Car license No.: I Cardo099s

10/z0/z2014
Card nou: I Header.. | >| /20

T administered globally

PIN code: Iouu.
Confirm: I"""
yalid until: |Mo 01/21/2013 =]

Enter a new PIN code in the PIN-Code input field and confirm by re-typing. The length of the
PIN code (between 4 and 9, default value 6) is configured by the system administrator.
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Notice!

How cardholders enter identification PINs at card readers depends the kind of readers
configured in your system. For example:

At RS485 card readers the cardholder enters: 4 # <the PIN>

At Wiegand and other card readers the cardholder enters: <the PIN>#

Be sure to inform cardholders how to enter their PINs. If in doubt, consult your system
administrator.

PIN-Code for arming intrusion detection systems (IDS)

Input of a 4 to 8 digit PIN (default = 6 - the same length as the verification PIN). This PIN will
be used to arm an IDS.

The display of this fields can be parametrized. Only if the control separate IDS PIN is
activated the control are available.

- Main menu > Configuration > Options > PIN codes

Select an expiration date if required.

If the input fields to enter the IDS PIN are not available, the verification PIN can be used to
arm and disarm the IDS too. But, if the input fields are shown in this dialog, the arming PIN
can be used for IDS, only.

Default setting: The input fields for the PIN Code Arming are invisible.

Alarm (Duress) PINs

Persons under duress may trigger a silent alarm via a special PIN code. Because the silent

alarm needs to remain unnoticed by the aggressor, access is granted, but the system

operators are alerted to the duress.

Two variants are available which are activated at the same time and the person being

threatened can choose between them:

— Inputting the PIN code in reverse order (321321 instead of 123123).

— Incrementing the PIN by 1 (for example: 123124 instead of 123123). Note that if the last
digit is 9 then the PIN is still incremented, so PIN 123129 would have a duress PIN of
123130.

24.6 Blocking access for personnel

Dialog: Blocking

In certain situations it is necessary to deny access to a Person temporarily, or to remove a
block imposed by the MAC, e.g. due to incorrect PIN codes being entered three times, or to
random screening.

Blocking means that all access is denied for this person, regardless of the credential used.

Bosch Security Systems Software manual 2021-1214.0.0.1 |



192 en | Creating and managing personnel data

Access Management System

<+ hlgin menu

l Persons
h Companies
ﬁ Print badges
(5]
- Cards
PN code

Blacklist

Group of
PErsons

Grougp
authorizations

Areas

& KB & i

i SR

Al
¥
4

A
®

Mame: I Musterfrau First name: I Anita

Eirth name: I
Personnel no.: IF Drate of birth: Im
Employes ID: lm Gender: lm
Company: Iil'est_Firma— J Title: I—

.

10/20/2014

Car license Mo.: I Car2515132

Card no ¢ I 000000101234

Readet, . | bl

Card no. Application bype PIMlock | Created on Last printed on Mo. of prints | Cade data

0 | Customer cade: 150, Badge no.: 10

234 | Personal card

Release PIN ok

[~ Blocking

Elocked fram Elocked until Elocking reason Last edited by

Mew | Change Delete

1. Select the person as usual.
In the Blocking pane, click New or to create a block for the currently selected person.
3. Enter additional information in the popup dialog:
—  Blocked from / until: (If no end time period is specified, the person is blocked until
the block is lifted manually.)
- Block type:
—  Blocking reason: (For the person’s record, if the block type is Manual)
4. Click Save in the popup to save the block.

- If required, select a block from the list and click Change or Delete to change or delete it.

If Manual lock is chosen as the block type enter a Blocking reason for the person’s record.

Notice!
The block applies to the person not to a particular credential. It is therefore not possible to
cancel or avoid the block by allocating a new ID card.
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24.7 Blacklisting cards
Dialog: Blacklist
Any cards that must never be used again are, for example stolen or lost cards, are entered into
a blacklist table.
Note that the credential is blacklisted, not the person.
Notice!
The process is irreversible. Cards on the blacklist can never be unblocked, but must be
replaced instead.
Blacklisted cards do not grant access. Instead the attempted use is recorded in the log file,
and an alarm is generated.
|—_T ‘ q (2] - CE]; [ [ 2] < ° Division: |y ‘
< Main menu Marme: I,\ﬂusterfrau First name: I,ana
Birth name: |
I Persons Personnel no.: |5c41155 Date of birth: | Th 12141905
Employes 10 IEmponae - Gender: IFemaIe vl
h Companies Company: ITest_F"'ma— J Title: I—
Car license Mao.: I Car?515132
@ Print badges
Card no.: I mlﬂ 10/20{2014
ol Card na. |Appllcat|0n bype PIN lock | Created on Last printed on | Mo, of prints |C0de data

PN code
:ﬂ Blocking

fa® Croupof
a[L=] persons

Reason:

Pt card|an black list |

Main menu > Personnel data > Blacklist

1. Select the person whose ID card is to be put on the blacklist.

2 If more than one card is assigned to this cardholder, select the card in the list ID card No.
3. Enter the reason for blacklisting this card in the Reason input field.

4. Click the Blacklist this card button.

5. Confirm the blacklisting in the popup window.

The card is blacklisted with immediate effect.

Notice!
Blacklisting affects cards, not cardholders.
Non-blacklisted cards belonging to the same cardholder are not blocked.
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24.8

Editing multiple persons simultaneously

Group of Persons

« Main menu

1 Persons
h Companies
@ Print badges
Cards

Fih code
:ﬂ Blocking

=
E@ Blacklist

Group
authorizations
(E} Areas
& Change division

PegaSys
= Stoppage card

i Keys

3 QA< e
Employee (D lm
Name: |* until starting with

First name: l— until starting with: l—
Personnel number: l— until starting with l—
Company: l— until starting with: l—
Caid: l— until starting wiith l—

Walid are lﬁ

Gender: >

Department;
Cost center:

Nurmber of records found: 2 ™ Show al
Name First hame Gender Pers. number | Location | Cost unit Job title Company Time model “Walid from Walid until
Musterfrau  Anja Female SC41156 Test_Fima
Musteimann Max Male 5833000 Software-Entwickler  Test_Firma
4 |+
Wanted field to change: I j
‘Wwanted action: -

Another dialog selects a group of persons to which group modifications can be defined. To
keep control over the selected group of persons the first ten persons are listed with names
and real data form the database (real data: if “ST-AC” is selected as a department, then e.g.
“ST-ACS” and “ST-ACX” will be displayed). In addition, the number of persons of the selected

8

roup is displayed.

After the group of persons has been selected the following entries can be selected:

Employee ID
Name
First name

Personnel number

Company
Card

Valid on
Gender
Department
Cost unit

Reserve fields if defined

Then the modification option can be selected:
Field to be changed

Desired action
Old value
New value.
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Thus the designed values are entered into the field Old value or New value respectively. By
selecting a button Apply changes and confirming the safety request apply changes for all
selected persons? the action will be completed, i.e. the dialog cannot be used while the
action is ongoing. Actions triggered by the fields *1 to *4 will probably take more time than the
other fields (without a star), and not all modifications are allowed. Thus, for instance, Desired
action cannot be compared with New value, as these inputs are not covered by the standard
product. The Old value and New value fields can also vary respectively.

24.8.1 Group authorizations
Group Authorization
Q< e
« Main menu
Employee ID IEmpIDyee A
1 Persons Name: I uritil starting with
First name: I until starting with:
h Companies
Personnel humber. I until starting with:
@ Prirt badges Company: I until starting with:
Card: I until starting with:
Carels X
Walid on I _ljj

PIM code:

Blocking

Blacklist

Group of
persons

(2 pi e bo (@

Group authorizations

Gender I s
Department. I
Cost center I

Areas

@

Mustermann | Max

2 selected persons Authorizations Filter: 1401
Mame  [Fistrame | Persormelne fssion  |\findiaw  [Name  [MAC  [Tmemodel [ Division
Musterfrau | Anja SC41156 Mo Mo Droor MAC Common

5335000

In the menu item [Group Authorization] the following search criteria are supported:
-  Employee ID

- Name

-  First name

—  Personnel number

- Company

- Card

- Valid on

- Gender

- Department

-  Cost unit

- Reserve fields if defined

After this, a list shows in the lower part of the dialog which displays all selected persons (with
name, first name, and personnel no.). All authorizations with description of the authorization
are listed on the bottom right, with description of the authorization, time model, and the
columns [Assign] and [Withdraw]. When the authorization list opens the current
authorizations are not shown, and the columns [Assign] and [Withdraw] are preset to “No”.
Now, the individual authorizations can be assigned by double clicking the field in either
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24.9

column, which converts the “No” to a “Yes” entry or vice versa. Clicking Execute changes all
authorizations assigned with “Yes” are added to all selected persons, or withdrawn,
respectively. All other authorizations for the persons remain unchanged, as usually the
selected persons don’t have completely identical authorizations.

Changing the Division for persons

Introduction
Change division is a powerful dialog for changing the Division of a set of personnel records in
the system.

Notice!

Use this feature with great care!

A change in Division has far-reaching consequences for the personnel records that you
change.

Prerequisites
The operator who changes the Division of personnel records, must have authorizations to edit
those persons and both the divisions concerned.

Dialog path
Main menu > Personnel data > Change division

Procedure
1. In the Filter persons pane, enter filter criteria in one or more of the following fields:

Filter Remarks / Description

Last name Use a single asterisk to match all persons, or letters without asterisks

Personnel no. from/ | Use both fields to define a range of values
to

Employee ID Select from the list
(Employee type)

Division The Apply filter button shows only persons from this Division
Company Select from available companies
Department

Card no. (from/to) Use both fields to define a range of values

2. Click Apply filter
All persons that match the filter are displayed in the Selected persons list.

3. To further refine the set of selected persons click one or more lines in the Selected
persons list and then click the Remove button. Use the Ctrl and Shift keys to select
multiple records at once.

— IMPORTANT: Before proceeding, make sure that the Selected persons list contains
only persons for which you want to change the Division.

4. In the New division list, select the destination Division for the selected persons.

5. Click Change division of persons
ALL the persons in the Selected persons list are moved to New division.
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24.10

24.10.1

Effects of changing from one division to another

Persons

—  Access authorizations and path control

—  Links to the previous division are deleted.

— Links to data of the category Common are retained.
Companies

—  Links to companies of the previous division are deleted.

Effects of changing from Common to another division
—  Access authorizations and path control

—  Links to Common and the new division are retained.
—  Links to other division are deleted.

Effects of changing from one division to Common
All links are retained.

Setting the area for persons or vehicles

Introduction

This section describes how to change the recorded location of a cardholder or their vehicle
from one defined area to another. This may become necessary if the cardholder has passed
from one area to another without scanning their card. In such circumstances strict
antipassback systems will deny further access to the cardholder until their actual and
recorded locations match.

Prerequisites

—  Access areas have been defined in your system, and are in use. For documentation, see
the link below.

—  As operator you are authorized to modify the cardholder's data.

Procedure for resetting the location of individual cardholders and vehicles
Dialog path
Main menu > Personnel data > Areas

1. Select the cardholder from the database as usual
In the Location list, select a new location
or
3. In the Location of the vehicle list, select a new location for the cardholder's vehicle

[

4. Click to save

Refer to
—  Configuring areas of access control, page 24

Procedure for resetting the location of all cardholders and vehicles
This procedure may become necessary, for example, after an evacuation drill. All locations are
set to UNKNOWN so that access sequence monitoring and antipassback can resume.

Procedure
Dialog path
Main menu > System data > Reset areas unknown
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—  Click Set the areas of all persons present to UNKNOWN
or
—  Click Set the areas of all parking vehicles to UNKNOWN

Customizing and printing forms for personnel data

Overview

Use Forms to customize forms for printing cardholder data from the database. This
functionality may be required by your local data-privacy laws.

Template forms are provided. These templates can be exported as HTML files, customized to
your requirements and reimported for use in dialog manager.

Instantiate and print the forms from the Personnel data > Print badges dialog.

Dialog path
- AMS Main menu > Configuration > Options > Forms

Customizing a form

1. On the Forms dialog, Available forms list, select the template that you wish to
customize, typically Al1PersonalData EN, which contains all personal data fields in the
database.

2. Click Export to save the form to a new HTML file on your system

Use an HTML editor to customize the HTML file to your requirements

4. On the Forms dialog, click Insert to import the customized HTML file into the dialog

w

manager.

—  (Optional) if the form is valid only for a particular Division, select a Division for the
new from the Division column.

—  (Optional) click Preview to view the uninstantiated form in an HTML viewer.

—  (Optional) click Delete to delete a form from the list.

Instantiating and printing a form

1. Inthe dialog manager, navigate to

—  AMS main menu > Personnel data > Print badges

Load the desired personnel record into the form

Select a form from the Form list.

Click Print form

— The form is instantiated with the data of the selected personnel record, and sent to
the printer of your choice.

o
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25

25.1

Managing visitors

Visitors have a special status in access control and are kept separate from other personnel
data. For this reason, visitor data is created and maintained in separate dialogs.

Visitor data

Introduction

The system supports the quick and easy administration of visitor data. Data for visitors who
are already known can therefore be entered and access authorizations set before the visitor
arrives. When the visitor arrives, only the card has to be assigned. At the end of the visit, when
the card is returned, the connection between the ID card and the person is deleted again and
the authorizations are automatically withdrawn.

If the visitor's data is not deleted by the user, this is done by the system at the end of the
configured amount of time (default value 6 months) after the ID card was returned for the last
time.

There are two dialogs for the administration of external visitors.

—  The Visitors dialog is used for entering visitor data and visitor access authorizations.

—  The Visitor cards dialog regulates the registration and deletion of visitor cards.

Dialog: Visitors

Visitors have a strictly separated status from other persons and are therefore processed in a
separate dialog. Persons with visitor identification can neither be created in the Persons
dialog nor have ID cards recorded for them in the dialog for that purpose.

Among other things, there is no Employee ID input field in the Visitors dialog. Since there is a
separate database table for visitors, persons created in the dialog described here are
automatically identified as visitors. This therefore means that no persons other than visitors
can be created here. Accordingly, selections are only made in this dialog in the relevant
database table. In contrast, all persons registered on the system can be selected in the other
personnel data dialogs, but may not always be able to be used for visitors (the Cards dialog).
Where known, visitor data can be completely or partially entered in the system before the
visitor arrives. This provides a minimum of waiting times for visitors whose data have already
been recorded.
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H B ‘ C)\ | L 'C=]; L % < e (i) Division: -
) — ) - Offidal pass
« Main menu Last name:  Visitor11 Firstname: Firstname1l
Birth name: Date of birth:  Tu 03/16/1976 2 © Passport
@ Visitor Street, no: Zip code / City:
Phone:
% CELTEGS Car license Mo.:
Employee ID: | yigitor - Company: Number:
Card no.: Reader.. ﬂ
Additional data | authorizations | Form Photo ISignature|
Attendant: E] Reason:
Remark:
Expected arrival:  Tu 07/18/2017 12:00 AM £ Expected departure: s
Date of arrival: & Date of departure: =
Visited person: E] [C]Extended door opening time
Location:
Card no. Application type PIN lock Collecting date Code data Read card ... Ll

Withdraw card

The Reason of the visit, the Location the visitor visits and a Remark may be entered in the
input fields below.

If you choose to enter data in the expected arrival and expected departure fields, these dates
will then also appear in the valid from and until fields.

The relevant dates are entered in the Date of arrival and Date of departure fields by the
system when visitor data is respectively assigned to and separated from a visitor ID card.

As with the Cards dialog, there is also the possibility of assigning visitors extended door
opening times" to ensure easier access, e.g. for disabled persons.
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fiecess profils: | | [~ Keep authorizations assigned
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|
|
<
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< | |
Walid from: 3: until: 3:
Time model: I(without time model) : j T Tour moritoring -
Card no. | Application type | PIM lack | Creaked on | Last printed on Mo, of prinks | Code data | Read card ... d
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In the Assign authorization dialog field an existing visitor profile can be selected in the
homonymous selective list, or single access authorizations from the Available access
authorization list can be selected in the Assigned access authorization list on the left by
marking and transferring them from the right list.

Only Access profiles which are marked as Visitor profiles can be selected in this dialog.
Thereby it shall be avoided that visitors get access to special areas by the allocation of general
authorizations.

The validation of access authorizations can also be set for each authorization by themselves.
If the card reading has got an error, the ID card number may also be given manually. The
current date is stored as arrival date simultaneously.

After the visit the visitor returns his ID card. While this ID card is read in a card reader or the
ID card number is entered manually, the associated person is selected and his data are
displayed on the screen.

The operator confirms the return of the card. The association between the ID card and the
visitor is removed by clicking the Confiscate card button. The date and time of this action are
stored as departure date.

Dialog: Visitor Cards

Some cards in the system are reserved as visitor cards. Normally a visitor card is assigned to
an incoming visitor and returned when that visitor leaves. Then the card can be reused. Such
cards need to be registered as visitor cards in this dialog before they can be assigned to
visitors:

Notice!
In general, visitor ID cards are created without a name or photo, to make them reusable.
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« Main menu

@ Wisitars

< @

Division: | Ly

~Register card

Register card

Deregister card

Read card | 3 I Card no.: I
Delete card | Last name: I
Firsk narne: I
Date of birth: I ﬁ
Show list =5

Click Register ID card button for the registration.
The input procedure described previously (sections Persons and ID cards in the Personnel
data chapter) is then used with the ID card number in order to detect the ID card. This allows
the system to recognize the ID card as a visitor ID card and it can then be applied within the
scope of the following dialogs.

+ << Hide lisk

Zard no.

In use

Mame Firsk narne

Usage bype Division

To make the assignment of visitor ID cards quicker, it is advisable to scan all existing ID cards,
so that these cards can be assigned to the respective visitors in the next dialog.

At the end of the visit, the visitor returns the ID card. By scanning this ID card at a dialog
reader or by entering the ID card number, the person to whom the card is assigned is selected
and this person’s data is displayed on the screen. [For inputting the ID card number manually
and switching to the use of readers, please see the descriptions in the Dialog: Cards and
Dialog: Visitors.] The user confirms the return of the ID card. The connection between the ID
card and the personnel data of the visitor is removed using the button. The current date is
stored as the departure date.
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Printing a Visitor form

The toolbar of the Visitors dialog contains an additional button for printing out a

visitor certificate. Among other things, the person receiving the visitor can use this visitor
certificate to confirm if and when the visitor arrived and left.

Visitor pass

Firsl- and lasname Company

Steven Visitor

Prood of guthorty Reglstralion plate
for plant area
Passad card
Contact person =none Department

Reason of vlslt

Wist appaintmant

|:| Yes [] Mo

Type of afficia
Passport

Sumber of offical document

aooept the terms
and condiions averieal

Locafon, cale

Sign of visitor

denty card with phota seen 7

I res ] e

Sign of plant protective force

To complete from wisibad person

Amival al
Ceparture at

To sign on vistted parsen
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26
26.1

Managing parking lots
Authorizations for several park zones

Some car parks have zones for handicapped and non-handicapped drivers. In this case the

following rules apply:

—  Owners of season tickets are only allowed to drive in as long as there are still parking
bays for non-handicapped persons available.

— Handicapped persons are allowed to drive in as long as there are still parking bays for
handicapped or non-handicapped persons available.

Notice!

This presupposes that the ticket owners follow the rules. This especially means that:
Non-handicapped persons do not park on a parking bay for the handicapped

Handicapped persons use the parking bays for the handicapped as long as they are available

A person who has several authorizations can access both, if handicapped or not. The AMC
tries to book in the person in according to the configured sequential order of parking zones. In
case one zone is full, the search for the next authorized and free zone will proceed.

Counter calculation in MAC and AMC:

1) One AMC controls all entrances and exits of a car park:

=> The AMC counts on its own and can be corrected by the MAC when going online.

2) Entrances and exits of one car park are divided up onto different AMCs:

=> The MAC counts for the AMC in case of online operation. When operating offline, the AMCs
permit the access (if configured accordingly) but don’t count.

If several AMCs control one car park, activate the checkbox No LAC accounting.in the AMC
configuration
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AMC 4-W | Inputs | Outputs | Teminals |

Name: [AMLC 441

Desecription: |ApC ;I

Communication to host enabled:

— Controller interface
Interface type: |UDP
PC com port:

Bus number:

|P address / host name:

ERENg

Port mumber: {70001

Program: ILEMVE?EE.HUN WIE, AMC-4w j

Power supply supervision: [

Mo LAC accourting: [

Diivision: Il:ummnn j
26.2 Parking lot report
Pﬂrki"g |Dt Iiﬁt Date 08.11.2013 , 14:51:23
Page 1
Parking area Zone Wehicle count State
Main Park 21
Fone A 30 full
Zone B 5 =
Zone C 12 -
Building A 39
Zone A 30 full
Zone B L =
Building B 39
Zone & 30 full
Zone B 9 =
26.3 Extended Car Park management

Introduction

The operator can adjust the number of parking spaces in a parking area in order to
compensate for vehicles of non-standard sizes, for example:

- Trucks
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- Handicapped access

- Motorcycles

Dialog path

Main menu > System data > Areas
Procedure

1. Select a parking area

2. In the Parking areas pane, adjust the value in column Max to the new number of parking
spaces for that area.

|—_T Q I« -« E > > < ° Division:

« Main menu Access control area

Area name: | P01

% Authorizations
Description: | |

&9 Access profiles | Refresh number | | Synchronize counter |
max. number of cars: Mumber of subareas: | 3 Parking time ched:
\reas
Parking areas
Reset areas Subarea ¢ Description Max Actual Info
7 unknown

Random
screening

Notes:

—  Settings made in the Max column override the settings made in the Areas configuration.
See Configuring areas for vehicles at the link below.

— Azero 0in the Max column means Unlimited; all vehicle counting is switched off.

Refer to
—  Configuring areas for vehicles, page 25
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27

27.1

Managing guard tours and patrols

Introduction to Guard tours

A Guard tour is a route around the premises, punctuated by card readers, where persons of
employee-type Guard, must present a special guard card to prove that they have physically

visited the reader.

Guard cards do not open entrances, but are used solely for tracking. To open entrances the

guard requires an access card in addition.

The Guard tour consists of a series of readers with the approximate walking times in between.
The maximum tolerable delay between readers, and the tolerable deviation (+/-) from the start
time, are also attributes of the Guard tour. Deviations outside of these defined tolerances can

potentially trigger alarms, and are recorded in Patrols.

Introduction to Patrols

A Patrol is the traversal of a Guard tour at a particular date and time. Each patrol is created
and recorded as a unique entity in the system, for forensic purposes.

Defining guard tours

Select Guard tours > Define guard tours

« Main menu

Define

guard tours

Manage

guard tours |

oA

Al
A
=

Define guard tour

Name : | Building 1 perimeter

Description: | A route around the perimiter of Building 1

Mo. Description of reader Time on the way Total time Max. delay Startzeit +/- -
1 BPR HI-1: BPR HI 00:00:00 00:00:00 00:00:00 3 min
2 BPRHI-2: BPR HI 00:10:00 00:10:00 00:02:00 p—

3 BPRHI-1: BPR HI 00:10:00 00:20:00

00:05:00

Add reader Delete reader

— In the text field Name, enter a name for the Guard tour

— In the text field Description, enter a more detailed description of the route (optional).

Adding readers to the guard tour:
1. Click the Add reader button.
A line is created in the table.

2. In the Description of reader column, select a reader from the drop-down list.

3. Enter values for tolerable deviations:

— If this is the first reader in the sequence, under Start time +/- enter a number of
minutes earlier or later that would still be tolerable as start time for a patrol on this

guard tour.

— If this is not the first reader in the sequence, under Time on the way enter the time
(hh:mm:ss) required for the guard to travel between the previous reader and this

one.

The total time for the tour, excluding delays, is accumulated in the Total time

column.
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27.2

4. Under Max. delay enter the maximum amount of additional Time on the way that is still
tolerable without causing a patrol to be marked Delayed.

5. Add as many readers as required. Note that the same reader can occur more than once if
the guard tour passes it multiple times, or returns to it.

— To delete a reader from the sequence, select the line and click the Delete reader button.
— To change the position of a reader in the sequence, select the line and click the up/down

:I ::] buttons.

Managing patrols

Select Guard tours > Manage guard tours

Scheduling a new patrol

To schedule a patrol along a particular guard tour proceed as follows:

1. Ensure that you have the desired guard card for the patrol, and access to a configured
access card reader or directly connected enroliment reader.

2. In the Guard tours column, select one of the guard tours that have been defined.

3. Click the New patrol... button.

A pop-up window appears.
4. In the pop-up window, if desired, change the guard tour in the drop-down list.
5. If the patrol is to have a predefined start time, select the check box Set start time:
—  Enter the start date and time.
— If desired, click the spin box Start time +/- to adjust the tolerance for late or early
starts.

6. Click the right arrow and select the reader that you want to use to register the guard
card. Note that the reader must be already configured in the system before it will appear
here for selection.

7. Click the green plus button to start reading the guard card, present the card at the reader
and follow the popup-instructions.

The guard card is recorded for use in the patrol.

8. Repeat the previous step to record alternative guard cards for this patrol. Note however
that the first card to be presented during the patrol must be used at all the readers
during that patrol.

9. Click OK. The selected guard tour will be marked as planned in the list.

Tracking a patrol

All planned and active patrols move to the top of the list. If multiple patrols are planned or
active, the selected patrol is framed in red. Click on the frame to get further information.

A patrol starts when the guard presents his guard card at the first reader in the guard tour.
This card must be used for the rest of the patrol, even if alternative cards were defined for the
patrol.

The State of the patrol changes to Active.

Every reader that is reached on schedule receives a green check mark - U" The scheduled and
actual times between readers in the currently selected patrol are displayed in the lower half of
the dialog window.

Every reader that is reached later than the scheduled time plus Max. delay receives a red @
mark. The patrol is marked as Delayed.
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In this case the guard calls the operator to confirm that there is no problem. The operator
then clicks the Resume patrol button. The reader receives a green check mark with an

additional "c” - U% The guard can now continue the patrol at the next reader.

If there is an unforeseen but harmless delay in an active patrol, the guard can call the operator
to adjust the schedule. Enter the minutes of delay in the Delay (min) spin box and click the
Apply button.

If a patrol cannot be completed as scheduled, the operator can abort it by clicking the
Interrupt button. The State of the patrol changes to Aborted, and it drops below the planned
and active guard tours in the list.

Tour monitoring (formerly path control)

Introduction

A Route (or Tour) is a predefined sequence of readers that can be imposed on Persons
defined in the access control system, to direct their movements on the premises, regardless of
the person’s authorizations.

Typical uses are to enforce strict access sequences in industrial clean environments,
hygienically controlled, or high-security areas.

Defining routes

1. Inthe Main menu select Tour monitoring > Define routes

2. Enter a name for the route (up to 16 characters)

3. Enter a more detailed description (optional)

4. As with Guard tours, click the Add reader button to create a sequence of readers. Use
the arrow buttons to change the position of a reader in the sequence, and the
Delete reader button to remove it.

« KMain menu

H . Define routes

=4
y Correct routes

* A Q

Define routes

< 9 Division: | [l v

Al

MName : | Route to lab

Description: | Direct route to the laboratory

No. Description of reader A
BPR. HI-1: BFR. HI: Common
2 | BPR HI-2: BPR HI: Common -w
3  FPBEWZ2-WIE1-1: FPEEW2-WIE1: Common
4 FPBEWZ2-WIE1-2: FPBEW2-WIE1: Common
Add reader Delete reader

Assigning a route to a person

To assign a route to a person proceed as follows:

1. In the Main menu click Personnel data > Cards

2. Load the personnel record of the person to be assigned

3. In the Other data tab select the check box Tour monitoring

4. From the drop-down list next to it, select a defined route (for defining a route, see the
previous section).
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5. Save the personnel record.

The route is activated when the person assigned presents their card at the first reader on the
route. The other readers on the route must now be used in sequence, that is, only the next
reader in the sequence will grant access. After the route has been traversed completely, the
person may book at any other reader within their authorizations.

Correcting and monitoring routes

1. In the main menu select Tour monitoring > Correct routes

2. Load the personnel record of the person assigned to the route.

3. To locate that person on the route, click the Determine location button.

4. The readers that have already been passed successfully receive a green check mark “ in

the list.
5. To reset or correct the location of a person on the route, click the Set location button.
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28 Random screening of personnel

The random screening process
1. A cardholder presents his card to a reader configured for random screening.
Note
Only persons authorized to pass through the entrance in the defined direction can be
randomly selected. As authorizations are checked before random screening takes place
any unauthorized person will immediately be barred, and will not be included in the
selection process.
2. If the randomizer selects this person for screening his or her card will be blocked
throughout the whole system.
— The event is recorded in the system event log.
- The Blocking dialog receives an entry of unlimited duration marked Random
screening. [Figure below - number 1]
—  The status bar of the personnel data dialogs displays the "LEDs" Blocked (red) and
with it Random screening (flashing violet).

Notice!
Persons for whom the parameter Excluded from random screening has been set (in the
Cards dialog, Other data tab) are not included in the screening process.

3. The randomly selected person is invited for further checks in a separate security booth.
4. After carrying out these checks the security guard resets the block in the Blocking dialog
as follows:
—  Select the appropriate block in the list control Blocking list.
—  Click the Delete button.
—  Confirm the deletion by clicking Yes.
The randomly screened person can now use his card again at all readers for which he is
authorized.

Example room layout for random screening

<

o

1 = Present card - screening - system-wide block

2 = Cardholder enters security booth

3 = Cardholder is searched and the block then removed from his/her card via the dialog box.
4 = Cardholder leaves the security booth, without presenting the card to the reader again.
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Notice!
The screening percentage is achieved cumulatively over time. For instance, at 10% random

screening there is still a possibility (1 in 100, that is 1/10 x 1/10) that two consecutive

persons be selected.
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29

29.1

29.2

Using the Event Viewer

Introduction

The Event Viewer enables suitably authorized operators to examine events that were recorded
by the system, and to produce reports: on-screen, printed or as . csv files.

To retrieve and display the desired records from the Event Log database, set filter criteria and
click Refresh

Q)
requested.

Filter criteria can be set in different ways:

. This process can take some minutes, depending on the amount of data

Relative To select events relative to the present time.
Interval To select events within a freely definable time interval
Total To select events irrespective of their time of occurrence

Prerequisites
You are logged onto the dialog manager.

Dialog path
Dialog manager main menu > Reports > Event viewer

Setting filter criteria for time relative to the present

1. Under Time period, select radio button Relative
In the box Search within the last, set the number time units to be searched, and choose
which units to use, for example, weeks, days, hours, minutes, seconds.

3. Inthe Event types menu, select the category of events to be searched, and then the
event types that interest you.

4. In the Maximum number menu, limit the number of events that the event viewer attempts
to receive. For performance reasons it is not recommended to leave the value
(unlimited).

5. Specify other filter criteria that interest you:

- Last name

-  First name

- Personal number

—  Card number

—  User (that is, system operator)
-  Code data

—  Device name

- Area name.

—  Click Refresh Q to start collecting events, and Cancel to stop.
- Click to save the results, or E to print them.

- Click [2) to clear the results for another search.

Setting filter criteria for a time interval
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29.3

1. Under Time period, select radio button Interval
In the date pickers Time from, Time until define the beginning and end of the period in
which to search for events.

3. In the Event types menu, select the category of events to be searched, and then the

event types that interest you.

4. In the Maximum number menu, limit the number of events that the event viewer attempts
to receive. For performance reasons it is not recommended to leave the value
(unlimited).

5. Specify other filter criteria that interest you:

- Last name

-  First name

-  Personal number

- Card number

—  User (that is, system operator)
- Code data

—  Device name

-  Area name.

—  Click Refresh Q to start collecting events, and Cancel to stop.
- Click to save the results, or E to print them.

- Click I:Zl to clear the results for another search.

Setting filter criteria irrespective of time

1. Under Time period, select radio button: Total
In the Event types menu, select the category of events to be searched, and then the
event types that interest you.

3. In the Maximum number menu, limit the number of events that the event viewer attempts
to receive. For performance reasons it is not recommended to leave the value
(unlimited).

4. Specify other filter criteria that interest you:

- Last name
—  First name
- Personal number
—  Card number
—  User (that is, system operator)
— Code data
—  Device name
- Area name.
)

—  Click Refresh Q to start collecting events, and Cancel to stop.
- Click to save the results, or E to print them.

- Click [;) to clear the results for another search.
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30 Using reports

This section describes a collection of report functions that can be used to filter system and
event log data, and to present it in clear formats.

Dialog path
Main menu > Reports.

Using the reports toolbar

Click @‘ to display a preview before printing.
The preview has its own toolbar:

[| X 4 4 1ol P Ko | S8 F& T 00z ¥ muster | Totakd 100z

—  Click X to exit the preview without printing.
- Use the arrow keys 4 4 2af17 F  Min the preview toolbar to browse back

and forth, or to select individual pages by page number.

- Click to print immediately, using your default printer
- Click & to print via a Print Setup dialog, which allows further print options.
- Click @ to export the report to a selection of file formats, including PDF, RTF and Excel.
—  The numbers on the right of the toolbar represent:
—  The total number of existing database entries that correspond to the filter criteria.
—  The percentage of those database entries that are displayed in the preview.

30.1 Reports: master data

Reports overview - Master Data
The Master Data reports includes all reports concerning persons, visitors, cards and their
access authorizations. Futhermore the device data and company data can be displayed.

i Personnel data

:“@ Yisitors

& Personnel access

_._!\3 authorizations

Persons
Pegasys

Avthorizations
per ertrance

Locked Persons |
Cards

3,
(3
L&
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[‘@ Device data
[é Companies

Report: Personnel Data

Two filters can be applied when creating reports.

Person filter: Here, the operator filter based on the usual personnel data fields.
Access card filter: Here, the operator can filter based on the card numbers, ranges of
numbers, the status, and the blocking status.

Report: Visitors

Similarly to the personnel data, reports of visitors can be created here. In doing so, it is still
possible to access all created visitor data, i.e. even visitors who have yet to arrive but who
were already registered can be selected.

Report: Personnel Access Authorizations

This report gives an overview of the access authorizations registered on the system and also
shows the persons to whom these authorizations have been assigned.

In terms of filters, personal data and the selection of certain authorizations can be used:

- Personnel data: Surname, first name, personnel no.

- Validation of all authorizations.

—  The name of the authorization the entrance is included.

—  The name of the time model - if exists.

—  Direction for the entrance.

—  Validation of the special authorization.

Report: Blacklist
In this dialog, a list can be printed detailing all or a desired selection of ID cards that have
been put on the blacklist for various reasons.

Report: Blocked Persons/Cards
This dialog can be used to create reports containing data about all blocked persons.
Use dates to find blocks within specified time periods.

Report: Device Data
The dialog can be used to create reports based on device data, e.g. device name or device

type.

Report: Companies
The Companies report dialog is used to collate company data in a list.
Use asterisks, for example, to find companies that begin with a certain letter.
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30.1.1 Reporting on vehicles
In the dialog Reports > Visitors it is possible to select Vehicles from the layout list. Once
Vehicles is selected the dialog area Vehicle filter is activated and can be used by the operator
to filter out vehicles and their status.
The status is displayed as follows:
—  Present: Visit not yet finished and time not yet expired.
—  Delayed: Visit not yet finished, but time expired,
—  Checked out: Visitor has returned all access cards.
— Visitor filter
« Reports Name: I Visitor card
Frst I Card no.: I
Q Perzonnel data rst name:
Street: I St I{No flter) j
[" Visit 2 code  City: |
@ Visitors
- F‘.emarks: I
Perzonnel access
authorizations r— Bxtended vistor fiter

Perzons
PegaSys

[‘Q Blacklist
[‘@ Device data
[‘@ Companies

Authorizations
per entrance

Locked Persons /
Cards

Bxpected amval: I 3: Expected departure: I 5:
Amival: I 3: Departure: I 3:

Location: I

rAccess authorizations
valid from: |

=

until: |

—Card type Filter

Card type: I[No filter)

—Vehide filter

Car license Mo.: I

Stay from: | until:

State: I{No filter)

filts
List of layouts present
delayed Available sort order
- checked out
Vehides - Torst Tienme
| First name K |

The Report for vehicles only is available for visitors because the expected arrival date,

expected departure date, arrival date and departure date are only available for visitors in the

database table Visitors.

The report only lists the vehicle numbers which are stored in the database table Persons. So

once a vehicle number has been changed, the report will provide other results.

The duration will be calculated as follows:

— if the visitor already checked out, the difference between arrival and departure in minutes
will be displayed.
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- if the visitor has not checked out yet, the time from arrival in minutes until now will be
displayed

Access Engine

Vehicle Datum 02.07.2014 , 14:26:14
Seite 1
Lastname Firstname Arrival Vehicle Person
Departure Last area Last area
Status Duration
Heuer Besucher mit Vorname 02072014 14:21 AC BB 58TE
Langem Mamen 02.07.2014 14:30 parkplatz_01 ASB
present Oh &
Test Visitor 01.07.201408:10 AT AA 1234
02.07.201412:00 parkplatz_01 158
too late 25h 18
Testbesucher mit sehr Besucher mit gaaaaaanz  01.07.207407:30 AT AA 2245
lagem Hamen langem namen 01.07.201412:00 AUSSEN AUSSEN
departad 4h 30
30.2 Reports: system data

Reports - System Data

In contrast to the master data, the system data is information that is assigned to the system
and is not person, ID card or company-related. These reports are explained in more detail
below.

Areas

L)

Ares
configuration

Ares muster
li=t

Muster list
total

il )

Report: Areas

This dialog can be used to collate the locations in a report. The dialog contains only one area
filter, which offers the various buildings and other zones for selection.

The area concerned is selected via a left mouse click. The user can view the report on the
screen using the Preview button before he starts the printing process with Print.

There are two layouts available.

Standard Persons present in the location - no parking lots

Parking lot occupancy Persons present in the location - only parking lots

To check that the datasets displayed are up to date, the last card scannings for the areas are
also listed.
Reliable information about the locations of persons can therefore be given for various events.
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Report: Areas Configuration
Defined areas and their subareas with a flag signed parking lots and maximum number of
persons or cars.

Report: Area Muster List

As well as being listed according to purely numerical data, the persons in an area can also be
listed by name.

With the scanning times for the individual areas, these reports also contain the times for each
individual person.

Report: Muster List Total

In principle, the muster lists correspond to the Areas report dialog; however, they offer lists
for the specific zones, which provide information about the number of persons currently in
that area according to access control.

Reports: authorizations

Overview
In this menu item, a summary is provided of the various authorizations given in the
corresponding dialogs:

[‘@ Authorizations

Time models

Day models

Wiarkstation
rigghts

Warkstation
profiles

zer
rights

Lizey
profiles

B BB B & B

Report: Authorizations

This dialog can be used to display the access authorizations defined in the system. The
entrances belonging to the individual access authorizations are listed. The name of the
selected time model is displayed. In addition, this report shows the number of persons to
whom the authorization is assigned.

Report: Time Models

This report can be used to display the time models defined in the system, as selected. This
report displays all data associated with the model as well as the number of the persons to
whom the model.
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Report: Day Models
This report displays all defined day models with their names, descriptions, and the intervals
they contain.

Report: Workstation Rights
This dialog can be used to display the workstation rights assigned to the workstations defined
in the system.

Report: Workstation Profiles

This dialog can be used to display the workstation profiles defined in the system; this allows
the system operations that are possible on the individual workstations to be presented in a
clear format.

Report: User Rights
This dialog can be used display the assigned user profiles for users defined in the system.

Report: User Profiles
This dialog can be used to display the assigned dialogs and dialog rights for the user profiles
defined in the system.
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31.1

Operating Threat Level Management

This section describes the various ways to trigger a threat level and cancel it. For background
information see section Configuring Threat Level Management, page 122

Introduction

A threat level is activated by a threat alert. A threat alert can be triggered in one of the
following ways:

- By acommand in the software user interface

— By aninput signal defined on a local access controller, for instance a push button.

— By swiping an Alert card at a reader

Note that threat alerts can be cancelled by the Ul command or hardware signal, but not by
alert card.

Refer to
—  Configuring Threat Level Management, page 122

Triggering and cancelling a threat alert via Ul command

This section describes how to trigger a threat alert in AMS Map View.

Dialog path

OO0
- AMS Map view > B (Device tree)

Prerequisites
— At least one threat level has been defined
— At least one threat level has been marked with Active in the device editor.
-  You as a Map View and AMS operator have the necessary permissions:
— to operate Threat levels
- toview the MAC or MACs in the Division where the threat alert is to be triggered.

Procedure to trigger a threat alert
1. In the device tree in AMS Map view, right click the MAC device where the threat alert is to
be triggered.
— A context menu appears, containing the commands that you are authorized to
execute on that MAC
— If no threat level is yet in operation, the menu will include one or more items labeled
Activate Threat level ‘<name>’, where is the name of the threat level defined in the
device editor.
2. Select the threat level that you wish to trigger.
— The threat level goes into operation.

Procedure to cancel a threat alert

Prerequisite: A threat level is already in operation.

1. Inthe device tree in AMS Map view, right click the MAC device where the threat alert is to
be cancelled.
— A context menu appears, containing the commands that you are authorized to

execute on that MAC

2. Select Deactivate Threat level. From the context menu.

—  The currently threat level is deactivated.
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31.2
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Triggering a threat alert via hardware signal

This section describes how to send a hardware input signal to trigger a threat alert.

Prerequisites

— At least one threat level has been defined

— At least one entrance has been configured in the device tree.

- Hardware signals have been defined on an AMC, and a device has been connected to the
correct terminal on that AMC, that will deliver a signal to it. If required, click the link at
the end of this section for instructions on how to configure the input signal, or contact
your system administrator.

Procedure

Activate the device, typically a push button or hardware switch, that is connected to the AMC.
To cancel the threat alert, activate the device that sends the input signal defined as

Threat level: Deactivate.

Refer to
-  Assigning a threat level to a hardware signal, page 126

Triggering a threat alert via Alert card

This section describes how to trigger a threat alert via an Alert card.

Prerequisites

— At least one threat level has been defined

— At least one entrance has been configured in the device tree.

— An alert card has been created for a particular cardholder. If required, click the link at the
end of this section for instructions on how to create an alert card, or contact your system
administrator.

Procedure

1. The cardholder presents their special alert card at any non-fingerprint reader the site.
—  The threat level that was defined for that card is activated.

2.  When the treat has passed, cancel the threat level via Ul command or hardware switch.
By design it is no possible to cancel a threat level via an alert card.

Refer to
—  Creating an Alert card, page 188
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32

Operating Swipe ticker

Introduction
Swipe ticker is a tool that helps Map view operators to monitor, in real time, who is entering
or leaving the premises.

Overview
Swipe ticker is an application, within AMS Map view, that displays the last 10 minutes of
access events in a dynamic scrolling list. Up to 50 access events are displayed, and events
older than 10 minutes are automatically dropped from the list. The operator can monitor all
readers in the system, or select a subset.
Each record in the list contains details of the event and the credential used, for example:
—  The name of the cardholder and their stored photo, for visual confirmation of identity.
- Atime stamp.
—  Company and/or department name, if stored.
—  The entrance and the reader at which the credential was used
— An event category with a colored label:
—  Green: A completed access with a valid credential
—  Yellow: An incomplete access with a valid credential, for example, the cardholder
cycled the lock but did not open the door
— Red: A failed attempt to access with an invalid credential. The type of invalidity is
shown, for example, the credential is blacklisted, unknown or expired
Swipe ticker does not keep its own archives, it extracts and displays access events from the
system database. The dynamic scrolling can be paused for closer study, or opened in a
separate window for parallel use with other Map view applications.

Notice!
Latency after edits
Changes to ID photos in AMS typically need a few minutes to propagate to the Swipe ticker.

Prerequisites

The User profile of the operator requires a special authorization to run Swipe ticker.
1. In the main AMS application, navigate to the menu: Configuration > User profiles
2. Load the profile name of the desired operator

3. In the table, select Access Manager Maps > Special functions > Swipe ticker

Starting Swipe ticker

» In Map view, click to start the tool.

Selecting readers to monitor
If readers have not already been selected, or if you wish to change the selection, proceed as

follows:

1. In the Swipe ticker window, click (settings).

The Filter devices window opens.
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2.  From the tree of devices, select the check boxes of the entrances or readers that you
wish to monitor. The check boxes behave as follows:
If you select an entrance, then all its subordinate devices will be selected by default.
The check boxes of individual subordinate devices can then be cleared if not required.
If all children of a parent device are selected, then the parent’s check box is white. If only
some are selected, then the parent’s check box is gray.

3. Click OK to finish selecting readers and close the Filter devices window.

Displaying selected readers on the map

» Double-click a record in the Swipe ticker.

v" The swipe ticker is automatically paused.

v" Map view displays, in the main window, the first relevant map scene in its map hierarchy,
and highlights the reader that you double-clicked.

Pausing the Swipe ticker

» In the Swipe ticker window, click [| |] , or double-click a record in the list, to pause the
dynamic display

v" The dynamic display freezes. Incoming event records are buffered but not displayed.

v" A notice is placed at the top of the list, that the event stream has been paused.

Resuming a paused Swipe ticker

» Inthe Swipe ticker window, click D to resume the dynamic display

v" The dynamic list displays in chronological order (newest first) all access events that have
occurred at the selected readers in the last 10 minutes, up to a maximum of 50.

v" Access events that are older than the 50 newest, or older than 10 minutes, are removed
from the list.

v" New access events are again displayed in real time as they occur.

Duplicating Swipe ticker in a separate window
Note that only one duplicate ticker window can be opened at a time.

1. In the Swipe ticker window, click (additional window).
The separate window is a duplicate and not independent of the ticker in the main
window. It obeys the same settings.
Other Map view applications, such as the alarm list, can now be operated in parallel in
the main window.

2. When you are finished with the separate window use the title bar to close it.
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33 Backup and Restore

The Backup & Restore function enables you to move your system with its data to a new
version of AMS, or to a new computer.

Backup and Restore can only be run on the machine where the AMS server is installed. Two
shortcuts are available in the Windows Start menu:

—  AMS - Backup for creating a backup

—  AMS - Restore for restoring a backup:

Access Management System
Mew
AMS
Mew
AMS - AccessIPConfig
Mew
AMS - Backup

5

AMS - Configuration Collector
Mew

AMS - DB Password Change
Mew

AMS - Restore
Mew

M >
33.1 Backing up the system

This section describes how to create a backup for the AMS application and locate the SQL
Server backup files.

Create a backup of the AMS application
1. In the Windows Start menu, right-click AMS - Backup and select Run as administrator.
—  The Backup and Restore tool starts with the Backup option pre-selected.

B BackupAndRestore X
@ﬁ : O Restore
|| C:Wsers\Administrator \DOCUMENTS \Backups \AccessEngine i Start |

Cancel

2. Enter a path where the .Gz file is to be saved.
3. Click Start to start the backup.
—  The Backup and Restore tool creates a single .Gz file, and displays its progress in a
popup window.
4. Copy this file to safe storage on another computer. For data security, do not leave the
only copy on the DMS server.

Locate and copy the SQL Server backup files.
1. Using afile explorer on the AMS server computer, navigate to the location where SQL
Server keeps its . BAK files.
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—  The file path is as follows, whereby <version>and <instance name> are variables
that depend on your system:

C:\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>
\MSSQL\Backup\

—  The file names are in the form:
acedb.80fZedb0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.AlarmDb.80fZe4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.EventDb.80fZe4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.MapDb.80fZedb0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.MapViewDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.StatesDb.80fZe4b0-eb71-43ab-b2b6-db2517d4d6c7.bak

2. Copy all the . BAK files to safe storage on another computer. For data security, do not
leave the only copies on the DMS server.

Notice!
The default path to the AMS Event log is:
C:\Program Files (x86)\Access Management System\Access Engine\AC\LgfLog\

33.2

Restoring a backup

Prerequisites

- The ¢z file that was created by the Backup and Restore tool

—  The .BAkfiles created by SQL Server that you caved during the backup procedure.
—  An SQL account with sysadmin rights, such as sa.

—  Asuitably prepared target computer with respect to licenses and certificates:

— Licenses: The target computer (where you restore the backup) requires at least
equivalent licenses to those on the computer where you made the backup.

—  Certificates: Any clients of the target computer will require the new certificates
generated by the installation on the target computer, not those generated by the
installation on the original computer.

Consult the AMS Installation Guide for generation and installation of client
certificates.

Procedure

1. In the AMS program click File > Exit to stop the AMS application.

2.  When the program has terminated, run the Windows Services application and make sure
that all Access Engine and Access Management System services have stopped.
Otherwise stop them here.

3. If and only if you are running an RMAC (redundant failover MAC) with your main or 1.
MAC, jump to the next subchapter and do the procedure described there, before
returning to this step.

4. Copy the MSSQL . Bak files that you saved from the original computer to exactly the
same path on the new computer.

—  The file path is as follows, whereby <version>and <instance name> are variables
that depend on your system:
C:\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>
\MSSQL\Backup\
5. In the Windows Start menu, right-click AMS - Restore and select Run as administrator
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—  The Backup and Restore tool starts with the Restore option pre-selected.
6. Click the [...] button to locate the Gz backup file in the files system, and click Open to
select it.

(O Badwp (®) Restore
|| C:\.Users‘l.Administrator\DDCUMENT‘S\Eadmps‘lﬁcoessEngine‘l}| m

EOpen
4 [E » ThisPC » Documents v @ | Search Documents et

Organize « Mew folder g ~ [N 0

B

| Documents # *  [lame Date modified
| Pictures  # Backups 19.10.2018 12:00 File folder
Workspace o 50L Server Management Studic 052018 17:5 File folder

B This PC Visual Studic 2015 05, 175 File folder

[ Desktop
d Documents
; Downloads
J‘s Music

&= Pictures

B videos

‘i Local Disk (C:)

oF Metwork v <

File name: || v| | ACE Backupfile .62)

7. Click Start to start the restore process.

8. When prompted for server credentials, enter the credentials for an MSSQL sysadmin user
such as sa, not the login credentials of the server computer.
— The restore process begins

®] BackupAndRestore *

(O padkup
|| C:\Jsers\Administrator \Documents\ACE. G2 Start

Reading compressed file Cancel

9. When the restore process is completed, run the Windows Services application and
restart all Access Engine and Access Management System services manually.

10. Execute the server setup program AMS Server Setup.exe as Administrator in order to
resynchronize the backed up data with the current system data.
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33.2.1

Refer to
—  Backing up the system, page 225

Restoring RMACs into a new installation
Note: this procedure is only relevant to the case where you are restoring to different hardware
the backup of a system with MACs and RMACs.

Introduction
If you restore a backup to new computers, then you must reconfigure the IP addresses of the
MAC and RMAC that were stored in the backup file to the IP addresses of the new hardware.
Do this configuration by running the MACInstaller tool on the new hardware.
The MACInstaller tool is found on the installation medium at \addons\MultiMAC
\MACInstaller.exe
Use of the MACInstaller tool is described in detail in the chapter Using the MAC installer tool,
page 49
Procedure
1. Run the MACInstaller tool on the computer where 1.MAC is running. This computer may
be the DMS server or a dedicated server for 1.MAC.
— In the tool, set the new IP addresses of the primary MAC (this computer) and the
RMAC.
2. Run the MACInstaller tool on the computer where the RMAC is running.
— In the tool, set the new IP addresses of the primary MAC and the RMAC (this
computer).
3. Return to the step where you left the procedure Restore procedure.

Refer to
—  Using the MAC installer tool, page 49
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Glossary
1.MAC (first MAC)

The primary MAC (Master Access Controller) in a
BIS Access Engine (ACE) or Access Manager
(AMS) system. It can reside on the same
computer as the DMS, but it can also reside, like a
subsidiary MAC, on a separate computer known as
a MAC server.

Access Sequence Monitoring

The tracking of a person or vehicle from one
defined Area to another by recording each scan of
the ID card, and granting access only from Areas
where the card has already been scanned.

ACS

generic term for a Bosch Access Control System,
for example, AMS (Access Management System)
or ACE (BIS Access Engine).

AMC hardware key

An internal authentication code that the AMC
generates from certain hardware parameters. It is
not visible to the user.

anti-passback

A simple form of Acces Sequence Monitoring in
which a cardholder is prevented from entering an
Area twiice within a defined time period, unless
the card has been scanned to exit that Area in the
meantime. Anti-passback deters a person from
passing credentials back through an entrance for
use by an unauthorized second person.

Area (Arming)

A grouping of entrances of entrance model 14 in
an access control system. The arming or disarming
of the intrusion system at one of these entrances
simultaneously has the same effect at all
entrances where the parameter Arming area has
the same one-letter designation.

Assembly point

a designated place where people are instructed to
wait after evacuating a building.

Data Management System (DMS)

A top-level process for managing access control
data in the system. The DMS supplies data to
main access controllers (MAC), which in turn
supply data to local access controllers (usually
AMC).

DCP

a password from which the access control system
generates a master key that is used to encrypt
network communication to all subordinate local
access controllers, typically AMC devices.

Destination Dispatching System (DDS)

also known as Destination Management System,
but use only abbreviation DDS. Otis CompassPlus
is a kind of DDS.

Destination Entry Redirector (DER)
A computer at the same level as a Destination
Entry Server (DES) in an Otis CompassPlus
system. It connects to all elevator groups and its

job is to enhance the efficiency of the DES
devices.

Destination Entry Server (DES)

A computer that governs an elevator bank to
optimize travel times.

Destination Entry Terminal (DET)
A device where elevator passengers can enter
destination requests for an elevator group.
Configuration mode
the default state of access control devices in the
device editor. Changes take effect and propagate
to subordinate devices immediately.
Operation mode

the state of an access control device in the device
editor while it is responding to commands given
outside the device editor. Configuration changes
take effect only after operation mode ends and
configuration mode is restored.

Door model

A stored software template of a particular type of
entrance. Door models facilitate the definition of
entrances in access control systems.

DSN

Data Source name. The name of a data source in
Open Database Connectivity (ODBC).

DTLS

Datagram Transport Layer Security is a secure
communications protocol that protects against
eavesdropping and tampering.
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elevator group

A group of elevators serving the same floors in
concert. Each elevator group is governed by a
Destination Entry Server (DES).

Entrance

The term Entrance denotes in its entirety the
access control mechanism at an entry point: It
includes the readers, some form of lockable
barrier and an access procedure as defined by
sequences of electronic signals passed between
the hardware elements.

IDS

Intruder detection system, also known as a
burglar alarm system.

IPConfig tool

A separate auxilliary program for configuring the
network and network security settings of
hardware devices within the access control
system.

Local Acess Controller (LAC)

A hardware device that sends access commands
to peripheral access control hardware, such as
readers and locks, and processes requests from
that hardware for the overall access control
system. The most common LAC is an Access
Modular Controller or AMC.

MAC (Master Access Controller)

In access control systems a server program that
coordinates and controls the Local Access
Controllers, usually AMCs (Access Modular
Controller)

Master key

A code that the system generates from the DCP
(Device Communication Password), and uses to
protect the access control devices. The Master
key is never made visible to any user.

Normal mode

In contrast to office mode, normal mode grants
access only to persons who present valid
credentials at the reader.

Office mode

The suspension of access control at an entrance
during office or business hours.

password entropy

a measurement of password strength calculated
from factors such as its randomness, the number
of symbols available, and the actual number of
symbols used.

Identification PIN

A Personal Identification Number (PIN) that is the
sole credential required for access.

Verification PIN

A Personal Identification Number (PIN) used in
combination with a phyisical credential to enforce
greater security.

Point

A sensor to detect intrusion into an intrusion-
controlled area. In some contexts points may be
called zones or sensors.

Random LCD key

A temporary alphanumeric code that the AMC
generates afresh every time it boots. The key can
be shown in the liquid crystal display (LCD) of the
AMC and may be requested by software tools to
authenticate network communication.

RMAC

A redundant main access controller (MAC) that is
a synchronized twin of an existing MAC, and takes
over management of its data if the first MAC fails

or gets disconnected.

RPS
Remote Programming Software. A program that
manages fire or intrusion control panels on a
network.

MAC server
Hardware: A computer (other than the DMS
server) in an Access Engine (ACE) or Access

Management (AMS) System, where a MAC or an
RMAC runs.

Smartintego

A digital locking system from Simons Voss
technologies. Smartintego is integrated with some
Bosch access control systems.

tailgating
Circumventing acces control by closely following

an authorized cardholder through an entrance
without presenting one's own credentials.
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Threat alert

an alarm that triggers a threat level. Suitably
authorized persons can trigger a threat alert with
a momentary action, for example through the
operator’s Ul, through a hardware signal (e.g.
push button), or by presenting a special alarm
card at any reader.

Whitelist (Smartintego)

A whitelist is a list of card numbers that is stored
locally on the card readers of a Smartintego
locking system. If the reader's MAC is offline, the
reader grants access for cards whose numbers are
contained in its local whitelist.
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