
Stateful  Firewall

SPECIFICATION

SPECIFICATION

1.  OVERVIEW

FEATURE

3.  SECURITY

FEATURE

2.  CONNECTIVITY  AND  PORTS

ÿ

Layer  7  firewall  with  awareness  ÿ

30+

141.8  ×  127.6  ×  30mm  (5.6  ×  5  ×  1.2")

Compact  desk

(4)  1GbE  RJ45  (1G/100M/10M)

Dimensions

Max.  WAN  port  count

LAN/WAN

300+

Default  WAN  ports

IDS/IPS  Performance

Port  design

(1)  2.5  GbE  RJ45

UniFi  Application  Suite Grid

1  Gbps

Form  factor

Managed  UniFi  Devices

(1)  2.5GbE  RJ45  (2.5G/1G/100M/10M)

4

Simultaneous  users  connected
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ÿ

of  applications

4.  VPN  and  SD-WAN

(zones,  domains,  applications)

Multi-WAN  load  balancing

IPsec

Advanced  QoS

ÿ

5.  NETWORK  MANAGEMENT

ÿ

ÿ

Intrusion  Prevention  System  (IPS/IDS)

Unlicensed  SD-WAN

Traffic  segmentation  (VLAN /  subnet)  ÿ

One-click  VPN  (Identity  Endpoint)

ÿ

ÿ

ÿ

ÿ

Dynamic  routing  (OSPF)

ÿ

Advanced  firewall  filtering

ÿ

ÿVPN  Teleport  (zero  configuration)

ÿ

Site-to-site  VPN  (Site  Magic)

WireGuard

L2TP

ÿ

ÿ

ÿ

DPI  and  traffic  identification

ÿ

Content  filtering

Ad  blocking

VPN  Client  (OpenVPN /  WireGuard)

IDS/IPS  Signatures 55,000+  (CyberSecure)

ÿ

OpenVPN
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6.  HARDWARE

Masquerade /  Pool /  1:1)

ÿ

ÿ

Integrated  RADIUS  server

Failover  with  UniFi  LTE  Backup  ÿ

ÿ

Policy-based  WAN  and  VPN  routing  ÿ

IPv6  ISP  Compatibility

IGMP  Proxy ÿ

Internet  quality  and  outage  reports  ÿ

Advanced  NAT  (SNAT /  DNAT /

ÿ

Multicast  DNS  (mDNS)

RADIUS  over  TLS  (RadSec)

MAC  table  size 2,000  tickets

ÿ

ÿCustomizable  DHCP  Server

Power  supply

ARM®  Cortex-A53  Quad-Core  at  1.5  GHz

Ethernet

Weight

16  GB

Maximum  energy  consumption

Internal  storage

LED  Indicators

100  –  240  V  ACSupported  voltage  range

Ethernet /  Bluetooth

6.2  W

Polycarbonate

Physical  button

3  GB

State  LCM  0.96"

Processor

System  memory

Administration  methods

(1)  Factory  reset

Operating  temperature

USB-C  (5  V  DC /  3  A)  –  Adapter  included

520  g  (1.1  lb)

-10  to  40  °C  (14  –  104  °F)

Screen

Housing  material
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7.  SOFTWARE

Minimum  iOS™  version

5  –  95%  non-condensing

CE,  FCC,  IC  certifications

Operating  humidity

Compliant  with  NDAA

Anatel,  SRRC

ÿ

UniFi  Network  mobile  app  required

10.12.0  or  higher

Minimum  version  Android™  10.11.2  or  higher
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