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User Manual

General presentation

Introduction

This user manual (hereinafter referred to as the “manual”) describes the installation, functions and

operations of the Digital Video Recorder (DVR) (hereinafter referred to as the “Device”). Please read

this manual carefully before using the Device and retain it for future reference.

Safety instructions

The following warning indicators may appear in this manual.

Signal words

Meaning

Indicates a situation with a high potential risk which, if not
avoided, could result in death or serious injury.

Indicates a situation with a medium or low potential risk
which, if not avoided, may result in minor or moderate injury.

Indicates a potential risk which, if not avoided, may result in
property damage, data loss, reduced performance, or other
unforeseeable consequences.

©=% ADVICE

They explain useful methods to solve a problem or to
help save time.

] NnoTE

Provides additional information that complements that
given in the text.

Revision history

Version Review content Date of issue
@® Added region of interest tracking.
v2.5.0 @® Added EPTZ function. November 2024
@® Update regarding some features.
@® Updated the live view control bar.
@® Added Quick Pick function.
@® Added privacy protection.
@® Added video quality analysis.
V2.4.0 @® Added scene change. June 2024
@® Added password recovery.
@® Added access to the main menu, also on the
web.
@® Updated video playback and playback control
bar.
@® Update regarding settings
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Version Review content Date of issue

following parameters: color, image, encoding and
covered area.

@® Update regarding coaxial camera upgrade.

@® Update regarding Al disarm and mode
configuration.
@® Maintenance update.
@® Security Center Update.
V2.3.4 January 2024
@® Alarm center update.
@® Update regarding encoding settings.
v2.3.3 @® Update regarding HDD information. October 2023
@® Alarm center update.
@® Added settings for images supported
by the illuminator.
@® Update regarding the opt-out.
E i .
V232 @® Encoding update July 2023
@® Update regarding email settings.
@® Update regarding the main menu on the
web.
V2.3.1 Update related to 3G/4G/Wi-Fi connection February 2023

settings.

Adding DH-XVR54xxL-4KL-I3, DH-XVR58xxS-4KL-
I3, DH-XVR58xxS-4KL-13-LP, DH-XVR71xxH-4K-I3,
V2.3.0 DH-XVR71xxHE-4K-I3, DH-XVR72xxA-4K-I3, DH- July 2022
XVR72xxAN-4K-I3, DH-XVR74xxL-4K-I3 and DH-
XVR78xxS-4K-13.

Added extended smart lighting

V2.2.0 . ) June 2022
configuration.

V2.1.0 Added DH-XVR54xxL-I3 and DH-XVR58xxS-I3. May 2022
@® Added DH-XVR42xxAN-I (Version 2.0).
@® Added smart lighting as alarm link.
@® Added scheduled mode for AI functions.

V2.0.0 @® Added IVS mode switching. April 2022

@® Added event notification disabling in
disarming function.

@® Added sensitivity for IVS settings.
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Version Review content Date of issue

@ Disk quota update.
@ Support for Security Guidelines 2.0.

@® Update regarding Al mode switching.

@® Added intelligent diagnosis.
V1.2.1 @® Update regarding alarm input settings. December 2021

@® Password reset update.

V1.2.0 Added some templates. October 2021

V1.1.0 Adding DH-XVR4232AN-1. July 2021

V1.0.11 Addition of DH-XVR5816S-4KL-12-LP and Mav 2021
A DH-XVR7816S-4KL-X-LP-V2. y

Eliminate video quality analysis function.

V1.0.10 April 2021
v1.0.9 Added some templates. February 2021
v1.0.8 Added some templates. November 2020
V1.0.7 Added some templates. September 2020
V1.0.6 Added some templates. May 2020
V1.0.5 Updated to Ul version 4.0. February 2020

@® Added the following functions: disarm,
HDD database and SMD preview.
V1.0.4 September 2019
@® Optimized smart search function for

filtering people and vehicles.

V1.0.0 First version. October 2018

Privacy Policy

It is possible that the device user or data controller collects personal data of others, such as a
face, audio conversations, fingerprints or license plate number of a vehicle. Users must
comply with local laws and regulations on privacy protection to ensure that the rights and
legitimate interests of third parties are respected. To this end, appropriate measures must be
taken, including but not limited to: using clear and visible signs to inform people of the
existence of a surveillance system in the area, indicating the required contact information.

About the manual
@ This manual is for reference only. There may be slight differences from the actual
product.

@ We decline all responsibility for any losses caused by uses of the product that do not comply
with the instructions in the manual.
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@® The manual will be updated according to the updated laws and regulations. For detailed
information, please refer to the printed user manual, use the CD-ROM, scan the QR code,
or visit our official website. This manual is for reference only. There may be slight
differences between the electronic and paper versions of the manual.

@ Design and software are subject to change without notice. Due to product updates,
differences may arise between the actual product and the information in the manual.
Contact support for the latest software and additional documentation.

@ There may be typographical errors or discrepancies in the description of functions, operations
and technical data. In case of doubt or dispute, we reserve the right of final interpretation.

@ If you cannot view the manual (in PDF format), please update your PDF reader program
or try other reader software.

@ All trademarks, registered trademarks and company names appearing in this manual are the
property of their respective owners.

@ If you encounter any problems while using the device, please refer to our website, or contact
your supplier or customer service.

@ In case of doubts or disputes, we reserve the right of final interpretation.
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Safety rules and important warnings

This section describes the procedures for proper handling of the Device and for the prevention of
risks and material damage. Read it carefully before using the device and follow the guidelines for
use.

Transport requirements

A\

Transport the device under permitted humidity and temperature conditions.

Storage requirements

A\

Store the device in the permitted humidity and temperature conditions.

Installation requirements

A DANGER

Danger in case of instability

Possible Result: The rack may fall and cause serious injury to people.
Preventive measures, including but not limited to:

@ Before placing the rack in its final location, read the installation instructions.
@ Do not place loads on the device when installing it on the slide rail.

@ Do not retract the slide guide with the device installed.

A WARNING

[ @ Danger: Moving fan blades
Avoid touching the fan blades, especially while they are moving.

- . . .
[ A |§ Before installation, disconnect all power cables.

@ Do not connect the device to the power adapter while the power adapter is turned on.

@ Strictly comply with local electrical safety regulations and standards. Make sure the
voltage supplied is stable and meets the power requirements of the device.

@ Use the power adapter and power cords provided with the device. We assume no
responsibility for injuries or damages caused by improper use of the power
adapter and power cords.

A\

[ @/FL—\//_J_, To improve safety, connect the ground terminal reliably.
ground terminal varies depending on the device, and some devices do not have one.
Proceed according to the model of your device.

@ The device must be installed in a place accessible only to technical personnel. Non-technical

personnel are prohibited from entering the installation area.
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@ The device must be provided with reliable grounding by professional technicians. The
technicians must install the ground conductor in the building floor and check the
grounding connection of the outlet socket.

Do not place the Device in places exposed to sunlight or near heat sources.

Keep the Device away from moisture, dust and soot.

Install the Device on a stable surface to prevent it from falling.

Place the device in a well-ventilated area and do not obstruct air circulation.

The Device is a Class I electrical appliance. Ensure that the power supply to the device is
connected to a socket outlet with a protective earth connection.

Use power cords that comply with local requirements and ratings.

@ Before connecting the power, verify that the input voltage matches the power
requirements of the server.

@® When installing the device, make sure that the power plug is easily accessible to
disconnect the appliance from the mains.

@ Opening the device case is prohibited to non-technical and unauthorized personnel.

@ Before use, securely fix the controller to the building.

Operation request

A DANGER

[ A@ The device or remote control contains button batteries. Do not ingest the batteries.
avoid the risk of chemical burns.
Possible outcome: Swallowing button batteries can cause severe internal burns and death within
2 hours.
Preventive measures, including but not limited to:
Keep new and used batteries out of reach of children.
If the battery compartment is not closed properly, stop using the device
immediately and keep it out of the reach of children.
Consult a doctor immediately if you believe a battery has been swallowed or
inserted into any part of the body.
@ Battery Precautions
Preventive measures, including but not limited to:
Do not transport, store or use batteries at high altitudes with low pressures and in
extremely high or low temperature environments.
To avoid explosion, do not dispose of batteries by throwing them into a fire or hot oven, by
mechanical crushing or cutting.
Do not leave batteries in extremely high or low temperatures to avoid explosions
and leakage of flammable liquids or gases.
Do not subject batteries to very low atmospheric pressures to avoid explosions and

leakage of flammable liquids or gases.

A WARNING

Place the device in a place not easily accessible to children.

YOU
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A\

@ Thisis a Class 1 laser device. Only modules that meet the requirements for Class 1 lasers may be
inserted into it.

@ Avoid spilling or splashing liquids on the device and ensure that no containers filled with liquids

are placed on top of the device.

@® Place the device in a well-ventilated area and do not obstruct air circulation.

@ Power the device with inputs and outputs of power within the indicated range.

The device may only be disassembled by qualified personnel.

@ Transport, use and store the device under permitted humidity and temperature
conditions.

Maintenance requirements

A DANGER

Replacing used batteries with new ones of the wrong type may cause an explosion.
Preventive measures, including but not limited to:

@ Replace used batteries with new batteries of the same type and model to avoid the risk of
fire or explosion.

@ Dispose of old batteries as directed.

A\

The unit coupler is a disconnect device. Keep it at a proper angle when using. Before
repairing or maintaining the device, disconnect the appliance coupler.

VII
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1 Introduction

1.1 Overview

This device is a premium digital monitoring product for the security industry. The built-in
LINUX operating system ensures stable operation. H.265 and G.711 technologies ensure
high image quality and low bitstream. Frame-by-frame playback function shows more
details for analysis, provides rich functions such as recording, playback and monitoring, and
ensures audio and video synchronization. The device also adopts advanced control
technology and provides high performance in network data transmission.

The integrated design also allows for a high level of security and reliability. The device can
work locally and, thanks to its advanced networking features, can be connected to
professional surveillance software (Smart PSS) to create a security network in which to
exploit its powerful remote monitoring functions.

The numerous application scenarios include, among others, banking, telecommunications,

electricity, traffic, smart residential districts, factories, warehouses and water conservation facilities.

1.2 Functions

el

Theinctions they can vary inbasestwme version e software ARéle'hardware owe model purchased.

Al Function

@ It supports face detection, which analyzes attributes such as age, gender, glasses, beard, and
mask and stores them in data structures that can be used for quick search.

@ Supports facial recognition, which compares captured facial snapshots with those in the
face database and links configured alarms (face detection function must be active).

@ Supports image search, which is useful for finding a target image in the database.

@ Support 16-channel IVS function, which includes line crossing and intrusion detection
rules. IVS function can avoid false alarms by filtering factors such as rain, light and
animals.

@ Calculate the number of people detected in 24 hours.

@ Detects vehicles passing by in 24 hours.

Real-time surveillance

@® Support VGA and HDMI ports for monitor surveillance.
@ Simultaneous support for HDMI, VGA and TV outputs.
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IoT Management

It provides a specific management module for IoT features, such as temperature and humidity
data reporting and alarm linking.

Sensor integration

It integrates coaxial cameras with various sensor arrays, such as temperature and humidity,
and wireless alarm devices.

Storage Management

@ The special format ensures data security and eliminates the risk of tampering.
@ Supports digital watermark.

Compression format

Support multi-channel audio and video signals. Independent hardware decodes audio signal and
video signal of each channel, to ensure audio and video synchronization.

Backup function

@ Supports backup operations via USB port (e.g. using USB storage disks, portable HDDs
and burners).

@ The client-side user can download files over the network to their local hard drive for backup

purposes.

Playback and recording

@ All channels support independent real-time recording at the same time with the activation of
various functions, such as search, backward playback, network monitoring, recording search
and download.

@ It supports multiple playback modes: slow, fast, backward and frame by frame.
@ Supports text overlay, to accurately display the time an event occurred.

@ Supports zooming in on a selected area in live view.

Network usage

Support remote and real-time network monitoring, remote record search and remote PTZ
control.

Activating alarms

@ It offers multiple relay alarm outputs for on-site alarm triggering and light control.

@ The alarm inputs and outputs are designed with protection circuit which ensures the
safety of the device.

Communication ports

@ RS-485 port allows alarm signal input and PTZ control.
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@ The RS-232 port allows you to connect a keyboard, a computer's COM port, or a matrix
control.

@ The standard Ethernet port allows remote network access.

@ The dual network port features multi-address, fault tolerance and load
balancing configuration modes.

Control of swivel
Support connecting PTZ decoder via RS-485 port.

Intelligent operation

@ Supports mouse use.
@ Support copy and paste functions for same settings.

UPNP (Universal Plug and Play)

It allows you to establish a mapping connection between LAN and WAN networks via the UPnP protocol.

Camera with automatic adaptation

Supports and automatically recognizes PAL, NTSC and HD cameras.
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2 Initial procedures

2.1 Checking the components

THivait, TiypeAmbember Ofcomponents effective they can vary

inbase..amodel purchased.

After receiving the device, please check the package contents according to the following
checklist. If there are any missing or damaged items, please contact your local dealer or

after-sales service immediately.

Table 2-1 Checklist

N. Items to check Requirements
I wait No obvious damage.
1 Packaging Materials of No broken or deformed
packaging elements due to impacts.
No tearing.
[1]
Do not damage or tear the labels;
otherwise the services covered by
the warranty will be void.
Labels on the : :
2 Labels , may become invalid.
device :
When contacting after-sales
service, please indicate the
product serial number.
I wait No obvious damage.
] Data cables, power
3 Device cables, cables .
No loose connections.
of the fans and
Motherboard

2.2 Installing the HDD

When using for the first time, please make sure the HDD is already installed in the device. We suggest using

officially recommended HDD. Do not use the HDD of the computer.

A\

Turn off Thklevice
substitute thEDD.

Anigkconnect Tkle Ofdiet

Before Ofopen theusing For
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2.2.1
DH-XVR42xxAN-I/DH-XVR42xxAN-I(V2.0)/DH-XVR52xxA-12/DH-XVR
52xxA-13/DH-XVR52xxA-4KL-12/DH-XVR52xxA-4KL-I13/DH-XVR52xxA N-
I12/DH-XVR52xxAN-I3/DH-XVR52xxAN-4KL-I2/DH-XVR52xxAN-4KL

- I3/DH-XVR72xxA-4K-12/DH-XVR72xxA-4K-13/DH-XVR72xxA-4KL-I/D H-
XVR72xxAN-4K-12/DH-XVR72xxAN-4K-I3/DH-XVR82xxA-4K-I/DH-
XVR82xxA-4KL-I

Procedure
Ste[:_) 1: Remove the screws to remove the cover.

Figure 2-1 Removing the screws

Step 2: Place two screws on the HDD and tighten them one turn.

Figure 2-2 Screw placement

Step 3: Align the two screws with the holes on the device.
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Figure 2-3 Screw alignment

Step 4: Turn the device over and insert the other two screws, then tighten all screws to secure the HDD

to the device.

Figure 2-4 Tightening the screws

Step 6: Replace the cover and tighten the screws.
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Figure 2-6 Replacing the cover

2.2.2
DH-XVR58xxS-12/DH-XVR58xxS-4KL-12/DH-XVR58xxS-4KL-I12-LP/DH

- XVR58xxS-13 / DH-XVR58xxS-4KL-I3 / DH-XVR58xxS-4KL-I3-LP /
DH-

- XVR88xxS-4KL-I

Procedure

Step 1: Remove the screws from the frame.

Figure 2-7 Removing the screws

Step 2: Remove the cover from the frame.

Figure 2-8 Removing the cover

Step 3: Remove the screws from the support bracket and pull the bracket out.
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Figure 2-9 Removing the support bracket

Step 4: Align the four screw holes on the disc with those on the mounting bracket and screw the disc

into the bracket.

Figure 2-10 Securing the disc

Step 6: Fix the two support brackets.
[1]

This  operation Anekessary alone ONnmodels witt8 housings.

Step 7: Replace the mounting brackets and secure them to the DVR.
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Figure 2-13 Replacing the support bracket

Step 8: Connect the disks to the DVR using the power cable and data cable.
[1]

TeEmple in the figure Thatllows Ydsase.«. connection Ofa model tathousings.

Figure 2-14 Connecting the cables

2.2.3

DH-XVR54xxL-12/DH-XVR54xxL-4KL-I12/DH-XVR54xxL-I3/DH-XVR54x
XL-4KL-I3/DH-XVR74xxL-4K-12/DH-XVR74xxL-4K-13

Procedure

Step 1: Remove the fixing screws on the rear panel.
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Figure 2-16 Removing the screws

Step 2: Remove the cover following the direction shown by the arrow below.

Figure 2-17 Removing the cover

Step 3: Remove the screws on the sides of the HDD bracket and lift the bracket out.

Figure 2-18 Removing the bracket

Step 4: Align the four screw holes on the HDD with the four holes on the bracket and tighten the screws. The
HDD is fixed to the bracket.

Figure 2-19 Securing the HDD

Step 5: Install the other HDDs.

Figure 2-20 Installing other HDDs

Step 6: Place the bracket on the device and tighten the screws on the sides of the bracket.

10
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Figure 2-21 Tightening the screws

Step 7: Connect the data cable and power cable of the HDD to the device.

Figure 2-22 Connecting the cables

Step 8: Replace the cover and tighten the screws on the rear panel to complete the
installation.

Figure 2-23 Replacing the cover

=
) .
o

2.24

DH-XVR1Bxx-I/DH-XVR1BxxH-I/DH-XVR41xxC-I/DH-XVR41xxHS-1/D H-
XVR51xxH-I/DH-XVR51xxH-I12/DH-XVR51xxH-I3/DH-XVR51xxH-4K L-I2/

DH-XVR51xxH-4KL-I3/DH-XVR51xxXHE-I2/DH-XVR51xxHE-I3/DH-
XVR51xxHE-4KL-12/DH-XVR51xXHE-4KL-I3/DH-XVR51xxHS-I12/DH-X
VR51xxHS-I3/DH-XVR51xxHS-4KL-I12/DH-XVR51xxHS-4KL-I3/DH-XV
R71xxH-4K-12/DH-XVR71xxH-4K-I13/DH-XVR71xxHE-4KL-I/DH-XVR71
XXHE-4K-I12/DH-XVR71xxHE-4K-I3

Procedure

Step 1: Remove the screws on the cover.

11
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Figure 2-24 Removing the screws

§

Step 2: Remove the cover.

Figure 2-25 Removing the cover

Step 3: Align the HDD screws with the holes on the back of the device and tighten them.

Figure 2-26 Tightening the screws

Step 4: Connect the HDD data cable and power cable to the motherboard.

12
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Figure 2-27 Connecting the cables

Step 5: Replace the lid.

Figure 2-28 Replacing the cover

Step 6: Tighten the screws.

Figure 2-29 Tightening the screws

2.2.5 DH-XVR51xxC-I3/DH-XVR51xxC-4KL-I3

Procedure
Step 1: Remove the screws.

13
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Figure 2-30 Removing the screws

Step 2: Remove the cover.

Figure 2-31 Removing the cover

Step 3: Align the HDD screws with the holes on the DVR and tighten them.

14
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Figure 2-32 Installing HDD

Step 4: Using the HDD cable and power cable, connect the HDD to the motherboard.

15
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Step 5: Replace the lid.

Figure 2-34 Replacing the cover

Step 6: Tighten the screws.

16
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Figure 2-35 Tightening the screws

17
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3 Device Overview

This section describes the various components of the device and how to use the remote control and mouse.

3.1 Front panel

3.1.1 DH-XVR51xxH-I

Figure 3-1 Front panel

0000000000000 00 000 00 00 000 0.0 0.0-0 0.0 0.0 0000000 0 0000 00 000000000000 000000000 0000000000
09000 0000000000 00 000 000 0 00 00 00 00 000 000 0 0 0000 0 0 0 0 000 000000 0 0 0 0 0 0 0 0 0 0 0000 0 0 0 0 000 00 00 0 0 0 0 0,0 0.0
©0000000000000000000000000000000000000000000 ©000000000000000000000000000000000
50 00000 0 000 0 0 0 0 0.0 0 0 0.0 000.0.0,0-0.0.0.0.0-0.0.0.0,0.0.0.0.0 100000000 000 0-0.0.0-0.0-0-0.0, 020, ‘oo,
62670 0000000 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0.0 0 0 0 0 0.0 0.0 0 0 0 0.0 0 000 0000 0060000 %60 %0
00000000 00,0 0 00 0,0 0 00,00 0 0 00,0 0.0 0.0, 0. 0.0,0.0.0.0,0.0.0.0,0.0,0.0 0.0.0,0.0.0.0,0.0.0.0.0,0-0.0.0,0.0 0 0.0.0,0 000,00 o0o,

Table 3-1 Front panel description

N. Door name Function

It lights up blue when the HDD has an

1 HDD :
abnormality.

It lights up blue when the network has an

2 NET
anomaly.

It lights up blue when the power is

3 DIET connected correctly.

Allows connection of peripherals such as

4 USB port USB storage drives, keyboards and mice.

3.1.2
DH-XVR71xxH-4K-I2/DH-XVR71xxH-4K-13/DH-XVR71xXHE-4K-I12/DH-

XVR71xxHE-4K-I3/DH-XVR71xxHE-4KL-I

Figure 3-2 Front panel

18
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TECHNOLOGY

Table 3-2 Front panel description

N. Door name Function

Allows connection of peripherals such as USB
1 USB port . .
storage drives, keyboards and mice.

3.1.3
DH-XVR72xxA-4KL-I/DH-XVR72xxAN-4K-I12/DH-XVR72xxA-4K-12/DH-

XVR72xxAN-4K-13/DH-XVR72xxA-4K-I3

Figure 3-3 Front panel

EUire

o =3
i
Table 3-3 Front panel description
N. Door name Function
1 IR Receiver Infrared signal receiver of the remote control.

2 USB port Allows con.nectlon of perlpherals.such as USB
storage drives, keyboards and mice.

3.1.4 DH-XVR82xxA-4K-I/DH-XVR82xxA-4KL-I

Figure 3-4 Front panel

@lpwa

T &
Table 3-4 Front panel description
N. Door name Function
1 IR Receiver Infrared signal receiver of the remote control.

2 USB port Allows con.nect|on of penpherals.such as USB
storage drives, keyboards and mice.

19
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3.1.5
DH-XVR41xxC-I/DH-XVR41xxHS-I/DH-XVR42xxAN-I/DH-XVR42xxAN
- I(V2.0)/DH-XVR51xxH-12/DH-XVR51xxH-I3/DH-XVR51xxH-4KL-12/DH

- HS-I3/DH-XVR51xxHS-4KL-I2/DH-XVR51xxHS-4KL-13/DH-
XVR51xxH S-5M-I13/DH-XVR52xxA-12/DH-XVR52xxA-13/DH-
XVR52xxA-4KL-I12/D H-XVR52xxA-4KL-I3/DH-XVR52xxAN-12/DH-
XVR52xxAN-I3/DH-XVR5 2xxAN-4KL-12/DH-XVR52xxAN-4KL-13/
DH-XVR52xxAN-5M-13

Figure 3-5 Front panel

=
\
1 2. 3 4
Table 3-5 Front panel description
N. Door name Function
1 HDD It lights up when the HDD has an abnormality.
2 NET It lights up when the network has an anomaly.
3 DIET It lights up when the power is connected
correctly.
4 USB port Allows connection of peripherals such as USB

storage drives, keyboards and mice.

20
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TECHNOLOGY

3.1.6
DH-XVR78xxS-4K-12/DH-XVR78xxS-4K-13/DH-XVR78xxS-4KL-X-LP-V 2/

DH-XVR88xxS-4KL-I

Figure 3-6 Front panel

TECHNOLOGY

1 2
Table 3-6 Front panel description
N. Door name Function
1 IR Receiver Infrared signal receiver of the remote control.

2 USB port Allows con.nectlon of perlpherals.such as USB
storage drives, keyboards and mice.

3.1.7 DH-XVR74xxL-4K-12/DH-XVR74xxL-4K-I3

Figure 3-7 Front panel

EVlvwa

— —
B 8
Table 3-7 Front panel description
N. Door name Function
1 IR Receiver Infrared signal receiver of the remote control.

2 USB port Allows con.nect|on of penpherals.such as USB
storage drives, keyboards and mice.

21
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3.1.8
DH-XVR54xxL-I12/DH-XVR54xxL-4KL-I12/DH-XVR54xxL-I3/DH-XVR54x
XL-4KL-I
Figure 3-8 Front panel
- =
|
Table 3-8 Front panel description
N. Door name Function
Allows connection of peripherals such as USB
! USB port storage drives, keyboards and mice.
3.1.9

DH-XVR58xxS-12/DH-XVR58xxS-I13/DH-XVR58xxS-4KL-I12/DH-XVR58
xXS-4KL-I3/DH-XVR58xxS-4KL-12-LP/DH-XVR58xxS-4KL-I3-LP

Figure 3-9 Front panel

Table 3-9 Front panel description
N. Door name Function
1 USB port Allows con.nect|on of penpherals.such as USB
storage drives, keyboards and mice.

22
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3.1.10 DH-XVR1Bxx-I/DH-XVR1BxxH-I

Figure 3-10 Front panel

=Ylnns
l @ U]

e = == C—

3.1.11 DH-XVR51xxC-I3/DH-XVR51xxC-4KL-I3

Figure 3-11 Front panel

Table 3-10 Front panel description

Icon Name Function
@® Theindicator is off when the HDD is
L:J Status indicator working normally.
of the HDD @® Theindicator lights up blue when

the HDD malfunctions.

@ The indicator is off when the power

ﬂ} Status indicator connection is abnormal.
of the power supply @® Theindicator lights up blue when the
power is connected correctly.
% Network status @® Theindicator is off when the network
indicator connection is working properly.

23
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Icon

Name Function

@ Theindicator lights up blue if there is an abnormality in

the network connection.

3.2 Rear panel

3.2.1

DH-XVR51xxH-I/DH-XVR51xxH-I12/DH-XVR51xxH-I3/DH-XVR51xxH-4
KL-I2/DH-XVR51xxH-4KL-I3/DH-XVR51xXHE-I12/DH-XVR51xxXHE-I3/D H-
XVR51xxHE-4KL-12/DH-XVR51xXHE-4KL-I3/DH-XVR71xxH-4K-12/D H-
XVR71xxH-4K-I3/DH-XVR71xxHE-4K-12/DH-XVR71xxHE-4K-I13/DH-
XVR71xxHE-4KL-I

Figure 3-12 Rear panel

o“\‘ﬁ} o @

@

f

OFF %
L

Table 3-11 Rear panel description

Door name

Function

Alarm inputs 1-16

Four groups of alarm inputs (group 1: doors
1-4; group 2: doors 5-8; group 3: doors 9-12;
group 4: doors 13-16). The doors receive
signal from external alarm source. There are
two types: NO (normally open) and NC
(normally closed).

[L]

When the alarm input device is connected
to external power, make sure it is
connected to the same ground as the DVR.

Alarm outputs 1-3 (NO1-NO3;
C1-C3)

@ Three groups of alarm outputs (group 1:

NO1-C1 ports; group 2: NO2-C2 ports; group
3: NO3-C3 ports). The ports send the alarm
output signal to the alarm device. Please
check whether the alarm device

24
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N. Door name Function
external alarm is powered.
@® NA: Alarm output port normally open.
@® C: Public end alarm output.
J_— Grounding.
. . Allows you to connect an analog camera to

2 Video input port . . .

the video signal input.
Receives audio output from devices such

3 Audio input port as microphones. Corresponds to video
input port 1.

Connected to the audio splitter included in the
package, it works as an audio input port that

4 DB25 port receives the signal from devices such as
microphones. Corresponds to video input ports
2-16.

. Transmits audio signal to external devices

5 Audio output port 9
such as speakers.

Output port for high definition audio and
video signal.

6 HDMI port The port transmits uncompressed high-definition
video data and multi-channel audio to the display
connected to the HDMI port.

Allows the connection of external devices, such

7 USB port . ;
as USB memory drives, keyboards and mice.

8 Network port Allows connection to an Ethernet port.
Allows connection to control devices such as

N PTZ for speed domes. The RS-485_A port is

9 RS-485 communication port ; ‘

P connected with cable A, the RS-485_B port
with cable B.

10 Power port Input power 12V DC.

11 VGA port Sends analog video data to the display connected to
the VGA port.

12 Power button Turns the VCR on/off.

: Use a cable tie to secure the power cable
Securing the o .
13 to the DVR, preventing it from coming
power cord
loose.
14 @ Ground terminal.

25
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3.2.2

DH-XVR41xxC-I/DH-XVR41xxHS-I/DH-XVR51xxHS-12/DH-XVR51xxH S-
I3/DH-XVR51xxHS-4KL-I12/DH-XVR51xxHS-4KL-I3/DH-XVR51xxHS-5M-13

Figure 3-13 Rear panel

1

234 5 67 89 101

oz

Prm—

Table 3-12 Rear panel description

N. Door name Function
1 Entrance door Allows you to connect an analog camera to
video the video signal input.
2 Entrance door Receives the audio output signal from devices such as
audio microphones.
. Transmits audio signal to external devices such as

3 Audio output port 9
speakers.

Output port for high definition audio and
video signal.

4 HDMI port The port transmits uncompressed high-definition video data
and multi-channel audio to the display connected to the HDMI
port.

5 Network port Allows connection to an Ethernet port.

Door of Allows connection to control devices such as PTZ for

6 communication speed domes. The RS-485_A port is connected with

RS-485 cable A, the RS-485_B port with cable B.

7 VGA port Sends analog video data to the display connected to the
VGA port.

Allows the connection of external devices, such as

8 USB port ) )

USB memory drives, keyboards and mice.
Door of
9 ) Input power 12V DC.
diet putp

10 Securing the If the power cord becomes loose, use a

power cord clamp to secure it to the DVR.

11 @ Ground terminal.

26
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3.2.3
DH-XVR52xxA-12/DH-XVR52xxA-I13/DH-XVR52xxA-4KL-12/DH-XVR52
XXA-4KL-I3/DHXVR42xxAN-I/DH-XVR42xxAN-I(V2.0)/DH-XVR52xxA N-
I12/DH-XVR52xxAN-I3/DH-XVR52xxAN-4KL-I2/DH-XVR52xxAN-4KL

- I3/DH-XVR52xXAN-5M-13/DH-XVR72xxA-4K-12/DH-XVR72xxA-4K-13/
DH-XVR72xxA-4KL-I/DH-XVR72xxAN-4K-12/DH-XVR72xxAN-4K-I3

Figure 3-14 Rear panel

T
> B ¥ 8 810 11 312 {13

Table 3-13 Rear panel description

N. Door name Function

1 @ Ground terminal.

Four groups of alarm inputs (group 1: doors 1-4;
group 2: doors 5-8; group 3: doors 9-12; group 4:
doors 13-16). The doors receive signal from
external alarm source. There are two types: NO
(normally open) and NC (normally closed).

Alarm inputs 1-16 11

When the alarm input device is

connected to external power, make sure it is
connected to the same ground as the DVR.

@® Three groups of alarm outputs. (group 1: NO1-
C1 ports; group 2: NO2-C2 ports; group 3: NO3-
C3 ports). The ports send the alarm output

Alarm outputs 1-3 signal to the alarm device. Please make sure the

(NO1-NO3; C1-C3) external alarm device is powered.

@® NA: Alarm output port normally open.
@® C: Public end alarm output.

L Grounding.

Allows you to connect an analog camera to

3 Video input port the video signal input.

Receives the audio output signal from devices such as

4 Audio input port i
microphones.

5 Audio output port Transmits audio signal to external devices such as
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N. Door name Function
speakers.

Output port for high definition audio and
video signal.

6 HDMI port The port transmits uncompressed high-definition video data
and multi-channel audio to the display connected to the HDMI
port.

7 USB port Allows connection of external devices such as

P keyboards, mice and USB storage drives.
8 Network port Allows connection to an Ethernet port.
Communication port Allows connection to control devices such as PTZ for

9 RS-485 P speed domes. The RS-485_A port is connected with
cable A, the RS-485_B port with cable B.

10 Power port Input power 12V DC.

| i he displ he VGA

11 VGA port Sends analog video data to the display connected to the VG
port.

12 Power button Turns the VCR on/off.

Securing the If the power cord becomes loose, use a

13 .

power cord clamp to secure it to the DVR.

3.2.4 DH-XVR82xxA-4K-I/DH-XVR82xxA-4KL-I

Figure 3-15 Rear panel

Table 3-14 Rear panel description

Door name

Function

Video input port

Allows you to connect an analog camera to
the video signal input.

Audio output port

Transmits audio signal to external devices such
as speakers.

MIC IN

Bidirectional input port that receives analog
audio output from devices such as microphones
and pick-ups.

Audio input port

Receives the audio output signal from devices such as
microphones.

RS-232 COM port for
debugging

It is used for general communications
debugging, to configure IP addresses or
transfer transparent COM data.

Alarm inputs 1-16

4 groups of alarm inputs (group 1: ports 1-4;
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N. Door name Function

group 2: doors 5-8; group 3: doors 9-12; group 4:
doors 13-16). The doors receive the signal from
the external alarm source. There are two types:
NO (normally open) and NC (normally closed).

[L]

When the alarm input device is

connected to external power, make sure it is
connected to the same ground as the DVR.

@ Ground terminal.

7 VGA port Sends analog video data to the display connected to the
VGA port.

8 Network port Allows connection to an Ethernet port.
Output port for high definition audio and
video signal.

9 HDMI port The port transmits uncompressed high-definition video

data and multi-channel audio to the display connected
to the HDMI port.

Allows connection of external devices such as

10 USB port keyboards, mice and USB storage drives.

11 Power port Power input.

@® 5 groups of alarm outputs (group 1: NO1-C1
ports; group 2: NO2-C2 ports; group 3: NO3-
C3 ports; group 4: NO4-C4 ports; group 5:
NO5, C5, NC5 ports). The ports send alarm
output signal to the alarm device. Please

Alarm outputs 1-5 (NO1- make sure the external alarm device is

NO5; C1-C5; NC5) powered.
@® NA: Alarm output port normally open.

12

@® C: Public end alarm output.
@® NC: Alarm output port normally

closed.
13 Power button Turns the VCR on/off.
14 J_— Grounding.
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3.2.5

DH-XVR58xxS-12/DH-XVR58xxS-4KL-12/DH-XVR58xxS-I13/DH-XVR58
xXS-4KL-I3/DH-XVR78xxS-4K-I2/DH-XVR78xxS-4K-I3/DH-XVR88xxS-4KL-

I

N

Figure 3-16 Rear panel
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Table 3-15 Rear panel description

Door name Function

GND Grounding.

Power port Power input.

(L;;iue;ct':con of Turns the device on/off.

Audio input port

Receives analog audio output from devices such as
microphones.

Audio input port
(MICIN)

Bidirectional input port that receives analog audio
output from devices such as microphones or pick-ups.

Audio output port (MIC
ouT)

Bidirectional output port that transmits analog
audio signal to devices such as speakers.

Audio output port

Transmits analog audio signal to devices such as
speakers.

Video output port

Allows you to connect video devices such as televisions.

Alarm inputs 1-16

@ Four groups of alarm outputs (group 1: doors 1-4;
group 2: doors 5-8; group 3: doors 9-12; group 4:
doors 13-16). The doors receive the signal from the
external alarm source. They are divided into two
types: NO (normally open) and NC (normally closed).

@® When the alarm input device is connected to external
power, please make sure that the device and the DVR
are connected to the same ground.

Alarm outputs 1-5 (NO1-
NO5; C1-C5; NC5)

@ Five groups of alarm outputs. (group 1: NO1-C1
ports; group 2: NO2-C2 ports; group 3: NO3-C3 ports;
group 4: NO4-C4 ports; group 5: NO5, C5, NC5 ports).
The ports send out the alarm signal
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N. Door name Function

output to the alarm device. Check that the
external alarm device is powered.

@ NA: Alarm output port normally open.
@® C: Public end alarm output.
@ NC: Alarm output port normally closed.

Communication port
RS-485

It is used to connect control devices, such as PTZ for speed
dome. The RS-485_A port is connected with cable A, the
RS-485_B port is connected with cable B.

Four-wire full-duplex
RS-485 port (T+, T-, R+,
R-)

Four-wire full-duplex 485 port. T+ and T- are the output
wires; R+ and R- are the input wires.

Check output of Controls the 12V DC power output. It is used to
power supply (CTRL control the alarm output relay on/off.
12V)

Output port for 12V
power supply

Power external devices such as cameras and
alarm devices. Please note that the current must
be less than 1A.

L

Grounding.

Allows you to connect an analog camera to

1 Vi in r . . .
0 deo input port the video signal input.
11 Network port Allows connection to an Ethernet port.
) Analog video signal output. You can connect it to
12 VGA video output . . :
the monitor to display analog video.
It is used for general communication debugging,
RS-232 COM port for . .
13 . configuring IP addresses or transferring transparent
debugging
COM data.
Output port for high-definition audio and video
signal. Outputs the same video source as the VGA
14 port. Supports 4K video output and can be
HDMI port controlled by mouse.
When the HDMI output resolution is 4K, the VGA outputs are
disabled.
15 USB port Allows connec'tion of external devicefs such as
keyboards, mice and USB storage drives.
External SATA port for connecting a device with
16 eSATA port SATA port. Please configure jumpers when

connecting a HDD.
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3.2.6

DH-XVR58xxS-4KL-I12-LP/DH-XVR58xxS-4KL-I3-LP/DH-XVR78xxS-4 KL-

X-LP-V2

Figure 3-17 Rear panel

1 12

13 14 1516 17

Table 3-16 Rear panel description

N. Door name

Function

1 Audio output port

Transmits analog audio signal to devices such as
speakers.

2 Video output port

Allows you to connect video devices such as televisions.

Audio input port (MIC IN)

Bidirectional input port that receives analog audio
output from devices such as microphones or pick-ups.

Audio output port (MIC
ouT)

Bidirectional output port that transmits analog
audio signal to devices such as speakers.

5 Audio input port

Receives analog audio output from devices such as
microphones.

Alarm inputs 1-16

@ Four groups of alarm outputs (group 1: doors 1-4;
group 2: doors 5-8; group 3: doors 9-12; group 4:
doors 13-16). The doors receive the signal from the
external alarm source. They are divided into two
types: NO (normally open) and NC (normally closed).

@ When the alarm input device is connected to external
power, please make sure that the device and the DVR
are connected to the same ground.

Alarm outputs 1-5 (NO1-
NOS5; C1-C5; NC5)

@® Five groups of alarm outputs. (Group 1: NO1-C1
ports; Group 2: NO2-C2 ports; Group 3: NO3-C3
ports; Group 4: NO4-C4 ports; Group 5: NO5, C5,
NC5 ports). The ports output alarm signal to the
alarm device. Please check whether the external
alarm device is powered.

@® NA: Alarm output port normally open.

@® C: Public end alarm output.

@® NC: Alarm output port normally closed.

Communication port

It is used to connect control devices, such as PTZ cameras.
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N. Door name Function
RS-485 for speed dome. RS-485_A port is connected with cable A,
RS-485_B port is connected with cable B.
Four-wire full-duplex Four-wire full-duplex 485 port. T+ and T- are the output
RS-485 port (T+, T-, R+, R-) wires; R+ and R- are the input wires.
Controls the 12V DC power output. It is used to
Check output of control the alarm outF:) utrela gn/off
Power supply (CTRL 12 V) P y )
Power external devices such as cameras and
Output port for 12V )
owir SE | alarm devices. Please note that the current must
P PPYY be less than 1A.
G Grounding.
It is used for general communication debugging,
RS-232 COM port for . .
7 ) configuring IP addresses or transferring transparent
debugging
COM data.
8 VGA video output Analog v.|deo sgnal output. Yog can connect it to
the monitor to display analog video.
9 Power button Turns the device on/off.
10 Power port Power input.
Transmits the signal of the corresponding
11 Loop output . .
video input port.
. . Allows you to connect an analog camera to
12 Video input port . . .
the video signal input.
13 Network port Allows connection to an Ethernet port.
14 USB port Allows connec'tion of external devicefs such as
keyboards, mice and USB storage drives.
External SATA port for connecting a device with
15 eSATA port SATA port. Please configure jumpers when
connecting a HDD.
Output port for high-definition audio and video
signal. Outputs the same video source as the VGA
port. Supports 4K video output and can be
16 HDMI port controlled by mouse.
When the HDMI output resolution is 4K, the VGA
output is disabled.
17 GND Grounding.
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3.2.7
DH-XVR54xxL-12/DH-XVR54xxL-4KL-I12/DH-XVR54xxL-13/DH-XVR54x
XL-4KL-I3/DH-XVR74xxL-4K-12/DH-XVR74xxL-4K-13

Figure 3-18 Rear panel (1)
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Figure 3-19 Rear panel (2)
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Figure 3-20 Rear panel (3)
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Table 3-17 Rear panel description
N. Door name Function
1 Exit door Bidirectional output port that transmits analog audio
audio (MIC OUT) signal to devices such as speakers.
2 Entrance door Bidirectional input port that receives audio signal
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N. Door name Function
audio (MIC IN) analog output from devices such as microphones or pick-ups.

3 Video output port Allows you to connect video devices such as televisions.

4 Exit door Transmits analog audio signal to devices such as
audio speakers.

5 Entrance door Receives analog audio output from devices such as
audio microphones.

6 Entrance door Allows you to connect an analog camera to the video
video signal input.

@ Four groups of alarm outputs (group 1: doors 1-4; group 2:
doors 5-8; group 3: doors 9-12; group 4: doors 13-16). The
doors receive the signal from the external alarm source. They

Alarm inputs are divided into two types: NO (normally open) and NC
1-16 (normally closed).

@ When the alarm input device is connected to external
power, please make sure that the device and the DVR are
connected to the same ground.

@ Five groups of alarm outputs. (Group 1: NO1-C1 ports;
Group 2: NO2-C2 ports; Group 3: NO3-C3 ports; Group 4:
NO4-C4 ports; Group 5: NO5, C5, NC5 ports). The ports

Alarm outputs output alarm signal to the alarm device. Make sure the
1-5 (NO1-NO5; external alarm device is powered.
C1-C5; NC5)
@® NA: Alarm output port normally open.
. @® C: Public end alarm output.
@® NC: Alarm output port normally closed.
Door of It is used to connect control devices, such as PTZ for speed dome. The
communication RS-485_A port is connected with cable A, the RS-485_B port is
RS-485 connected with cable B.
RS-485 port
full duplex a Four-wire full-duplex 485 port. T+ and T- are the output wires; R+ and
four wires (T+, T-, R- are the input wires.
R+, R-)
Check output of .
diet P Controls the 12V DC power output. It is used to control
he alarm rel n/off.
(CTRL 12V) the alarm output relay on/o
Output port for Power external devices such as cameras and alarm
power supply devices. Please note that the current must be less than 1A.
12v
J_— Grounding.
8 Network port Allows connection to an Ethernet port.
9 RS-232 COM port It is used for general communication debugging, configuring IP
for debugging addresses or transferring transparent COM data.
10 USB port Allows connection of external devices such as keyboards,

mice and USB storage drives.
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N. Door name Function
11 VGA video output Analgg wdeq signal output..You can connect it to the
monitor to display analog video.
External SATA port for connecting a device with SATA
12 eSATA port port. Please configure jumpers when connecting a HDD.
Output port for high-definition audio and video signal.
Outputs the same video source as the VGA port. Supports
13 HDMI port 4K video output and can be controlled by mouse.
When the HDMI output resolution is 4K, the VGA output is
disabled.
14 .SWI.t(.:h of Turns the device on/off.
ignition
Door of .
15 diet Power input.
16 GND Grounding.

3.2.8 DH-XVR1Bxx-I/DH-XVR1BxxH-I

Figure 3-21 Rear panel

2 4 5

Table 3-18 Rear panel description

N. N?me of the Function
brings
1 Door of Allows you to connect an analog camera to the video
video input signal input.
Door of ) ) . . .
2 . Receives the audio output signal from devices such as microphones.
audio input
3 Exit door Transmits audio signal to external devices such as
audio speakers.
4 GND Grounding.
Fixing the .
If the power cord becomes loose, use a clamp to secure it
5 cable of
. to the DVR.
diet
6 Video output Analog video signal output. You can connect it to the
VGA monitor to display analog video.
Output port for high-definition audio and video signal.
7 HDMI port Outputs the same video source as the VGA port. Supports
4K video output and can be controlled by mouse.
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N. N?me of the Function
brings
When the HDMI output resolution is 4K, the VGA output is
disabled.
Allows the connection of external devices, such as USB
8 USB port . .
memory drives, keyboards and mice.
9 Network port Allows connection to an Ethernet port.
Door of
1 ; In wer 12V DC.
0 diet put powe C

3.2.9 DH-XVR51xxC-I3/DH-XVR51xxC-4KL-I3

Figure 3-22 Rear panel
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Table 3-19 Rear panel description
N. N?me of the Function
brings
1 Door of Allows you to connect an analog camera to the video
video input signal input.
2 USB port Allows the connec.tion of external devices, such as USB memory drives,
keyboards and mice.
3 VGA port Sends analog video data to the display connected to the VGA port.
Output port for high definition audio and video signal.
4 HDMI port The port transmits uncompressed high-definition video data and multi-
channel audio to the display connected to the HDMI port.
5 Network port Allows connection to an Ethernet port.
Door of
6 ) Input power 12V DC.
diet putp
7 @ Ground terminal.
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3.3 Using the remote control

[ L]
Thenote control could be Notto be included seweellDBIF  accessories standard Ol the packaging of the

accessories. T fE@note control  he comes provided Alone Witltsomemodels.

Figure 3-23 Remote control
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Table 3-20 Remote control description
N. Name Function
1 Button of Press this button to turn the device on or off.
diet

Press the button to enter the serial number of the

2 Address device, so you can check the device.
Different forward speeds or normal
3 After you
playback.
4 Reproduction at Slow motion playback at different speeds or
slow motion normal playback.
5 Registration During playback, press this button to skip to
next the next video.
6 Registration During playback, press this button to skip to
previous the previous video.

@® During normal playback, press this button to
Reproduction/ pause.
Break @® When playback is paused, press this

button to restart playback.
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N. Name Function
@ In the live view window page, press this
button to open the video search menu.

During reverse playback, press this button to

Reproduction pause.

8
backwards/pause When reverse playback is paused, press
this button to restart it.
Allows you to return to the previous menu or cancel
9 Esc. the current operation (closing the foreground page

or control).

@ Start or stop manual recording.

@® On the recording page, use the directional
buttons to select the channel you want to

10 Record record.

@ Press and hold this button for at least 1.5
seconds to display the manual recording

page.
Move left or right between currently active
controls.
Butt f .
11 uttons o During playback, the keys control the progress
direction
bar.
Aux function (e.g. using the PTZ menu).
@® Confirm an operation.
12 Button @® Go to buttonOK.
Send/Menu
® Goto menu.
13 Window selector Allows you to switch between multi-window and
multiple single-window view.

® Insingle-channel monitoring mode, press
this button to display the PTZ control and
color setting functions.

@® Inthe PTZ control page, switch to the PTZ
control menu.

® In the motion detection screen, press this
button together with the directional arrows

14 Fn to complete the setup.

@® Intext mode, press and hold this key to delete
the last character. To use the delete function:
Press and hold this key for 1.5 seconds.

@® Inthe HDD menu, scroll through the HDD
recording time and other information as
indicated in the pop-up message.

@ They allow you to enter passwords and numbers.
15 Alphanumeric keys

@ They allow you to change channels.
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N. Name Function
@ Press Shift to change the input
method.

3.4 Using the mouse

TddkEmands reported they foresee thige  ore mouse with.handright.

Table 3-21 Using the mouse

Operation Function
If you are not already logged in, the password entry dialog box
appears.
On the live view window page, it allows you to access the main
menu.

Once you have selected a menu item, click on it to view its
contents.

Allows you to perform the control operation.

Allows you to change the state of the checkbox or motion detection.

Click the combo box to display the drop-down menu.

In a text box, click a button on the panel to enter the
corresponding number or alphabet letter (lowercase/uppercase).
Left mouse click | @ In alphabetical input mode: Click to insert a sji8e and click
to delete the previous character.

Vl_e r[t

als|d] fllg)lh]lilk]
[zlx)ellv]b]ln]m

@® In numeric input mode: click click to delete and
to delete the previous character.

Allows you to perform a special control operation, such as double-
clicking an item in the file list to play a video.

Double click with the . . . .
In multi-window mode, double-click a channel to view it in full screen.
left mouse button

mouse
Double-click the video again to return to multi-window mode.
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Operation Function

Right click on the live view window page to show the context menu.
Right click In other series products, the context menu may vary.

Allows you to exit the current menu without saving any changes.

In the numeric input box: Allows you to increase or decrease the
Click on the numeric value.
wheel of . .

: Allows you to scroll through the items in a combo box.

scrolling

Page up or page down.
Aim for
select and Allows you to select the current control and move it.
move
Drag a Allows you to select a motion detection zone.
box of
selection holding )
pressed the button Allows you to select the privacy mask zone.
left mouse
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4 Connection

This section describes the typical connection diagram and port connections.

4.1 Typical connection diagram

mere figure following icserves Alone S reference.

Figure 4-1 Connection diagram
B 7 Ll Y

-
Video input Audio Output Audio input RS232
=/

[xUDI0 0UT] [

)
1 ) (d

-
RS-485PTZ

¢ AR \

on OFF

oooooooooooooooooo

VGA output HDMI output ~ USB port Entrance of Exit Buttonof  Massat
diet ala diet Earth

4.2 Connecting to video and audio inputs and outputs

4.2.1 Video inputs

The video input interface is BNC type. The input video format can be: PAL/NTSC BNC (1.0 VP-P,
75 Q).

The video signal must comply with national standards.

The input video signal must have high SNR, low distortion, low interference, natural colors
and adequate brightness.

Ensure the stability and reliability of the camera signal

The camera should be installed in a cool and dry place, avoiding harmful conditions such as
exposure to sunlight or proximity to explosive or flammable substances.

The camera and DVR must have a common ground connection to ensure normal
operation of the camera.
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Ensure the stability and reliability of the transmission line

Use a high quality BNC connector with audio shielding. Select the appropriate BNC model
according to the transmission distance.

If the distance is too long, you need to use twisted pair, and you can add video
compensation devices or use fiber optics to ensure high video quality.

It is necessary to keep the video signal away from strong electromagnetic interference,
especially high voltage current.

Check that the contact of the connection terminals is effective

The signal line and shielded cable must be fixed firmly and well connected. Avoid damaged
or overlapped solder joints and oxidation.

4.2.2 Video Outputs

Video outputs include a BNC output (PAL/NTSC1.0 VP-P, 75 Q), a VGA output and an HDMI
output. The system supports BNC, VGA and HDMI outputs simultaneously.

If you are using a computer screen to replace your monitor, pay attention to the following:

@ To limit screen aging, do not leave it on for long periods.

@ Regularly degaussing your device will help keep it in good condition.

@ Keep it away from devices that generate strong electromagnetic interference. Using a
TV as a video output device is not a reliable alternative. It is also necessary to reduce the
operating time and check the interference of the power supply and other devices. A poor
quality TV can damage the device.

4.2.3 Audio input

The products in this series have a BNC audio input port.

Due to the high impedance of the audio input, an active audio pickup must be used.

Audio transmission is similar to video transmission. Try to avoid interference, damaged
solder joints and loose contacts; keep away from high voltage.

4.2.4 Audio Output

The output audio signal value is generally greater than 200mV, 1kQ (BNC or RCA). It can be
directly connected to a low impedance earphone, active speaker or amplified audio device.

If the speaker and the pickup are close to each other, they are likely to cause triggers. In this case, the

following countermeasures can be taken:
@ Use a better, more directional pick-up.
@ Reduce the speaker volume.

@ Using materials with greater sound-absorbing characteristics in furnishings can reduce echo and

improve acoustics.
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@ Adjust the layout of your speakers and pickups to reduce the emission of squeaking sounds.

4.3 Alarm input and output connection

Please read the following before making connections.

Alarm input

@ Check that the alarm input is in grounded mode.
@ The signal must be grounded, for the alarm input.
@ The alarm input requires a low level signal.

@® The alarm input mode can be set to NC (normally closed) or NO (normally open).

@ If you connect two DVRs or a DVR and another device, use a relay to separate them.

Alarm output

The alarm output port cannot be directly connected to a high current load (must be less than
1A) to avoid large currents damaging the relay. Use contactor to connect between the alarm
output port and the load. The next device that is connected to the port must meet the
requirements of fireproof housing.

How to connect PTZ decoder

@ Make sure the decoder uses the same ground connection as the DVR. Otherwise, there is a risk
of not being able to control the PTZ. It is recommended to use shielded twisted pair cables and
connect the shield to ground.

@ Avoid high voltages. Check that the wiring is correct and take measures to protect against
lightning.

@ For very long signal cables, connect a 120 Q resistor in parallel between lines A and B, at
the end, to reduce feedback and ensure good signal quality.

@ The A and B lines of the DVR's RS-485 port cannot be connected in parallel to the RS-485
port of other devices.

@ The voltage between lines A and B of the decoder must be less than 5 V.
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Make sure the front-end device is properly grounded

A\

A mass taarth Notcorrect ,u..0Iprovoke damage wnchip.

4.3.1 Presentation of alarm doors

el

Theoors of the entrances Ofalarm theyvary inbase..smodel purchased.

Figure 4-2 Alarm ports
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Table 4-1 Description of alarm ports

Icon

Description

1,2,3,4,5,6,7,8910,11,12,13,
14,15, 16

From ALARM 1 to ALARM 16. The alarm is activated when
there is a low voltage level.

NO1 C1, NO2 C2,NO3 C3

There are four groups of normally open contact
outputs (button
activation/deactivation).

-=L Ground cable.
RS-485 communication port. Used to control devices
485 A/B such as a decoder. If there are many PTZ decoders

connected, connect a 120Q resistor in parallel between
lines A and B.

4.3.2 Alarm inputs

See the following figure for more information.

@ Connect the NO (normally open) and NC (normally closed) type alarm inputs to

ground.

@ Connect the COM and GND ends of the alarm sensor in parallel (provide external power

to the alarm sensor).

@ Connect the ground of the DVR and the ground of the alarm sensor in parallel.

Connect the NC port of the alarm sensor to the alarm input of the DVR (ALARM).

@ Use the same ground as the DVR if you supply external power to the alarm device.
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Figure 4-3 Alarm input
The common end alarm input must be connected with the power
supply and the connection terminal of the device
| )
+12V | GND |COM | pc Clamp for the
=] =IE connection of the
=t alarm device 2
© ALARM
© GND
+12v  GND
4.3.3 Alarm output
@ Allows you to provide external power to the external alarm device.
@® To avoid overloads, carefully read the relay parameter table below.
@ The RS-485 A/B cable serves as the A/B cable of the PTZ decoder.
4.3.4 Relay parameters for alarm output
(1]
Do reference ««product actual Forthaformation ... model o relAnd
Table 4-2 Relay parameters for alarm output
Model HFD23/005-1ZS HRB1-S-DC5V
. i .
Contact material ﬁ%:; with plating |, 410/agNi10/CuNi30
30V DC 1A/125V 24V DC 1A/125V AC
o AC 0.5A A 24V DC 1A/125V AC 2A
Classification
(resistance to 62.5VA/30W 250VA/48W 250VA/48W
loads) 125V AC/60V DC 125V AC/60V DC 125V AC/60V DC
2A 2A 2A
400VAC, 1 minute 500V AC,1 minute 500V AC,1 minute
Insulation
10.00VAC' ! 1000VAC, 1 minute 1000VAC, 1 minute
minute
Activation time
5 ms max 5 ms max
Deactivation time
5 x 10stimes 5 x 10etimes
1 x 107times
(300 times/min) (300 times/min)
Duration
2.5 x 10stimes 2.5 x 104times
1 % 10stimes
(30 times/min) (30 times/min)
Operating temperature From -30 to 70 °C From -40 to 70 °C
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5 Local configurations

Please read the following notes before using the device.

[1]
@ Thalustrations reported mme Manual they serve Alone @S reference Foruwedescription fromtne
related operations. Thinterfaces effective they could vary inbase..smodel purchased.
® Theanual Aaddocument generic Thahashscope Ofpresent  Tipeoduct. Therefore, someone
functions orme device described nte manual they could Notto be applicable wwmodel
purchased.
@ Conventions Forthise o mouse ina menu.
Click: mme menu, DO dick @ timewiti ®use ona 'option Forlogin  twwe related
settings.
cick witiTkey right: ona page any, Do dick witlThkey right ot mouse For
return «devel previous.

5.1 Initial settings

5.1.1 Startup

@ Make sure That..voltage Ofentrance you satisty th@remens Ofdiet orne deVice.
Turnon Thevice  After haveonnected correctly Thele Ofdiet.

@ Forprotect Tldevice,  connect it Before wncable, Therefore atthe source Ofdiet.

@® Forguarantee preration stable «we DVRARE devices external tO it  connected, ARAr
to prolong weduration of the HDD,Y@&ommends OfDO reference wwe rules national applicable
onthe' US€O0Fources Ofdiet Thathey provide @  voltage stable withnterference frotgple
reduced. ABl@visable thise Ofa UPS.

Procedure
Step 1: Connect the device to the monitor. Step 2:
Insert the power cord into the device.
Step 3: Press the power button to turn on the device. The power indicator light will light up.

By default, the connected monitor displays the live view screen of the device. When you
activate the device during a configured recording time slot, the system starts recording after
powering on, displaying the icon indicating the recording status of the specified channels.
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5.1.2 Initializing the device

Preliminary information

When you start your device for the first time, you need to set up your user login
information.admin(admin) (the default user).

Forprotect Thkevice,  we suggest strongly Ofkeep neepassword administrator e
Safe Amdchange it periodically.

Procedure
Step 1: Turn on the device.

Figure 5-1 Setting the region, language and video standard

Device Initialization

Please select anitem.

English

PAL

Step 2: Select your geographic area from the drop-down list (the language and video standard will
be automatically matched to your location), then clickAfter you(Next). You can change the
language and video standard manually.

Step 3: Select the checkboxI have read and accept all the conditions(I have read and

agree to all terms) and click Next.

Figure 5-2 Now

Device Initialization

(UTC+04:00) Yerevan

2020 -01 -08 12:11:35
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Step 4: Select the time zone and configure the system time, then clickAfter you(Next).

Figure 5-3 Entering the password

Device Initialization

Next

Step 5: Set up the administrator password information, then clickAfter you (Next).

Table 5-1 Password information

Parameter Description
Username The default username isadmin.
Password

Enter the administrator password in the boxPassword.

The new password must be a string of 8 to 32 characters long,

belonging to at least two of the following categories: numbers, letters
and special characters (except ", ™", ";", ":" and "&").

Confirm password

In the boxSuggestion(Prompt Hint), enter some
information to remember your password.

[

On the login interface, click
Helpful hint for password recovery.

Suggestion

] to view the

Figure 5-4 Unlock sequence

Device Initialization

Previous
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Step 6: Draw an unlock pattern.
Once the setup is complete, the page is displayedPassword protection(Password
Protection).

L1
@ ...sequence froset up  mustinclude atleast four points.

® Doing dick onjumpSkip), Apdssible Notdefine any sequence Ofunlock.

@® A timeconfigured wesequence Ofunlock, this w.~taised as method Of
access default.  If hecomes jumped This ride, insert wespassword FOrto execute
thecess.

Figure 5-5 Password protection

Device Initialization

For | eset. Recommended or

impr

Whatis your favorite children's book?

What was the first name of your first boss?

Whatis the name of your favorite fruit?

Step 7: Configure the parameters for password protection.

Once setup is complete, if you forget your administrator password, you can reset it
using your confidential email address or security questions.

If you prefer not to configure the settings, disable the email address and security
guestions on the interface.

Table 5-2 Password protection parameters

Password protection

Description
mode P

Enter your confidential email address.

In the boxPrivate email(Reserved Email), enter an
Private email email address for password reset requests. If you

forget your administrator password, enter the security
code received at your reserved email address to reset
it.

Set up security questions and answers.

Security questions If you forget your password, enter the answers to
your security questions to reset it.
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Password protection .
Description
mode

To set up your email or security questions at a later time, or to change your settings,

select the optionMain Menu > ACCOUNT > Password Reset(Main Menu > ACCOUNT >
Password Reset).

Step 8: Click onOKto complete the setup.

Step 9: Select checkboxI have read and accept all the conditions(I have read and agree
to all terms).

Step 10: Click on "After you" (Next).
The interface appearsStartup Wizard(Startup Wizard).

5.1.3 Password recovery

When you forget your administrator account password, you can reset it using the
following methods.

@ If the password reset function is enabled, you can use your mobile phone to scan the
reset QR code. For details, please refer to “5.1.3.2 Password Reset on Local Interface”.

@ If the password recovery function is disabled, there are two possibilities:

If you have set up security questions, you can use them to reset your password.

If security questions have not been set, the only solution is to use the reset button on
the motherboard to restore the device to factory settings. For details, see “5.1.3.3
Using the reset button on the motherboard”.

1

Thetton Ofreset Apdailable aone ONSOMemodels.

5.1.3.1 Enabling the password recovery function

Procedure

Step 1: SelectMain menu>Account>Password reset(Main Menu > Account > Password
Reset).
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Figure 5-6 Password recovery
8, ACCOUNT M & A& 3 & 2

User
ord Reset

Group

Ema

Security Question | SETTING

Step 2: Enable the password recovery function.

[1]

mee function Amdgvated Forsetting default.
Step 3: Click onApply(Apply) to save the settings.

When the password recovery feature is disabled, you can recover your password in
one of the following ways:
@ If the device has a reset button, the password can be reset from the

local interface or by using the reset button on the motherboard.

@ If your device does not have a reset button, the password can only be reset
from the local interface (be sure to set security questions).

5.1.3.2 Password reset on local interface

Procedure
Step 1: Go to the login page.

@ If the user has configured an unlock pattern, the unlock pattern login page is
displayed. Clicking onForgotten sequence(Forgot Pattern), the password login
page is displayed.

@ If the user has not configured an unlock pattern, the password login page is
displayed. Click on - to make the characters visible

password.
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(L]
Forlogin using a account user different, DO cick ONChange user (Switch User)
inthe page Ofaccess through sequence Ofunlock, or select a other user

froffist Nameuser (User (name) inthe page Ofaccess through password.

Figure 5-7 Login (1)

Login

V_

Switch

Figure 5-8 Access (2)

Login

Lsername admin

Step 2: Click on n
@ If the user has set a private email address, the page is displayedI notify
(Prompt).

@ If the user has not set up a private email address, the email entry page is
displayed. See step 3. Enter the email address, then clickAfter you(Next) to view
the pagel notify(Prompt).
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Figure 5-9 Notice

purp

Continue?

Step 3: Click onOK.
[11

After haveDoneiick onOK, Thgstem to collect tdhimformation ForThestore fomthe
password, as  thddress e-mail AMdember Oferies e device.  Light  carefully
theotify Before OfDO cick oNOK.

Figure 5-10 Recovery mode (email)

Password Reset
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Figure 5-11 Recovery mode (app)

Password Reset

Reset Mode QR Code

Get the security code and enterit below to reset your

ord.

Security Code

Step 4: Reset your password.
® QR code
Follow the on-screen instructions to receive the security code to your confidential
email address. Enter the security code in the boxSecurity code(Security Code).

[

Tlhede Ofsafety ,..0to be received twotimes performing wn.SCan of the
same code QR.Forreceive again Thede Ofsafety, update e
page.
Why?Arelits valid, Tkhede Ofsafety received ««OWN address e-mail must
to be used  within 24nous FOrrestore  wepassword.
® App
SelectQR code for device pairing(QR Code for Binding Device) asRecovery Mode
(Reset Mode), then follow the on-screen instructions to receive the security code
on the DMSS app. Enter the security code in the box Security code(Security
Code).
@ Security questions
1. HowRecovery Mode(Reset Mode), chooseSecurity questions (Security
Questions).

If theequest Ofsafety Notl amgitatate configured, inte'list ~ TypeOf
restore (Reset type) Notu.t@resent «.voice Requests Ofsafety (Security
Questions).

2. Enter the correct answers in the boxAnswer(Answer).
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Figure 5-12 Security questions

Cancel

Step 5: Click on "After you" (Next).

Figure 5-13 New password

ssword must be 8 to 32 characters, including at least two of the following
numbers, uppercase letters, lowercase letters and special

Step 6: Enter the new password in the boxNew Password(New Password) and re-enter it in the
boxConfirm password(Confirm Password).
Step 7: Click onSave(Save). Password recovery starts. Step 8: Click onOK.

A pop-up message appears asking if you want to sync your password to remote devices.
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@ Click onCancel(Cancel) to complete the restore.
@ Click onOKto view the synchronization information page.

Figure 5-14 Password synchronization

Password Reset

ord of (admin)

vo of the

cannot...

Confirm P:

Cancel

This message appears aone When Iampresent Also thenes digital beyond tahose
analog.

Figure 5-15 Synchronization information

Sync Info
OK

Channel IP Address Results
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5.1.3.3 Using the reset button on the motherboard

Preliminary information
You can always use the reset button on the motherboard to factory reset your device.

[1]
Thetton Ofreset Aadailable aione ONSOMemodels.
Procedure
Step 1: Disconnect the device from the power supply and remove the cover panel. For

details on removing the cover panel, see “2.2 Installing the HDD". Step 2: Locate the reset
button on the motherboard and hold it down for 5 to 10 seconds.

Figure 5-16 Reset button

Step 3: Restart your device.
After the device restarts, the settings will be restored to factory defaults. You can then reset
your password.

5.1.4 Configuration with the Startup Wizard

5.1.4.1 Activating the startup wizard

The startup wizard helps you configure basic device settings.
After initializing the device, the page is displayedStartup Wizard(Startup Wizard).
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Figure 5-17 Startup Wizard

Startup Wizard

M

@ If theer select w.box Ofcheck Verify automatic ofthe Updates (Self-check
forupdates), Thgstem report automatically  «..presence Ofupdates.

@ When ue.function necmes activated, TRgstem collects information as  address IP,namessue
device,  version o Firmware ARgmber Ofseries e device  Forreport
promptly npresence Ofupdates. Thinformation collections I amused  Alone FOr
to check w.egitimacy tarn. device ~ ARdrsend thetifications Ofupdate.

@ If theer uncheck «.box Ofcheck Verify automatic ofthe Updates (Self-check
forupdates), Thgstem Notreport automatically  «..presence Ofupdates.

5.1.4.2 Configuring general settings

Preliminary information
You can configure general device settings, such as device name, language, and instant play
settings.
General settings can also be configured by selectingMain menu>SYSTEM> General
settings>Basic settings(Main Menu > SYSTEM > General > Basic).

Procedure
Step 1: On the pageStartup Wizard(Startup Wizard), click onAfter you(Next).
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Figure 5-18 Basic settings

English
PAL

5min.

Non-login User Permission

Previous

Step 2: Configure the basic settings parameters.

Table 5-3 Basic settings

Parameter

Description

Device name

Enter the device name.

Device number.

Please enter a device number.

Tongue

Select the system language for your device.

Video standards

SelectPALorNTSCdepending on the actual situation.

Instant playback

In the boxInstant playback(Instant Playback), enter the
playback duration of recorded videos.

On the live view control bar, click the instant play button to play
a recorded video for the configured time.

Disconnection time

Enter the time for the device to go into standby mode. The
device will automatically log out when it is not used for the
configured period of time. In this case, you will need to log in
to the device again.

Values range from 0 to 60. A value of 0 indicates that the system never goes
into standby.

Click onMonitor channel(s) after disconnection(Monitor
Channel(s) when logout). You can select the channels you
want to continue monitoring even after you log out.

Navigation bar

Enable navigation bar. Clicking on the live view screen
displays the navigation bar.

Mouse Sensitivity

Adjust the double-click speed by moving the slider. As the
value increases, the double-click speed increases.
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5.1.4.3 Configuring date and time settings

You can set the system date and time, time zone, daylight saving time, and NTP server activation.

The date and time settings can also be configured by selectingMain menu>SYSTEM> General
settings>Date and time(Main Menu > SYSTEM > General > Date & Time).

Procedure

Step 1: Once you have configured the general settings, click onAfter you(Next) on the page
General settings(General).

Figure 5-19 Date and time
Date&Time

2020 -01 -08 17 =12 :52
(UTC+08:00) Beijing, Chongqing, Hong Kong, ...
YYYY MM DD

24-Hour

time.windows.com Manual Update

123

60

Previous

Step 2: Configure the date and time parameter settings.

Table 5-4 Date and time parameters

Parameter Description

Allows you to enter the system time.

By clicking on the time zone list, you can select the
desired setting. The time is automatically changed.

A\

System time Do not change the system time randomly to avoid
problems with video search. It is recommended to
change the system time outside of a recording period or
by stopping recording first.

Jetlag Allows you to select the system time zone.

Date format Allows you to select the system date.

Date separator Allows you to select the type of separator for the date.

Time format You can select12 HOURS(12-HOUR) or24 HOURS

(24-HOUR) as the time display format.

Allows you to activate the Daylight Saving Time function.
Click on Week(Week) orDate(Dates).

Daylight saving time
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Parameter Description

Start date Allows you to set the start and end date of daylight saving

End date time.

Allows you to enable the NTP function to synchronize the
device time with the NTP server.

L]
By enabling the NTP function, the device time is
automatically synchronized with the server.

NTP

Allows you to enter the IP address or domain name of the
NTP server.

Click onManual update(Manual Update) to
immediately start synchronization with the server.

Server address

The system only supports TCP protocol, so the

Brings default port is 123.

Allows you to enter the time interval within which the
Interval device must synchronize its time with that of the NTP
server. Values between 0 and 65535 are allowed.

5.1.4.4 Configuring Network Settings

Preliminary information

You can configure basic network settings, such as network mode, IP protocol version,
and device IP address.

Network settings can also be configured by selectingMain menu>NET>TCP/IP (Main
Menu > NETWORK > TCP/IP).

Procedure

Step 1: Once you have configured the date and time, click onAfter you(Next) on the pageDate and time
(Date & Time).
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NIC Name IP Address
NIC1

IP Version
Preferred DNS
Alternate DNS

Default Card

Virtual Host

Figure 5-20 TCP/IP

Network... NIC Member Modify
Single NIC 1

Default Gate - MTU: 1500

Subnet

Step 2: Configure network parameters.

Table 5-5 Network parameters

Parameter

Description

IP Version

In the listIP Version(IP Version) you can selectIPv4or IPv6.
Both versions are supported.

MAC address

Shows the MAC address of the device.

DHCP

Enable DHCP function. The IP address, subnet mask and
default gateway cannot be changed when DHCP function is
enabled.

@® When DHCP is enabled, the IP address, subnet mask, and
default gateway are automatically entered into the
corresponding boxes. Otherwise, all fields will display
0.0.0.0.

@® If you want to manually configure the IP information, please
disable the DHCP function first.

@® The IP address, subnet mask and default gateway cannot
be changed if a PPPoE connection is active.
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Parameter

Description

IP address

Subnet Mask

Default Gateway

Enter the IP address and configure the corresponding subnet mask
and default gateway.

[

The IP address and default gateway must be on the same
segment Ofnet.

DHCPDNS

Allows you to enable the DHCP function to obtain the DNS address from the
router.

Preferred DNS

In the boxPreferred DNS(Preferred DNS), enter the DNS IP
address.

Alternative DNS

In the boxAlternative DNS(Alternate DNS), enter the IP address of
the alternate DNS.

In the boxMTU, enter a value for the network card. Values
between 1280 and 1500 bytes are allowed. The default value is
1500.

The recommended values for the MTU option are given below.
@® 1500: This is the highest possible value for Ethernet packets.
This value is usually selected when there is no PPPoE or VPN

MTU
connection, and is also the default value for some routers,
network adapters, and switches.
@® 1492: Optimized value for PPPoE connections.
@® 1468: Optimized value for DHCP function.
@ 1450: Optimized value for VPN connections.
Virtual Host It a!lovys a s.ingle server t(? host multiple websites or applications by
assigning different domain names to the same IP address.
Test Click onHead(Test) to check if the entered IP address and gateway

communicate with each other.

5.1.4.5 Configuring P2P settings

Preliminary information

To manage the device, you can add it to your phone's client or to the platform. P2P

settings can also be configured by selectingMain menu>NET>P2P(Main Menu >

NETWORK > P2P).
[1]

Check ThatiD/Ris connected tdnternet. Incaseaffirmative, Thgstem show Thelue Online
inthe bOX  State (Status) womwme page P2P.

Procedure

Step 1: Once you have configured your network settings, click onAfter you(Next) on the pageNet

(Network).

64




@hua
TecHNoLOGY User Manual

Figure 5-21 P2P

used only for the purpose of remote acc

If youdon't agree to enable P2P function, please desele
box.

Previous

Step 2: Enable P2P function.
[1]

A timeactivated wfunction P2Panéhrried out «.cONnection tdnternet, Thgstem
collects thimformation necessary allaccess fromamote, s th@dress e-mail,
thddress MACAmBember Oferies o device.

Related Operations
You can add the device as follows.

@® Mobile Client: Using your phone, scan the QR code to add your device to the mobile
client. You can then start accessing your device.

@ Platform: Get the device serial number by scanning the QR code. Log in to the P2P
management platform and add the device serial number to the platform. Then you can
log in and manage the device over the WAN. For more details, please refer to the P2P
operation manual.

[L]
@® AMWBO possible toview  Thede QR client Fordevices mobile AflH@mber Oferies ortne
device  doing cick on - inthe 'cOrner superior right mmme pages a  time carried out

thecess ««menuprincipal.

@ If w.function recomes unchecked, Thgstem show «..page Note(Note). Choose if activate or
less wfunction inbaseo.se OWn needs.

Figure 5-22 Note
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To describe the use of this feature, adding a device to the mobile client is used as an
example.

ThdEsages Thafollow theyserve Alone @s  reference. Forthstructions detailed, consult The
manual d'use. . client Fordevices mobile.
1. Using your phone, scan the QR code under the writingMobile Client (Mobile Client)
to download the application.
2. 0On your phone, open the app and tap E
3. TouchDevice Management(Device Manager).
4. Tapin thper right corner.
The page asking you to initialize the device appears. The system displays a pop-up
message reminding you to verify that the device has been initialized.
5. TouchOK.
@ If the device has not been initialized, tapDevice initialization(Device Initialization)
to perform the initialization by following the instructions on the screen.
@ If the device has been initialized, it can be added directly.
6. TouchAdd Device(Add Device).

1

AN@sible add devices wireless owired. Theanual USAbddition Ofa device
wired as example.
7. TouchP2P.

8. Enter the DVR name, user name and password, then scan the QR code under the text
SN device(Device SN).

9. TouchStart live preview(Start Live Preview).
The device is added and appears on the mobile phone's live view page.

5.1.4.6 Configuring Encoding Settings

Preliminary information
You can configure the primary and secondary stream settings of the device.
Encoding settings can also be configured by selectingMain menu>CAMERA> Coding>Audio/
video(Main Menu > CAMERA > Encode > Audio/Video).

Procedure
Step 1: Once you have configured your P2P settings, click onAfter you(Next) on the page
Audio/video(Audio/Video).
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I CAMERA
Image
Encode
Overlay
PTZ
Channel Type

Camera List

Figure 5-23 Encoding

Audio/Video Sn

Channel
Main Stream
Encoding Stra
Type
Comp
Resolution
Frame Rate(FPS)
Bit Rate Type
Quality

| Frame Interval

bshot En

e A 3 © 2

yde Enhan...

1 Model

Sub Stream
Al Coding Video
General Stream Type
H.265 Compression
1280x720(720P) Resolution
25 Frame Rate(FPS)
Bit Rate Type

Quality

| Frame Interval

HAC-B1A11-S5

Sub Stream 1
H.265
704x576(D1)
15

CBR

t Rate(Kb/S) Bit Rate(Kb/S)

ge Bit Rate(...

Cancel

Default Apply

Step 2: Configure the main/secondary flow parameter settings.

Table 5-6 Parameter description

Parameter Description

In the listChannels(Channel), select the channel you want to

Channel .
configure.

Enable smart codec function. This function can reduce the video

Smart Codec bitstream of unimportant recorded items to save storage space.

@ Main flow: in listType(Type), selectGeneral (General),MD(
Type motion detection) orAlarm(Alarm).

@ Secondary flow: This setting is not configurable.

Select the encoding mode from the listCompression
(Compression).

@ H.265: Main Profile Encoding. This is the suggested
setting.

@® H.264H: High Profile Coding. Lightweight high definition video
stream.

@® H.264: Main Profile Encoding.

@® H.264B: Baseline profile encoding. This setting requires a
higher bit rate than other settings of the same definition.

Compression

. In the listResolution(Resolution), select the video resolution. The
Resolution

maximum video resolution may vary depending on the model of the
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Parameter

Description

device.

Frequency of
frames (FPS)

Sets the number of frames per second for the video. The higher
the value, the better the image quality and clarity. The frame rate
varies depending on the resolution.

Typically, PAL format allows you to select values between 1 and 25;
NTSC format, values between 1 and 30. However, the range of
values you can actually select for the frame rate depends on the
capabilities of your device.

Bit Rate Type

In the listBit Rate Type, selectCBR(constant transmission speed)
orVBR(variable transmission speed). SelectingCBR, image quality
cannot be configured; selectingVBR, you can configure the
image quality.

Quality

This feature is available by selecting the optionVBRin the list
Bitrate.

The higher the value, the better the image.

I-frame interval

The interval between two reference frames.

To change the image quality, select a value, or enter a custom

Bitrate (Kbps) one, in the drop-down list. Transmission speed(Bit Rate). The
higher the value, the better the image.

Video Enable the secondary stream function.

Audio By clicking onOther(More), the page is displayedOther(More).

Audio source

Compression

@ Audio: The function is enabled by default for the main
stream. You need to manually enable it for the sub stream
1. After enabling this function, the recorded video file will
be a composite audio and video stream.

@® Audio Source: In the listAudio source(Audio Source), you
can select the valuesLocal(Local) orHDCVI.

Local: Audio signal is received from audio input.
HDCVI: Audio signal is received from HDCVI camera.

@® Compression: Select the desired format from the list
Compression(Compression).

5.1.4.7 Configuring snapshot settings

You can configure basic snapshot settings, such as the number of snapshots taken each
time, the channels that take snapshots, and the image size and quality. General settings can
also be configured by selectingMain menu>CAMERA> Coding>Snapshots(Main Menu >
CAMERA > Encode > Snapshot).

Procedure

Step 1: Once you have configured your encoding settings, clickAfter you(Next) on the page
Coding(Encode).

68



User Manual

Snapshot

Default

Figure 5-24 Snapshots

ik

al
Scheduled
352x288(CIF)

Previous

Step 2: Configure snapshot parameter settings.

Table 5-7 Snapshot parameters

Parameter

Description

Manual snapshot

In the listManual snapshot(Manual Snapshot), select how
many images you want to capture each time.

Channel

In the listChannels(Channel), select the channel you want to
configure.

Type

In the listMode(Mode), you can selectHuman face (Human
Face) orGeneral(General) as the type of event for which you
want to capture snapshots.

@® Scheduled:The snapshot is taken in the scheduled time
slot.

@® Event (Event):The snapshot is captured when an alarm
event occurs, such as motion detection, video loss, or local
alarm.

@® Face Snapshot:Snapshot is taken when a face is detected.
Face detection function is only supported by channel 1.

Dimensions

In the listDimensions(Size), select a value for the image. The
higher the value, the better the image.

Quality

You can set 6 levels of image quality. The higher the level, the
better the image.

Interval

Allows you to configure or customize the snapshot frequency.

5.1.4.8 Configuring basic storage settings

You can configure settings for when the HDD runs out of space, the length of recorded

videos, and whether to automatically delete old files.

Basic storage settings can also be configured by selectingMain menu> ARCHIVING>Basic

settings(Main Menu > STORAGE > Basic).
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Procedure

Step 1: Once you have configured your encoding settings, clickAfter you(Next) on the page
Snapshots(Snapshots).

Figure 5-25 Basic settings

Overwrite

Time Length

MNever

Previous

Step 2: Configure basic storage settings parameters.

Table 5-8 Basic settings for archiving

Parameter Description

Allows you to configure settings related to the situation when
all read/write disks are full.

@® SelectStop(Stop) to stop recording.

Disk full @® SelectOverwrite(Overwrite) to overwrite the recorded video
files, always starting from the oldest ones.

[

Locked video recording files will not be overwritten.

o Allows you to configure the duration and file length of each
Create video files .
recorded video.

To delete old files, in the listDelete expired files(Delete
Delete expired files Expired Files) selectCustomize(Custom) and set the time to
keep old files.

5.1.4.9 Configuring Recorded Video Storage Schedule

You can configure the parameters of the recorded video schedule, such as the

channels to record, alarm settings and the insertion period.

Recorded video storage settings can also be configured by selectingMain menu>
ARCHIVING>Programming>Registration(Main Menu > STORAGE > Schedule > Record).
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Procedure
Step 1: Once you have configured the basic storage settings, click onAfter you(Next) on the
pageBasic settings(Basic).

Figure 5-26 Registration

Default Copy to Previous

Step 2: Configure the recording settings parameters.

Table 5-9 Recording settings

Parameter Description

In the listChannels(Channel), select a channel to record

Channel .
videos.

In the listPre-registration(Pre-record), set how long in advance

Pre-registration )
9 recording should start.

If you have multiple HDDs installed on your device, you can set one of them
as a redundancy disk to save the recorded files on different HDDs. If one of
the HDDs gets damaged, you can recover the backup on the other disk.

@® SelectMain menu>ARCHIVING>Disk Management(Main
Menu > STORAGE > Disk Manager) and set one HDD as a
redundant disk.

@® SelectMain menu>ARCHIVING> Programming>
Registration(Main Menu > STORAGE > Schedule >
Record), then select the check box Redundancy(

Redundancy (Redundancy).
If the selected channel is not recording, the redundancy
function will take effect the next time you record, even if

the checkbox is not selected.

If the selected channel is recording, the recorded files will be
compressed and archived, then recording will restart according

to the new schedule.

!

@ This feature is only available on some models.

@® The redundant hard drive backs up recorded videos but
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Parameter

Description

not snapshots.

Event type

Select the event type checkbox, choosing between General(
General),Movement(Motion) (motion detection, video loss,
tampering, diagnosis),Alarm(Alarm) (IoT alarms, local, from the
alarm panel, external IPCs, offline IPCs), Monitoring and alarms
(BUT),Intelligent(Intelligent) (IVS events, face detection) andPOS.

Period

Allows you to set the period during which the configured
recording setting is active.

[

The system activates the alarm only during the set period.

Copy

Click onCopy to(Copy to) to copy the settings to other
channels.

Step 3: Define the video recording time slot by dragging or changing. By default,

recording is always on.

@ Defining the time slot for dragging.

1) Select the event type checkbox.

Figure 5-27 Event Type

General || Motion Alarm B M&A M Intelligent |l POS

2) Define a time slot. The system supports a maximum of six time slots.

3) On the timeline, drag the bar to define a time slot. The device starts

recording the selected event type in the set time slot.
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Figure 5-28 Timeline

Channel Al

Holiday

The color of the bar indicates the type of event active in a given time slot:

[

@ Ppriority tGomme recordings if are present Overlaps et Bi@s Ofevent:
BUT >Alarm >Intelligent >Movement >General (BUT >Alarm >Intelligent >

Motion > General).

@ Select neePOX  Ofcheck orne typeOfevent, mheretore DO click on For
cancel  wband tmetable Set.
® When Yeslect uevoice MD(MD)oRAlarm (Alarm), «.00Xx Ofcheck ofthe'other
option necwmes Unchecked.
@ Defining the time slot for editing. Take Sunday as an example.

1) Click on..
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Figure 5-29 Time periods

Period

Day

Period 1 : - g ] Motion Alarm

Alarm

Alarm
Period 4 : - 3 Motion Alarm
Period 5 : = 2 G Motion Alarm

Alarm
Copyto

All

Cancel

2) Enter the time range of the time slot and select the event checkbox.

3) Click onOKto save the settings.
Step 4: Click onOKto complete the setup.

[1]

® Do ik onCopy (Copy) Forcopy theettings ONMothers channels.

@® A timeConfigure theettings Ofprogramming  omwe recordings, And
necessary to carryout theperations Thafollow Forstart «.registration inbaseste
programming stability.

Activate theent Ofalarm Ananhfigure theettings orme channel Ofregistration.
Forthetails, consult «..section “5.11Settings of the events Ofalarm ”.
Foractivate w.function Ofregistration, consult w..section “5.10.1 Enablement ofe
check  fomwme registration”.

5.1.4.10 Configuring the snapshot storage schedule

Preliminary information
You can configure the parameters of snapshot storage schedule, such as channels for
snapshot acquisition, alarm settings, and insertion period.
Snapshot storage settings can also be configured by selectingMain menu>
ARCHIVING>Programming>Snapshots(Main Menu > STORAGE > Schedule >
Snapshot).

Procedure
Step 1: Once you have configured your video recording settings, clickAfter you(Next) on
the pageRecord(Record).
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Figure 5-30 Snapshots

Default Copy to Previous

Step 2: Configure snapshot settings parameters.

Table 5-10 Snapshot settings

Parameter Description

Select the snapshot acquisition channel from

Channel the listChannels(Channel).

Select the event type checkbox, which includes the
Event type optionsGeneral(General), Movement(motion),Alarm
(Alarm),BUT, Intelligent(IntelligentPOS.

Defines a time slot during which the configured
snapshot settings are active. For details on setting a
Period time slot, see “5.1.4.9 Configuring the Schedule

of the archiving of recorded videos”.

Copy Click onCopy(Copy) to copy the settings to other

channels.
Step 3: Click onOK. Step 4:
Click onOK.
The live view screen is displayed. The startup wizard setup is complete. You can start using
your device.

Step 5: (Optional) Once the startup wizard is configured, if the resolution of the display connected
to the HDMI port is different from the default resolution (1280 x 1024), a dialog box will appear.
Choose whether or not to change the resolution.
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Figure 5-31 Changing the resolution

Change Resolution

The monitor supports 3840 x 2160 resolution, do

you want to change the device resolution?

Cancel

5.2 Live View

Once you log in to the device, the live view is displayed. The number of channels displayed
depends on the model.

To access the live view screen from other pages, click on the top right [ in the corner

of the screen.

Figure 5-32 Live view

Channel 1

Channel 4  lld
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5.2.1 Live View Screen

You can view live video from any camera connected via a channel on your screen.

@ By default, each channel window displays the system time, channel name and channel
number. This setting can be changed by selectingMain menu>CAMERA>Overlay>
Overlay(Main Menu > CAMERA > Overlay > Overlay).

@ The number in the lower right corner represents the channel number. If the position or
channel name is changed, you can recognize the channel number from this figure and
perform operations such as searching and playing back recordings.

Table 5-11 Live view description

Icon Function

Indicates the recording status. The icon appears
when recording a video.

The icon appears when motion is detected within the scene.

? The icon appears when video loss is detected.

-] The icon appears when monitoring of a channel is blocked.
[L]
Forexchange wposition OftwOchanneis, drag neewindow Ofa  channel onte 'other channel.

5.2.2 Live View Control Bar

The live view control bar allows you to perform various operations, such as playback,
zoom, real-time backup, manual snapshot taking, conversation, adding remote devices
and switching streams.

To show the live view control bar, move the pointer to the top half of a channel window.
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If Notthey come carried out operations FOrsixseconds After wevisualization mwe bar Ofcheck,

this 'last disappears automatically.

Figure 5-33 Analog channel

1 2 3 4567
||

ehRREEYE,
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Figure 5-34 Digital channel

plRRRERES

T EEER AR ane
- ————
- I

Table 5-12 Control bar description

N. Function N. Function Function
1 Reproduction 4 Snapshot Protection
immediate manual of privacy
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N. Function Function N. Function
2 Zoom Deactivate 8 Conversation
dlgltal audio and audio
Registration Registration
3 egistratio Quick Pick 9 egistratio
snapshot camera

5.2.2.1 Instant Playback

You can play from 5 seconds to 60 minutes before a recorded video. Clicking will bring

up the instant §@yback page. Instant playback offers the following functions:

you can move the cursor to choose from which moment playback should start;

There are controls for playing, pausing and stopping playback;

Information such as channel name and recording status icon are hidden during instant
playback and will only be displayed when you exit;

During playback, you cannot switch to split-screen view.

To change the playback time, selectMain menu>SYSTEM>General>Basic(Main Menu >
SYSTEM > General > Basic), then enter in the boxInstant playback(Instant Play) the
requested playback time.

L., SYSTEM

> General

Figure 5-35 General Settings
[ 4{?, A Ee

Basic Date&Time Holiday

Device Name XVR

Device No. 8
English
PAL

(Include [

Mouse Pointer Speed

age, format and time zone)

min.

min. | Non-login User Permission

79




@hua
TecHNoLOGY User Manual

5.2.2.2 Digital Zoom

You can zoom in on a specific area of the image to see more detail in one of the following ways.

@ Click on : thEfon changes to . While holdif@ldown the left mouse button, select the area
to be magnified. The area will be magnified after you release the left mouse button.

@ Point the cursor to the center of the area you want to magnify and press the wheel to zoom in on the

area.

M

@® Onsomemodels, When thmage  recome enlarged using Tifiest method described, Thevel
Ofzoomotie'areaselected  iwmsou proportional respect atthe window.

® When thmage Amdlarged, ,...0to be dragged inany direction Forview it the

other areas.

® Do ik witlkey right ««'image  enlarged Forbringitback actne State original.

5.2.2.3 Instant registration

You can record the video of any channel and save it to a USB storage device. Click to start
recording. @ stop recording, click the icon again. The video clip is automatically saved to
the connected USB storage device.

5.2.2.4 Manual snapshots

You can capture one to five snapshots of the video and save them to a USB storage device.

Clickon [El to take snapshots. Snapshots are automatically saved in the
connected USB storage device. You can view snapshots on your computer.

[1]

Formodify = Thember Ofsnapshots, select Menuwrincipal > CAMERA > CODIFICA >
Snapshots, (Main Menu>ROOM >ENCODE > Snapshots), Therefore Select a value intwe'list
Snapshot manual (Manual Snap).

5.2.2.5 Muting (analog channel only)

You can mute the video by clicking on single EB. The function is supported in the
channel view.

5.2.2.6 Quick Pick

Preliminary information
Select a person or motor vehicle as a target to quickly recall a recorded video when the
target appears during playback.
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Theinctions they can vary inbase..model o device.

Procedure

Step 1: Drag your mouse to the top center of the video to reveal the live view control bar.

Step 2: Click on to block live view. The image shows
automatically targets._

Step 3: Click on m next to the targets.
Itis also possible to draw a target search area.
Step 4: Configure search conditions and display the search results on the playback

page.

5.2.2.7 Privacy Protection

Preliminary information
To ensure privacy protection, the faces of the people captured in the video are blurred.

Theinctions they can vary inbase..model . device.

Procedure

Step 1: Drag your mouse to the top center of the video to reveal the live view control bar.

Step 2: Click on E 1| to blur the faces of all people in the live view.

On the playback page, click ! to remove all face blurring effects.

5.2.2.8 Alarm light (supported on cameras with the corresponding
function)

Clickon [ to manually control the camera and activate the alarm light.

5.2.2.9 Siren (supported on cameras with the
corresponding function)

Click on to manually activate the camera alarm siren.

5.2.2.10 Two-way conversation (digital channels only)

You can create a voice interaction between your device and the remote device to handle
emergencies more effectively. This feature is supported only if the remotely connected IPC

device supports two-way conversation.
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@ By clicking on, tl.con's appearance becomes and the two-way conversation of the

remote device is activated. Two-way conversation of other digital channels is
deactivated.

@ Clickon to turn off two-way conversation. Two-way conversation

of other digital channels is restored.

5.2.2.11 Adding cameras (digital channels only)

You can view remote device information and add new remote devices to replace currently
connected ones.

Clicking on didglays the pageCamera List. For detailed information about adding remote
devices, see “5.7 Configuring Remote Devices".

5.2.3 Navigation bar

The icons on the navigation bar allow you to perform operations related to their respective
functions. For example, you can access the main menu and change the way windows are

split.

[L]

Forsetting default, w.bar Ofnavigation Addabled. Not toappear tonthe screen  Of
visualization liveuntil AN@tre omes enabled. Fordo it, select Menuwrincipal >SYSTEM >

Settings general >Settings OfbaseMain Menu> SYSTEM > General > Basic), activate e
bar Ofnavigation AB@d cick onApply (Apply).

r

Table 5-13 Description of the navigation bar

Icon Function
B Opens the main menu.
| Expands or collapses the navigation bar.

Allows you to select the display layout.

Go to the previous screen.

Go to the next screen.

Enables the tour function. The icon's appearance becomes [al.

o Opens the PTZ control panel. For details, see “5.4
Controlling PTZ Cameras”.

Opens the pageImage(Image).
—~ nn|

The feature is only supported by single channel layout.

Opens the recording search page. For detailed
information, please refer to “5.10 Playing Videos".
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Icon

Function

Ah

Opens the pageAlarm status(Alarm Status) to view the
device alarm status.

Opens the pageChannel information(Channel Info)
to view information about each channel.

Opens the pageCamera List(Camera List). For details, see
“5.7.1 Adding Remote Devices".

Opens the pageNet(Network). For details, see “5.16.1
Configuring Network Settings”.

Opens the pageDisk Management(Disk Manager). For
details, see “5.19.3 Configuring Disk Management”.

Opens the pageUSB Management(USB Management).

5.2.4 Context menu

You can quickly access some function pages, such as main menu, record search, PTZ

settings, color settings and select window split mode.

Right-clicking on the live view screen will bring up the context menu.
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[1]
When Yésgsinta any page wnadNenuOfchoice quick, Apdssible return atue screen
previous doing dick WittTkey right onthe Screen  current.

Figure 5-37 Shortcut menu
Main Menu
Search
PTZ Control
View 1
View 4
View 8
View 9
Sequence
Previous Screen
Next Screen

\dd Camera
Manual Control
Live Mode

+, Auto Focus

Image

Camera Property

Sub Port

Table 5-14 Menu parameters

Function Description

Main menu Opens the pageMain menu(Main Menu).

Opens the pageREPRODUCTION(PLAYBACK), where

R h . .
esearc you can search and play recording files.
PTZ Control Opens the pagePTZ.
SelectActive(On) to enable the EPTZ function, which allows
you to zoom in and track targets that trigger intelligent
events.
EPTZ )

This feature is only available on some models.
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Function

Description

View Layout

Allows you to configure the live view screen with a single-
channel or multi-channel layout.

Previous screen

Next screen

Click Previous Screen to open the previous screen. For
example, if the window is divided into 4, the first screen
shows channels 1 to 4, and clickingNext screen(Next
Screen), you can view channels 5 to 8.

Add Camera

Opens the pageCamera List(Camera List). For details, see
“5.7 Configuring Remote Devices".

This parameter appears in the right-click menu only after
setting at least one channel of typeIPonMain menu>
CAMERA>Channel type (Main Menu > CAMERA > Channel

Type).

Manual control

@® By selectingRegistration mode(Record Mode), you
can configure the recording mode to Automatic(Car)
orManual(Manual), or stop recording. You can also
enable or disable snapshot capture.

@® By selectingAlarm mode(AlarmMode), you can
configure the alarm output settings.

Live mode

@® Select the optionGeneral(General) to set the default
layout of the live view screen.

@® SelectFace(Face) to show snapshots of detected faces
at the bottom of the live view screen.

Auto focus

Move the cursor over a channel window and right-click to
open the context menu, then click Auto focus(Auto Focus).

[

Not all cameras support this feature.

Image

Opens the pageImage(Image), where you can
adjust the color of the video image.

Camera Properties

Click to edit camera properties.

Secondary door

Click to switch to additional screen control.

5.2.5 Al-based preview mode

You can view snapshots of detected faces and comparison results between detected faces and

faces in the database, as well as play back recorded image files.

To activate the Al preview mode, the face detection function must be enabled. For
details, see “5.12.2.1 Face Detection".

Right-click on the live view screen to bring up the context menu, then selectLive mode>Al
Mode(Live Mode > Al Mode). At this point, the Al preview mode page is displayed.
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Figure 5-38 Live View

AgeYoung
8 GenderMale

Face:Normal

Glasses:No

10:25:.04

Age:Young
Gender:Female
Face:Normal
Glasses:No

10:24:50

Age:Young
Gender:Female
Face:Normal
Glasses:No

10:24:.06
nic

......

999

10:21:59

Type: Tripwire

Alarm Object:...

: indicates the number of motor vehicles detected between the hours of 00:00 and midnight.

: indicates the number of non-motor vehicles detected between the hours of 00:00 and midnight.

@ [El: Click this icon and select the facial attributes you want to display in the A preview
mode. A maximum of four attributes can be displayed.

o .: Click this icon to export the count report in csv format. The information
present in the report include date, start time, end time and the number of people, vehicles and
faces. The report name is based on the following format: “device name_XVR_IA_statistics_start

time_end time.csv".
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Properties

Show Fac...

Attribute:-
Attribute:-
Attribute:-

Attribeet
513#““2“

Channel Time

tattribute:

5.2.6 Channel Sequence

Preliminary information

Human B...

Figure 5-39 Properties

Non-Motor

Attribute:--
Attribute:--
Attribute:--
Attribute:--
Similarity%o

Channel Time Channel Time

You can adjust the sequence of channels shown on the live page according to your needs.

After a restore fome Settings
ofthe channels default.

Offactory, «.page Ofvisualization liveshow «..sequence
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Procedure
Step 1: Right click on the live view page and selectSequence (Sequence).

@® A timeselected thption Sequence (Sequence), Thgstem show Thember
maximum Ofubdivisions fomte window supported romsDVR.

® ...page displayed show aicne TR@meAmHember Ofhannel owe devices remote
added. indicates Thatldevice remote Anndline; [l indicates ThaTldevice
remote Anffline.

Figure 5-40 Sequence

Sequence

“hannel2
“hannel3
“hannel4
“hannelb
“hannel6

“hannel 7

Step 2: Adjust the channel sequence.
@ Drag a channel to the desired split.
@ Drag a window subdivision onto another subdivision to change the
sequence.
You can view the channel sequence by the channel number shown in the
lower right corner of the split.
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Figure 5-41 Editing the sequence

Sequence

“hannel3
Channel4
“hannels
nnel6

“hannel?

5.2.7 Color Settings

You can adjust the color effects of the video image, such as sharpness, brightness, and contrast. The
parameters vary depending on the type of camera connected. The operations illustrated below take an
analog channel as an example.

The parameters shown on the page vary depending on the camera.

In the live view screen, right-click the analog channel to pop up the context menu, then
selectImage(Image). The page is displayed. Image(Image).
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Image

Channel
Model
Period
Effective ...
Saturation
Brightness
Contrast
Hue
Sharpn

r Mode
Image EQ

Position

Custom

Figure 5-42 Image

HAC-B1A11-S5
Period 1

00 :00 :00 -23 :59 59

o

Standard

ﬂ.C)

Default

Table 5-15 Image settings

Parameter

Description

Model

If there is no connection, or if the connection fails, the
message is displayedunknown(unknown); otherwise, the
front-end device model is displayed.

Period

Allows you to divide the 24 hours into two time periods and
configure the related color settings.

Actual time

Enable the function and set the duration of each period.

Sharpness

Adjusts the sharpness of the edges of the image. The higher the value,
the more noticeable the edges of the image will be and the more noise
there will be.

The value can vary between 1 and 15. The default is 1.

Tone

Adjusts the hue of the image. Values range from 0 to
100. The default setting is 50.

Brightness

Adjusts the brightness of the image. The value can vary
between 0 and 100. The default setting is 50.

The higher the value, the brighter the image. You can adjust
this value when the overall image seems too dark or too
bright. However, the image may become blurry if the value
is set too high.
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Parameter

Description

It is advisable to choose a value between 40 and 60.

Contrast

Adjusts the contrast of the image. The higher the value, the
more obvious the contrast between the light and dark areas.
You can adjust this value when the contrast is not obvious.
However, if the value is set too high, the dark areas may
become even darker and the light areas may become
overexposed. If the value is too small, the image may
become blurry.

The value can vary between 0 and 100. The default setting is 50. It is
recommended to choose a value between 40 and 60.

Saturation

Allows you to adjust the color hues. The higher the value,
the lighter the color. This value does not affect the overall
brightness of the image.

The value can vary between 0 and 100. The default setting is 50. It is
recommended to choose a value between 40 and 60.

Color mode

In the color mode list, you can choose an option from:
Normal, Soft, Bright, Vivid, Neutral, Custom 1, Custom 2,
Custom 3, and Custom 4.

Sharpness, hue, brightness, contrast and saturation values
will be automatically adjusted based on the selected color
mode.

Image EQ

Enhance the image effect. Adjust the effect value.

@® Byclickingon [Bl the image effect is optimized
automatically.

@® Byclickingon [ the effect settings are
blocked.

The function is supported by analog HD channels only.

Position

Adjusts the position in the channel window where the
image is displayed. The value indicates pixels. The default
value is 16.

The function is supported by analog channels only.

Customize

Four color modes can be customized.

1. Click onCustomize(Custom). The page is displayed.
Custom color(Custom Color).

2. In the listColor mode(Color Mode), select a value, for
exampleCustom 1. Then, configure the sharpness, hue,
brightness, contrast and saturation settings. Selecting
All(All) the configuration will be applied to all four
custom color modes.

3. Click onOK.

4. On the pageImage(Image), in the listColor mode
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Parameter Description

mode.

(Color Mode), you can select the selected color

5.2.8 Live View Settings

5.2.8.1 Configuring display settings

You can configure various display settings, such as time and channel name overlay, image

transparency, and resolution.

Procedure

Step 1: SelectMain menu>VIEWING>Viewing.( Main Menu > DISPLAY > Display)

Figure 5-43 Display settings

Main Screen

Output Port VGA/HDMI
Time Title
Channel Title

Original Ratio

View Setting SETTING

Live Audio
Volume
Transparency -0
Resolution 1280x1024

Live Mode Al Mode

Step 2: Configure display parameter settings.

Table 5-16 Display parameters

Parameter Description
Exit door Indicates the main screen port.
) By selecting the checkbox Time overlay
Main screen Overlapping of the (Time Title), the system time is displayed
text in all channel windows on the home
screen.
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Parameter Description

live view. To hide the time, uncheck
the checkbox.

By selecting the checkbox Channel
Overlay(Channel Title), channel name,
channel number and recording status are
Channel Title displayed in all channel windows on the
live view screen. To hide the time,
uncheck the checkbox.

By selecting the checkbox Original
proportions(Original Ratio), the video
image is displayed in its original size in
the channels window.

Original proportions

Click onSETTINGS(SETTING)to enable the

Settings of Al rule, IVS target selection rectangle
visualization and SMD rule on the live page.
Live audio Select the checkboxLive audio (Live

Audio) to enable the audio adjustment
function in the channel window of the
live view screen.

Move the slider to adjust the live
audio volume.

Volume

Allows you to configure the transparency of the
graphical user interface (GUI). The higher the

Transparenc
P Y value, the more transparent the GUI will be.

Allows you to select the video resolution. The
default resolution of the VGA and HDMI ports
is 1280 x 1024.

L]

Some of the resolution options

may not be supported by the HDMI
port.

Resolution

@® General: No information is shown
in the channels window.

@® AI Mode: Snapshots of
detected faces are displayed.

This feature is only available on some

Live mode

models.

Enable the additional screen function.
Secondary screen Ability Once the function is enabled, you can
select the screen port

93




User Manual

Description

additional. The other port is

automatically assigned to the main
screen.

Allows you to select either the VGA or
HDMI port as the output for a
secondary monitor. For example,
selecting the HDMI port as the output
for the additional display automatically
makes the VGA port the primary display
output.

Allows you to select the video resolution. The
default resolution of the VGA and HDMI ports
is 1280 x 720.

el

Some of the resolution options

may not be supported by the HDMI
port.

If you activate the option, the secondary screen
shows messages of alarms that are activated.

@ If you do not activate the additional screen function, the VGA and HDMI ports show the

Parameter
Exit door
Resolution
Show message
[L]
@ The main menu does not appear on the additional screen.
same image.

5.2.8.2 Configuring channel zero settings

You can view multiple video sources on one channel on the web side.

Procedure

Step 1: SelectMain menu>VIEWING>Channel Zero(Main Menu > DISPLAY > Zero-

Channel).
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Figure 5-44 Channel zero

Step 2: Configure channel zero parameter settings.

Table 5-17 Channel zero parameters

Parameter Description

Ability Enable the zero channel function.

In the listCompression(Compression), select the video
Compression compression standard based on the capabilities of your device.
The default is H.265.

Select the video resolution from the listResolution(Resolution).

Resolution The default is 704 x 576 (D1).

Select a value between 1 and 25 for PAL or 1 and 30 for NTSC. The

Frequency of actual range available depends on the capabilities of your device.

frames (FPS)
Speed of The default is 1024 kbit/s. The actual available range depends on
transmission (Kb/s) the device capabilities and frame rate.

Step 3: Click onApply(Apply) to save the settings. On the live
web page, click I ==l Sl and select one of the
multi-channel mode to display local video image.

5.2.8.3 TV Setup

You can adjust the top, bottom, left, and right border margins, as well as the brightness of the monitor

connected to the device's video output.

This function Aadailable aione ONSOMemodels.

Procedure
Step 1: SelectMain menu>VIEWING>TV adjustment(Main Menu > DISPLAY > TV Adjust).
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Figure 5-45 TV Adjustment

Top Margin

Bottom Margin

Left Margin
Right Margin

Brightne

Step 2: Configure the parameters according to the actual
situation. Step 3: Click onApply(Apply) to complete the setup.

5.2.9 Configuring settings for the tour function

You can set up a tour of selected video channels to repeat playback. Videos are shown in
turn based on the channel groups configured in the tour settings. The system shows a
channel group for a specific period of time, then automatically switches to the next channel
group.

Procedure
Step 1: SelectMain menu>VIEWING>Tour settings(Main Menu > DISPLAY > Tour Settings).

Figure 5-46 Main screen

Main Screen

Enable
[nterval(sec.)
Motion Tout

Channel Group

Modify
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Figure 5-47 Secondary screen

Sub Screen

Channel Group

Modify Delete Move Up Move down

Step 2: Configure the tour parameter settings for theMain screen(Main Screen) and for
theSecondary screen(Sub Screen).

Table 5-18 Tour function parameters

Parameter

Description

Ability

Enable the tour function.

Interval (seconds)

Enter the duration of time each channel group will remain on
screen. You can choose a value between 5 and 120 seconds; the
default is 5 seconds.

Tour Select View 1 or View 8 for optionsMovement tour(Motion Tour)
movement/tour
alarm andAlarm tour(Alarm Tour) (system alarm events).

In the listLive View Layout(Live Layout), selectView at 1(View 1),4-
Layout way view(View 4),8-eye view(View 8) or another mode supported

by your device.

Channel Groups

Show all channel groups based on the current window split
settings.

@® Adding a channel group: ClickAdd(Add) in the pop-up window
Add group(Add group), then select the channels you want to
group and clickSave(Save).

@ Deleting a channel group: Select the checkbox of a channel
group and clickDelete(Delete).

@ Editing a channel group: Select the checkbox of a channel
group and clickEdit(Modify) or double
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Parameter Description

click on the group. The dialog box appearsEdit channel group(
Modify Channel Group). You can change the channel grouping.

@® Click onMove up(Move up) orMove down(Move down) to
change the position of the channel group.

Step 3: Click onApply(Apply) to save the settings.
[ 1]

@ Foractivate odeactivate «.function tour, use TRey left  owe mouse Opress
Shift Forsetup  th®®n inwe'corner inhightaight omme screen  Ofvisualization
liveon © (change fomme IMmages admitted) or@ (change momme IMages Not

admitted).
@ onthe bar Ofhavigation, Do dick on [ Forenable TheurABd i« on @ For
disable it.

Related Operations
@® Adding a channel group.

1. Click onAdd(Add).
2. Select the channels to group for the tour.

L[]
If Yetesires select M@ channel, ine'list  Layout visualization live(Live
Layout) Notselect Viewtd (View 1).

3. Click onOK.

@ Editing a channel group.
Double-clicking on a channel group displays the pageEdit channel group (Channel
Group Modified). You can modify the channel group and click onOKto complete the
setup.

5.2.10 Quick Actions Bar

You can quickly access the function modules on their title bars and the settings menus via
the shortcut icons on the Quick Actions bar.

In this section, the functionsALARM(ALARM) andCAMERA(CAMERA) are used to exemplify
how to quickly access other modules.

Shortcut icons on function title bars
Click onALARM(Alarm) to open the pageALARM(Alarm).
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Figure 5-48 Alarm
t;ALARM A & @ %

Alarm Info

Type All
Alarm Sta

Start Time 2020 -03-01 00:00:00
Alarm-in Port

End Time 2020 -03-02 00:00:00 Search

Alarm-out Port
5h
Video Detection

Exception

Disarming

2020-03-01 20:17:41 <Videc

Backup Details

Table 5-19 Alarm parameters

Description

Click on the icon to open the pageResearch(Search).

Click on the icon to open the pageAlarm(Alarm).

Click on the icon to open the pagelA.

Click on the icon to open the pagePOS.

Click on the icon to access the pageNet(Network).

Click on the icon to open the pageMAINTENANCE
(MAINTENANCE).

Click on the icon to open the pageBackup.

Click on the icon to access the pageViewing (Display).

il bt @ [Em N -
8|0 &8 EB@DE ;]

Click on the icon to access the pageAudio.

Shortcut icons on the settings menu

Click onCAMERA(CAMERA) to open the pageCAMERA(ROOM).
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Figure 5-49 Camera
BB CAMERA [ & & 5, ©

Channel ‘rogress System Version

Table 5-20 Camera parameters

Description

Click to open pageCamera(Room).

Click to access the pageNet(Network).

Click to access the pageArchiving(Storage).

Click to access the pageSystem(System).

Click to access the pageSafety(Security).

2 =i
B8 E D[ ;

Click to access the pageAccount.

5.3 Opening the main menu

Right-click on the live view screen to open the context menu. ClickMain menu(Main Menu),
then log in to the system.
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Figure 5-50 Main menu

4 567

XV an

SEARCH

MAINTENANCE BACKUP

SETTING

3 B CAMERA (B NETWORK & STORAGE Lh, SYSTEM [ SECURITY 2 ACCOUNT

Table 5-21 Main menu description

N. Icon Description

The names of nine functions are present:RESEARCH,
(SEARCH) ALARM(ALARM),POS,IA(TO THE), MAINTENANCE
1 ;“uan”zzi;’ithe (MAINTENANCE),BACKUP, VIEWING(DISPLAY), IoTAnd
AUDIO. Click on a name to open the corresponding
configuration page.

i indicates the current page of the main menu.
Icons for The icon n pag

2 dickon [l Click to move to the next page, or click to change
h ’
change page o] pages.

It includes six configurations through which you can
Menu of the . . . .
3 settings change settings and view information related to: camera,
9 network, storage, system and account.

Click on - to access the screen

4 Live o
live viewing.

5 0 By moving the cursor over the B the account is shown
user icon in use.

6 & Clickon [EM to select the desired option fromYou go out
(Logout),Restart(Reboot) orTurn off(Shutdown).
View the QR code of the mobile client and device
serial number.

7 B

@® Mobile Client: Using your phone, scan the QR code to
add your device to the client
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N.

Icon

Description

for mobile. At this point, you can access the device
from your mobile phone.

@ Device SN: Get the device serial number by scanning

the QR code. Log in to the P2P management platform
and add the device serial number to the platform.
Then you can log in and manage the device over the
WAN. For more details, please refer to the P2P
operation manual. You can also configure the P2P
function in the local settings.

5.4 PTZ Camera Control

Mechanical PTZ platforms support cameras, act as protective housings, and allow remote
control. A PTZ system can move horizontally and vertically to provide a full view of the

camera.

Before Ofuse

a system PTZ, to check Thais connected ««device.

5.4.1 Configuring PTZ settings

Preliminary information

Before use, you need to configure PTZ connection.

@ Local connection: RS-485 port to connect a speed dome or coaxial cable to connect a

coaxial camera.

@ Remote connection: local network.

Procedure

Step 1: SelectMain menu>CAMERA>PTZ(Main Menu > Camera > PTZ).
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Figure 5-51 Access

BB CAMERA 2
Image

Channel Model HAC-B1A11-S5
Encode
Overlay
PTZ
Channel Type
Camera List

HDCVI Update
Control Mode HDCVI

Protocol HDCVI3.0

Stop Bit

Parity

Step 2: Configure the parameter settings for PTZ connection.

Table 5-22 Description of parameters for PTZ connection

Parameter Description

In the listChannels(Channel), select the channel you want to

Ch I
anne connect to the PTZ camera.

@ Local: Connection via RS-485 port or coaxial cable.

Type @® Remote Device: Connect via network by adding the IP
address of the PTZ camera on the device.

In the listControl Mode(Control Mode), selectSerial port(Serial
Port) orHDCVI. For HDCVI series products, selectHDCVI. The

Control Mode control signal is sent to the PTZ system via the coaxial cable. In
serial mode, the control signal is sent to the PTZ system via the
RS-485 port.

Protocol In the listProtocol, select the PTZ camera protocol. For example,
selectHDCVI3.0.
In the boxAddress(Address), enter the address of the PTZ camera.
The default value is 1.
L]

Address The address entered must match the one configured on the

PTZ camera; otherwise, you will not be able to control the
PTZ camera from the device.
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Parameter Description
Baud rate In the listBaud rate(Baud Rate), select the baud rate of the PTZ
camera. The default value is 9600.
Bits of data The default value is 8.
Stop bits The defaultis 1.
Equality The default value is NONE.
Step 3: Click onApply(Apply) to save the settings.
L]

Do dick onCopy on(Copy to) Forcopy thgettings Onthers channels.

5.4.2 Using the PTZ Control Panel

The PTZ control panel allows you to perform various operations, such as moving the camera
in eight directions, adjusting the zoom, focusing the frame, and changing the iris settings.

Basic PTZ control panel

Right click on the live view screen and selectPTZ. The system displays the PTZ control panel.

Figure 5-52 PTZ control panel

[L]
Theinctions check wmeaDULLONS showyourself iNgrey NotI amsupported wonnSystem.
Table 5-23 PTZ control panel description
Parameter Description
Speed Allows you to control the speed of movements. As the value
P increases, the speed of movements increases.
B: Zoom out.
Zoom ;
E: Zoomin.
B Moves focus away. :
Focus
ElMoves focus closer.
) B: darkens the image.
Diaphragm ) )
E3: brightens the image.
PTZ movement Supports eight directions.
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Parameter

Description

Quick positioning button.

@® Placement: Click on . to access the
quick positioning screen, then click any point on
the live view screen to make the PTZ system rotate

to that point and move it to the center of the
screen.

@® Zoom: On the quick positioning screen, drag to
draw a box on the view. You can then zoom the
box.

Drag up to zoom out and down to zoom in.

The smaller the box, the greater the zoom
effect.

[L1
This feature is only available on some models and
can only be controlled using the mouse.

Click on to control the four directions (left,

[ right, up and down) of PTZ movement via mouse.
) | Clickon [l to expand the PTZ control panel.
Expanded PTZ control panel
On the basic PTZ control panel, click n to expand the panel and access options
Additional.

Figure 5-53 Expanded PTZ control panel

@ Theinctions check comeoDULLONS showyourseif iINQrey NotI amsupported romnSystem.
® Do dick WitilRey right Forreturn ..panel Ofcheck PTZ Ofbase.

Table 5-24 Expanded PTZ control panel description

Icon Function
Presets
. | Tour
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Icon Function

Path

Scan

Additional functions

Overview

Reversal

Reset

Click on the iconAuxiliary config.(Auxiliary Config) to open
the PTZ function setting page.

Click on the iconOpen menu(Enter Menu) to open the
page MENU USE(OPERATION MENU).

5.4.3 Configuring PTZ functions

5.4.3.1 Configuring presets

Procedure
Step 1: On the expanded PTZ control panel, click .

Figure 5-54 Presets

PTZ

Preset Tour attern

Prese

Step 2: Click the direction arrows until you reach the desired position. Step 3: In the
boxPresets, enter the value that represents the desired position. Step 4: Click on
Settings(Setting) to complete the preset setting.
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5.4.3.2 Configuring presets

Procedure

Step 1: On the expanded PTZ control panel, click Step 2: .
Click on the tabTour.

Figure 5-55 Tour

P

Preset Pattern

Scan

Add Preset
Delete Preset

Delete Tour

Step 3: In the boxNo. of tours(Tour No.), enter the tour number._
Step 4: In the boxPresets, enter the preset number. Step 5: Click on
Add presets((Add Preset). Step 6: The preset is added to the tour.

[L]
@® ANGXsible repeat «..procedure Foradd others presets.

@® Do ik onDelete preset (Delete (resets) Foreliminate Theeset wmntour. ANSSsible

repeat tbeeration Foreliminate others presets. SOome protocols Notthey support
tieBmination.

5.4.3.3 Configuring sequences

Procedure

Step 1: On the expanded PTZ control panel, click Step 2: .
Click on the tabSequence(Patterns).
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Figure 5-56 Sequence

I_':-"I" 7

FPreset Tour Pattern

Start

End

Step 3: In the boxSequence(Pattern), enter the sequence number.
Step 4: Click onStart(Start) to perform the set movements. You can access the PTZ control
panel to perform operations such as zoom, focus, iris, and pan.

Step 5: On the pagePTZ, click onEnd(End) to complete the setup.

5.4.3.4 Scan Configuration

Procedure
Step 1: On the expanded PTZ control panel, click Step 2: .
Click on the tabScan(Scan).

Figure 5-57 Scan

Fattern

Left Limit

Right Limit

Step 3: Click the direction arrows to place the left and right boundaries.
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5.4.4 Calling PTZ functions

Once the PTZ settings are configured, you can invoke the PTZ monitoring functions from the
expanded PTZ control panel.

Figure 5-58 Expanded PTZ control panel

5.4.4.1 Recalling presets

Procedure
Step 1: On the expanded PTZ control panel, enter the preset number to recall in the boxN.(
No.). Step 2: Click on_Step 3: Click again
to recall the preset.
to stop recalling the preset.

5.4.4.2 Recalling tours

Procedure
Step 1: On the expanded PTZ control panel, enter the tour number to recall in the boxN.(
No.). Step 2: Click on_Step 3: Click again
B to recall the tour.
B to stop the tour recall.

5.4.4.3 Recalling sequences

Procedure
Step 1: On the expanded PTZ control panel, enter the sequence number to be recalled in
the boxN.(No.). Step 2: Click on
B to recall the sequence.
Step 3: The PTZ camera moves repeatedly following the set sequence. Step 4: Click
again to stop recalling the sequenc@l

5.4.4.4 Recalling automatic scan

Procedure

Step 1: On the expanded PTZ control panel, enter the perimeter number to be recalled in
the boxN.(No.). Step 2: Click on
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Step 3: The PTZ camera scans along the set perimeter. Step 4: Click again to stop
automatic scanning. B

5.4.4.5 Calling up automatic overview

Procedure
Step 1: On the expanded PTZ control panel, click B to start the movement
Horizontal.
Step 2: Click again B to stop the movement.

5.4.4.6 Using the AUX button

On the expanded PTZ control panel, click a
@ In the listAux Shortcut(Shortcut Aux), select the option that corresponds to the applied
protocol.

@ In the boxN. Aux(Aux No.), enter the number that corresponds to the AUX switch on the decoder.

Figure 5-59 AUX Settings

Auxiliary

NONE

5.4.5 Opening the OSD menu

With a coaxial camera, you can open the OSD menu using the expanded PTZ control
panel.

Procedure
Step 1: On the expanded PTZ control panel, click B
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Figure 5-60 PTZ menu

PTZ Menu

Cancel

Format AR

Video, Mode N

Back light Mode
> lmage Adjugtmen{:

. 015-01-28 13.55 46
1 : .! .

\ ]
'Exposure ’L‘ !

White Balfﬁ'{;
Day/Night ="
Language .
Advanced

Reset .

-

CAM 1 A . :

]

Step 3: On the pagePTZ menu(PTZ Menu), click the arrow button to select parameters on
the screen.
Step 4: Click onInsert(Enter) to complete the setup.

5.5 Configuring EPTZ settings

You can enable EPTZ functions in live view to track and zoom in on targets that trigger
smart events, so you can observe their changes in detail.

Prerequisites
Configure intelligent events. For details, see “5.12 Al Features”.

111



@hua
TecHNoLOGY User Manual

Preliminary information
(1]
Not Apdssible enable, disable  nAnanfigure theettings EPTZ onthe cameras.

Procedure
Step 1: In the main menu, click on I to access the live view page,
then right click to selectEPTZand click onActive(On). Step 2: Configure the
parameters.

Click onTrace rule(Draw Rule) to access the IVS page, then clickAdd(Add) to add rules and to
configure the EPTZ connectf@n p&&@meters.

Figure 5-62 EPTZ function configuration
= TR e p—

Draw Rule

Table 5-25 Parameter description

Parameter Description

Select the number of channels to monitor. Full Screen, 1+ 1,1+ 3
Mode and 1 + 5 modes are available. The default setting is Full Screen.
Viewing . e L . .

The view pane can be modified in various ways, such as being

resized, zoomed, and moved.

Once the function is activatedTrace link(Linkage Track), intelligent
Trace link events are tracked by the PTZ system. The function is disabled by

default.

Allows you to track IVS rules and modify their connection
Trace rule

parameters.
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Parameter Description

@® Customized((customized):allows you to manually select the
tracking duration. For example, if you set a value between 30
and 60 seconds, if after tracking object A for 30 seconds,
object B appears, the camera will start tracking object A; if no

_ . other objects appear while object A is being tracked, the

Tracking duration camera will stop tracking object A after 60 seconds.

@ Continue until the object disappears(Continue till object
disappears):The camera stops tracking when the detected
object disappears from the image.

Figure 5-63 Configuring rules

rml

-|“ rﬂ-jl..l- atsna

= e (] b 2 e

- —errper Tl
[

i

Enable Name /pe Jraw Trigger Delete

Tripwire
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5.6 Configuring Camera Settings

5.6.1 Configuring Image Settings

You can configure image settings, such as saturation, contrast, brightness and
sharpness, for all connected cameras.

5.6.1.1 General image settings
In general, you can follow the procedure below to configure image settings.

Procedure

Step 1: SelectMain menu>CAMERA>Image(Main Menu > Camera > Image).

Figure 5-64 Analog channel
B4 CAMERA

Image
Channel Model HAC-B1A11-55
Encode 1
Overlay
. Cable Type  Coaxial
- - Period 1
Channel Type [ A

» { i 00:00:00 -23:59:59
Camera List ! '

HDCVI Update = - . 3

Default
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Figure 5-65 Digital channel

Step 2: Configure image parameter settings.
On the digital channel page, click onOther(More) to show additional parameters.

Table 5-26 Description of parameters for image setting

Parameter Description

In the listChannels(Channel), select the channel you want to
Channel .

configure.

In the listCable type(Cable Type), select the type of cable

used by the camera.
Cable type [1]

This feature is only available on some models.

In the listPeriod(Period), select a period for the image settings.
Period The image settings will only be used during the selected period.

Activate the effectiveness period.

Effective period In the boxEffective period(Effective Time), enter the start and end
time of the selected period.

Allows you to adjust the color hues. The higher the value, the
lighter the color. This value does not affect the overall
Saturation brightness of the image.

The value can vary between 0 and 100. The default setting is 50. It is
recommended to choose a value between 40 and 60.

Contrast Allows you to adjust the contrast of the image. The higher the value
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Parameter Description

set, the more obvious the contrast between light and dark areas
will be. You can adjust this value when the contrast is not obvious.
However, if the value is set too high, the dark areas may become
even darker and the light areas may become overexposed. If the
value is too small, the image may become blurry.

The value can vary between 0 and 100. The default setting is 50. It is
recommended to choose a value between 40 and 60.

Adjusts the brightness of the image. The higher the value, the
brighter the image. You can adjust this value when the overall
image seems too dark or too bright. However, the image may
Brightness become blurry if the value is set too high.

The value can vary between 0 and 100. The default setting is 50. It is
recommended to choose a value between 40 and 60.

Allows you to adjust the hue of the image. The value can vary between 0

Tone
and 100. The default setting is 50.
Adjusts the sharpness of the edges of the image. The higher the value, the
more noticeable the edges of the image will be and the more noise there
Sharpness will be
The value can vary between 1 and 15. The default is 1.
Improvement Adjusts the image definition. The higher the value, the
of the image sharper the image, but with increased noise.

Adjusts the noise of a single image. This function will only be

Self-adaptive NR - itis acti
elt-adaptive applied when it is active.

Reduces image noise. The higher the value, the better the

NR 2D .
image.

In the listConfiguration file(Config File), selectDay (Day),Night(night),
Normal(Normal) orChanges according to the period (Switch By
Period). The system will configure the parameters accordingly.

Day: The configuration is applied during the day.

Configuration file Night: The configuration is applied at night.

Normal: The configuration is applied day and night.

Change based on time period: By selecting this option, you need
to configure the sunrise and sunset time of the place of use.

By enabling this function, the left and right sides of the video
Mirror image are swapped. The function is disabled by default.

This function applies to images with a frame rate value set to at
Noise reduction least 2. It reduces noise by using the information between two
3D frames. The higher the value, the better the effect.

@® In the listOverturning(Flip), you can select180°to change
Reversal the video image display.

@ The default setting isNo rollover((No Flip).
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Parameter Description
Light In the listLight(Light), selectClose(Close) orAbility(Enable) to
: choose whether or not to use backlight compensation.
Sets the white balance to adjust the overall tone of the image.
The default setting isAutomatic(Car).
@ Auto: Automatically applies white balance to the colors in the
image so that they appear normally.
Scene Mode

@ Sunny: applies values suitable for sunny environments.
@ Night: Apply values suitable for night scenarios.
L

Custom: Allows you to manually adjust the parameters Red
gain(Red Gain) andBlue gain(Blue Gain).

Day and night

Allows you to configure the color and black and white
modes of the image. This setting is not affected by
configuration files. The default setting isAutomatic(Car).

@® Color: The camera only displays color images.

@ Automatic: Based on variables such as overall brightness and
whether or not IR light is present, the camera displays images in
color or black and white.

@® B/W: The camera displays only black and white images.

@ Time-based: The camera displays images based on the set
sunrise and sunset times.

Step 3: Click onApply(Apply) to complete the setup.

5.6.1.2 Illuminator Supported Settings

If the camera supports light switching, you can configure the lights to complete the image

settings.

Procedure

Step 1: SelectMain menu>CAMERA>Image(Main Menu > CAMERA > Image).
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Figure 5-66 Analog channel with illuminator support
B{ CAMERA

|
Channel
Encode

Overlay -
Coaxial

PTZ
Period 1

Channel Type

00:00:00 -23:59:59
HDCVI Update —— Saturatio - o]

llluminator White Light
Mode Auto

Auto

Default

Step 2: Configure the illuminator according to your needs.
On the analog channel pages, you can select an illuminator and its mode.

Table 5-27 Illuminator

Parameters Description

There are three modes you can select.

@® Automatic: White light is automatically

White light activated and adjusted.

@® Manual: You need to manually activate the white light.
@ Off: The white light is turned off.

There are three modes you can select.

@® Automatic: The infrared light is automatically

activated and adjusted.
IR Mode ,
@® Manual: You need to manually activate the

infrared light.
@ Off: The infrared light is turned off.

Smart Illuminator The device automatically selects white light or infrared light.

It allows you to configure time slots by selecting the white
Programming light, infrared mode or intelligent illuminator options,
illuminator indicated by the colors yellow, orange and blue respectively,
according to your needs. By default, it is selected
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Parameters Description

the smart lighting option for all time slots.
@ Select a mode for each time slot.
@ Select up to 6 time slots.

[L]

In illuminator programming, when XVR starts and camera
is recognized, you need to reset the

camera mode based on current system time and scheduled
mode.

Theptions light white, mode tdanfrared Afighting intelligent they come
Configure Forw..camera; wprogramming ofee'illuminator FortX¥R.
Step 3: Click onApply(Apply) to complete the setup.

5.6.2 Configuring Encoding Settings

Procedure

Step 1: SelectMain Menu>CAMERA>Coding>Audio/video(Main Menu > CAMERA > Encode
> Audio/Video).

Figure 5-67 Audio/video
BB{ CAMERA

| Audio/Video

Channel
Main Stream Sub Stream
Al Coding Video
Channel Type Type General /pe Sub Stream 1
H.265 H.265
1280x720(720P) [ 704x576(D1)

25 Fran PS) | 15

Average Bit Rated...

Default Copy to Cancel

Step 2: Configure the main/secondary flow parameter settings.
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Table 5-28 Description of main and secondary flow parameters

Parameter Description

In the listChannels(Channel), select the channel you want to

Channel .
configure.

@ General: A generic encoding strategy is used.

@® Smart Codec: Enable the smart codec function. This
function can reduce the video bitstream of
unimportant recorded items to save storage space.

Coding strategy

@® Al Encoding: Enable Al encoding function. This function
can reduce the video bitstream of unimportant
recorded items to save storage space.

@ Main flow: in listType(Type), select General(
General), Movement(Motion) orAlarm (Alarm).

Type

@® Secondary flow: This setting is not
configurable.

Select the encoding mode from the listCompression
(Compression).

@® H.265: Main Profile Encoding. This is the
suggested setting.

@® H.264H: High Profile Coding. Lightweight high definition
video stream.

@ H.264: General Profile Coding.

@® H.264B: Baseline profile encoding. This setting
requires a higher bit rate than other settings of
the same definition.

Compression

In the listResolution(Resolution), select the video

) resolution.
Resolution . . . . .
Maximum video resolution may vary depending on device

model.

Sets the number of frames per second for the video. The
higher the value, the better the image quality and
clarity. The frame rate varies depending on the

Frame Rate (FPS) resolution.

Typically, PAL format allows you to select values between 1
and 25; NTSC format, values between 1 and 30. However, the
range of values you can actually select for the frame rate
depends on the capabilities of your device.

Configure the video data transmission rate control

method.

) @ CBR(constant transmission speed): the transmission speed
Bit Rate Type . .
changes little and does not deviate much from the set value.

We recommend selectingCBRwhen the monitoring

environment is subject to only small
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Parameter Description

changes.

@ VBR(variable transmission speed): the transmission
speed changes depending on the monitored scenes.
We recommend selectingVBRwhen the monitoring
environment is subject to significant changes.

@® ABR(average transmission speed): The transmission
speed is adjusted to find a compromise between
bandwidth and improved image quality.

TheTransmission speed type(Bit Rate Type) can only
be set toABRif theCoding strategy(Coding Strategy)
selected isAI Coding(AI Coding).

This feature is available by selecting the optionVBR in
Quality the listTransmission speed type(Bit Rate Type).

The higher the value, the better the image quality.

I-frame interval The interval between two reference frames.

This feature is available by selecting the optionABR in
the listTransmission speed type(Bit Rate Type).

It is possible to configure the parameterMax transmission
speed(Max Bit Rate) based on the optionReference
transmission speed(Reference Bit Rate). In this way, the bit
rate changes depending on the monitored scene, but the
maximum bit rate remains close to the set value.

Max transmission speed

Select a value, or enter a custom one, in the drop-down list
Transmission speed type(Bit Rate Type) to change the

Transmission speed (Kb/s) image quality. The higher the value, the better the image.

Select a value, or enter a custom one, in the drop-down list
Average transmission speed(Average Bit Rate) to change

Average transmission speed the image quality. The higher the value, the better the

image.
Video Enable the secondary stream function.
Audio Click onOther(More) to view the pageOther(More).
Audio source @® Audio: The function is enabled by default
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Parameter Description

for main stream. You need to enable it manually for sub

stream 1. After enabling this function, the recorded video

file will be a composite audio and video stream.

Compression @® Audio Source: In the listAudio source(Audio Source),

you can select the valuesLocal(Local) orHDCVI.

@ Audio Format: Select the desired format from the list
Compression(Compression).

Step 3: Click onApply(Apply) to complete the setup.
[L]

Do dick onCopy on(Copy to) Forcopy theettings Onthers channels.

5.6.3 Configuring snapshot settings

Procedure
Step 1: SelectMain Menu>CAMERA>Coding>Snapshots(Main Menu > CAMERA > Encode
> Snapshot).

Figure 5-68 Snapshots
B¢ CAMERA - & A 5 & 2L,

Snapshot Encode Enhanc..

Manual Snapshot 1 /Time

Channel 1
Scheduled
352x288(CIF)
4

Default Copyto Apply Cancel

Step 2: Configure snapshot parameter settings.
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Table 5-29 Snapshot parameters

Parameter Description

Manual snapshot Select how many snapshots you want to take each time.

Select the channel for which you want to configure

Channel R
settings.

You can selectScheduled event(Scheduled Event) or Face
snapshot(Face Snapshot) as the type of event for which you
want to take a snapshot.

@® Planned((Scheduled):The snapshot is taken in the
scheduled time slot.

@® Event:The snapshot is captured when an alarm
event occurs, such as motion detection, video loss,

Type or local alarm.

@® Face snapshot(Face Snapshot):Snapshot is taken when a
face is detected. Face detection function is only
supported by channel 1.

Features may vary depending on your device model.

Select a value for the image. The higher the value, the better

Dimensions the image.
, You can set 6 levels of image quality. The higher the value,
Quiality ; .
the better the image quality.
Allows you to configure or customize the snapshot frequency.
Interval You can select values from one snapshot per second to one

snapshot every 7 seconds. The maximum value is one snapshot
every 3600 seconds.

Step 3: Click onApply(Apply) to complete the setup.
[L]
Do dick onCopy on(Copy to) Forcopy theettings Olbthers channels.

5.6.4 Configuring Encoding Enhancement

You can enable this feature to get more FPS in the encoding settings (see section “5.6.2
Configuring encoding settings”). While encoding enhancement is active, you will not be able
to use the additional screen (see section “5.2.8.1 Configuring display settings”) and Al
features (see section “5.12 Al features”).

SelectMain Menu>CAMERA>Coding>Encoding improvement(Main Menu > CAMERA >
Encode > Encode Enhancement).
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Figure 5-69 Encoding improvement
B¢ CAMERA « & A& i L.
Snapshot Encode Enhan...

Encode
Encode Enhancement

channel Encoding Mode

Channel Type

HC Update

1
2
3
4
5
6
7
8

Note:
me time: Al
n. If

ed, other

size mode

the encoding mode of the channels

IEET

Click the switch to enable the function.

@® When connecting a new generation 4K camera, you can enable the option4K-N to
switch from non-live 4K viewing to live 4K-N viewing with encoding.

@® When connecting a 5SMP camera, you can enable the optionEncoding improvement
(Encode Enhancement) to select 12.5 frames and 5MP encoding resolution.

1]
Thember Ofhanneis supported frot{VR witttketting tcd MP Amd.5frames Depends from the

measurement effective.

Table 5-30 Encoding modes

Parameters Description

Set the camera to 5MP, 25 frames, and 5M-N encoding

SM-N resolution, with a maximum frame rate of 12.

Set the camera to 5MP, 12.5 frames and 5MP encoding resolution,

5> MP with a maximum frame rate of 6.

[11
@ .. configuration fomme cOding Yesitable automatically  arme mode taset.
@® Thetton Foru.selection complete necomes SNHOWN  Alone ONdevices Thathey support eeyoe the

channels.
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5.6.5 Configuring Overlay Settings

You can configure the system time and channel name to be overlaid on each channel

window in the live view screen.

Procedure

Step 1: SelectMain Menu>CAMERA>Overlay>Overlay (Main Menu > CAMERA > Overlay >

Overlay).

B CAMERA

D/A Conversion

Camera List

HDCVI Updats

Figure 5-70 Overlay
-8 & n © 2

Overlay Privacy Masking

Channel 1

/| Time Title YYYY MM DD

lv] Channel Title 29

Step 2: Configure the text overlay parameter settings.

Table 5-31 Overlay parameters

Parameter

Description

Channel

In the listChannels(Channel), select the channel you want to
configure.

Overlay

of the hour

Select the checkboxTime overlay(Time Title) to show the
system time on each channel window in the live view screen.

In the listTime overlay(Time Title), select the time display format.

Channel Title

Select the checkboxChannel Overlay(Channel Title) to show the
channel name on each of the channel windows in the live view
screen.

In the boxChannel Overlay(Channel Title), enter the name of
the selected channel.

Step 3: Click onApply(Apply) to complete the setup.
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Do dick onCopy on(Copy to)Forcopy theettings ONMothers channels.

5.6.6 Configuring Blurred Area Settings

Procedure

Step 1: SelectMain Menu>CAMERA>Overlay>Privacy Masking(Main Menu > CAMERA >
Overlay > Privacy Masking).

Figure 5-71 Privacy Masking
B4 CAMERA - s A& 3 & 2L
Image Overlay Privacy Masking

Encode

Channel 1 Polygon

Overlay
PTZ
Channel Type

HDCVI Update

T

¥ Record

Default

Step 2: Configure the parameter settings of the blurred areas.

Table 5-32 Description of parameters for blurred areas

Parameter Description
h | In the listChannels(Channel), select the channel you want to
anne .
configure.

Click on - to enable the polygon function, which allows
to trace blurred areas of polygonal shape.

[ 1]
@ Features may vary depending on your device model.

@ This feature is only supported by one channel at a time.

Polygon
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Parameter Description

Live @ Preview: Select the checkboxIn real time(Live) to apply the
configured masking block to the selected channel window in
the live view screen.

@ Registration: Select the checkboxRecord(Record) to apply the
configured masking block to the selected channel window
during recording.

To set up the cover block, follow these steps:

1. Select the checkboxIn real time(Live) orRecord (Record) or
select both. The icons "1", "2", "3", "4" are activated.

Record

2. Click the icons to select blocks.
3. A black polygonal block appears.

4. Drag the block to the area you want to cover and adjust the size of

the block. A total of 4 covering blocks can be configured.

Step 3: Click onApply(Apply) to complete the setup.

5.6.7 Channel type configuration

You can configure the channel type asAnalog(Analog) or channelIP.

Procedure
Step 1: SelectMain menu>CAMERA>Channel type(Main Menu > CAMERA > Channel Type).

127



@/hua
TecHNoLOGY User Manual

Figure 5-72 Channel type

B4 CAMERA ,{#

Image

Channel

Encode AUTO CVBS Other

> Channel Type

Camera List

o N O U s W N

HDCVI Update
annelcanbec yan IP channel afteritis disabled. Channel
art from the |z hannel.

Step 2: Set up channels.
@® Analog Channel: Select the transmission type such as CVI, AHD, CVBS, and then
follow the on-screen instructions to complete the settings.
@ [P Channel: You can enable IP channels by disabling the corresponding analog channels.

The device also provides IP channels, such as17-64in 0.
[11

@ ThEes froh7td4they serve exclusively — Fore..camera IPAtitkterval change in
base.»model purchased.

@ ... choice ofine channels FOrcameras analog  OfPithappens iNsequence. To example, For
select th@neis FOrteuse Witltameras IP,iisnecessy ChOOSE tastart from the last
number Ofthannel 16. This ... S@y ThaNotApdssible choose directly The
channel 15, without havesefore selected Thennel 16.

Step 3: To complete the settings, click onApply(Apply) and follow the instructions on the
screen.

5.6.8 Coaxial Camera Update

Procedure

Step 1: SelectMain menu>CAMERA>HDCVI Update(Main Menu > CAMERA > HDCVI
Update).
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I CAMERA
Image
Encode 1
Overlay

PTZ

Channel Type

HDCVI Update

Figure 5-73 Update

Batch Update

Device(0/1)

Channel Please select update.

1

Update

Progress

AN&essary insert Tldevice  Ofarchiving  USBThatontains tfiee Ofupdate.
@ Batch update

1. Select the checkbox of the channel you want to update, and then click

Batch update(Batch Update) to select the files to update.
2. Click onOK.

@® Update

1. To select the files to update, click

(Please select update.).
2. Click onOK.

Step 2: If the update is successful, a message appears notifying you that the update is

complete.

5.7 Configuring remote devices

5.7.1 Adding Remote Devices

This function Aadailable After haveset
section previous. Consult

You can add remote devices by adding the IP address.

Thﬁ)@fchannel offb@nnel IPas
"5.6.7 Configuration . typeOfchannel ".

inSelect update.

indicated in the
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SelectMain menu>Camera>Camera List>Add Camera(Main Menu > Camera > Camera
List > Add Camera).

Figure 5-74 Adding a camera
B¢ CAMERA M & A 5 & 2L,
Image Add Cameras ™ Connection St... Firmware Update

Encode —
Search Device Plugand Play [ Initialize

All Not Initialized NotAuto Connected Filter
PTZ 161 Modify IP Live Status  IPAddress

Channel Type !

Camera List

it
BatchAdd | ManualAdd | Batch Mo... | Show Devi.. | Change Device Login Password

Added Device
Channel Edit Delete Connection Status [P Address
D16 ®

Import Export

Remaining Bandwidth/Total Bandwidth: 27.31Mbps/ 50Mbps

Table 5-33 Parameters

Parameter Description

Click onSearch Device(Search Device), so that the searched

Device Search devices are displayed in the searched devices list.

By clicking onNot initialized(Not Initialized), uninitialized devices
Not initialized among the searched ones are displayed in the searched devices list.

By clicking onNot automatically connected(Not Auto connected),
devices that do not automatically connect among those searched are
displayed in the list of searched devices.

Not connected
automatically

Select the uninitialized devices from the uninitialized devices
Initialize list, and then clickInitialize(Initialize) to start its
initialization.

In the listFilter(Filter), select the type of remote device to
display in the searched devices list.

@® None: Allows you to display all device types.

_ @® IPC: Allows you to view cameras.

Filter @® DVR: Allows you to view all storage devices, such as NVR, DVR

and HCVR.
@® OTHER: Allows you to view devices that are not IPCs or DVRs.
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Parameter Description
Device List Allows you to view searched devices. You can view device
wanted information such as status and IP address.

Added in series

In the arealList of searched devices(Searched Device List), select
the device to add in series.

Manual addition

Add the device manually by configuring settings such as IP address
and channel selection.

Serial change IP

Allows you to change the IP address of devices in series.

Device List Allows you to view added devices. You can edit and delete
added devices and view their information.
When you enable Plug and Play, the DVR automatically adds
remote devices on the same subnet.
1]
@ If any remote devices are not initialized, the DVR will automatically
Plug and play initialize them before adding them.

@® You can click on to set the validity period of the
Plug and Play. For example, if you set a validity period of 1 hour,
Plug and Play will be automatically disabled after 1 hour.

Show password
device

Select an added camera, then clickShow device password(
Show Device Password) to display its password.

Change password of
access of the

Select an added camera, then clickChange device login password(
Change Device Login Password) to change its password.

device
Select the checkbox of an added device and click Delete(Delete) to
Delete .
remove an added device.
t matt Select the devices you are looking for, then clickIt matters(Import)
matiers to import devices in series.
Select the devices you are looking for and clickExport(
Export Export). The exported device information is saved to the USB

storage device.

5.7.1.1 Initializing Remote Devices

After initializing a remote device, you can view the real-time video of each camera channel

and change its login password and IP address.

Procedure

Step 1: Click onSearch Device(Search Device). The
found devices are shown in the table.
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Figure 5-75 Search results

Add Camera

IP Address

105 Modify

|
> Camera List

Search Device

Added Device
Channel

Modify

Step 2: Activate the optionNot initialized(Uninitialized).

The system shows uninitialized devices.

Search

Manual Add

Delete Status

®

0.00Mbps/5.50Mbps

Status

20

Update

IP Address

Modify IP

IP Address

Figure 5-76 Uninitialized devices

B4 CAMERA

Image

Add Camera

IP Address

Modify

> Camera List

Search Device
Added Device

Channel Modify

& A& n,

Status

©

Firmware

Search

Status

Manual Add

Delete Status

0.00Mbps/5.50Mbps

24

Update

IP Address

Modify IP

IP Address

User Manual

Initialize

Manufact -

None

Device Nan

Import Export

Initialize

Manufactur

Filter None

Device Nan

Import Export
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Step 3: Select the uninitialized devices to initialize. Step 4: Click
onInitialize(Initialize).

Figure 5-77 Entering the password

Enter Password

/| Using current device pa and email info.

Step 5: Set up your password and email information.
[1]

If Yeglect USAwomthe password ARde'e-mail currents orene device  (Using current
device password ande-mail wemaion, T lEVICE  remote uses inautomatic thimformation
onpassword Anddress e-mail currents. Insuskiay NotAndcessary setup  Ofnew
password Aaddress e-mail Andtgossible jump This ride.
1) Uncheck the checkboxUsing the device's current password and email(

Using current device password and email info).
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Figure 5-78 - Password setting

Enter Password

Using current device p d and email info

admin

2) Configure the password setting parameters.

Table 5-34 Password parameters

Parameter Description

User The default option is admin.

Password The password must contain between 8 and 32 characters, not spaces,
of at least two different types chosen from uppercase letters, lowercase
letters, numbers and special characters (excluding ' " ; : &).

Confirm password
Please enter a secure password based on the

indicator below.

3) Click onAfter you(Next).
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Figure 5-79 - Password Protection

Password Protection

d, please input properly or update in time

4) Select the Email Address box and enter your email address for future password
resets.

[L1
Doing dick onJump(Skip), Apdssible Notdefine a address e-mail Reserved.

Step 6: Click onAfter you(Next).

Figure 5-80 Network
NETWORK

DHCP

STATIC
IP Addre Incremental Value
Subnet Mask

Default Gateway

1 IP Address
1

Step 7: Configure the IP address.

135



@/hua
TecHNoLOGY User Manual

@ By selecting the checkboxDHCP, the system will automatically assign an IP
address to the remote device.
@ By selecting the checkboxSTATIC(STATIC), you need to enter IP address, subnet mask,
default gateway and incremental value. The system will assign the address
IP to remote devices by progressively increasing the last digits of the IP
address as the devices initialize in series.

When Yesnfigure thddress IPFormadevices remote ThaNotYesey find onthe SAMeE
segment Ofnet, After w.configuration these will belong ame Same segment Ofnet.
Step 8: Click onAfter you(Next).
Initialization starts.

Figure 5-81 Initialization completed

Device Initialization

vice Initialization Finished

IP Address Serial No. Results
000000000000000 |Initialize:

Finished

Step 9: Click onFinished(Finished) to complete the setup.

5.7.1.2 Automatically adding remote devices

Procedure

Step 1: On the pageRegistration(Registration), click onSearch for devices(Device
Search).
The found devices are displayed.
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Figure 5-82 - Searching for a device

Add Camera Status Firmware

Search Uninitialized

Modify ive Status IP Address

Search Device Add Manual Add Modify IP

Added Device
Channel ote IP Address

Remaining Bandwidth/To.. 0.00Mbps/5.50Mbps

Step 2: Select the device checkbox. Step 3: Click onAdd(

Add).

The device is added to the areaDevice added(Added Device).
1]

. Furthermore ApdSSIb|e DO dOUb|e click onthe dEVICE FOradd |t
added (Added Device).
@® AN&sible add devices inseries.

5.7.1.3 Manually adding remote devices

Procedure

Initialize

Manufact =

Import

intre'@areabDevice

Step 1: On the pageAdd Camera(Add Camera), click onManual addition (Manual

Add).
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Figure 5-83 Manually adding

Manual Add

Channel
Manufacturer

lJsername admin

['otal Channels
Remote CH No. D1

Decode Strategy | General

Encryption J:

Auto ['CP MULTICAS

Step 2: Configure settings for manually adding device parameters.

Table 5-35 Description of manual parameter addition

Parameter Description
From the listChannel(Channel), select the device channel to
Channel . .
use for connecting the remote device.
From the listProducer(Manufacturer), select the manufacturer of the
Producer .
remote device.
In the boxIP address(IP Address), enter the IP address of
the remote device.
[1]
1P address The default is 192.168.0.0, which the system cannot
connect to.
RTSP port The deffalult Yalue is 554. You can enter a value according to your
actual situation.
The default value is 80. You can enter a value according to the
actual situation.
HTTP Port If you enter a different value, such as 70, you must add it
after the IP address when accessing the device via
browser.
TCP Port The deféult Yalue is 37777.You can enter a value according to your
actual situation.
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Parameter Description
Username Enter the username of the remote device.
Password Enter the password of the remote device user.

Remote channel no.

Enter the remote channel number of the remote device
you want to add.

Decoder Strategy

In the listDecoder Strategy(Decoder Strategy), select
Default(Default), Realtime orFluid(Fluent).

Protocol type

@ If the remote device is added using a private protocol, the

default type isTCP.

@ If you add the remote device using ONVIF protocol, the
system supportsAutomatic(Car), TCP,UDPor
MULTICAST.

@ Ifthe remote device is added through other manufacturers, the
system supportsTCPAndUDP.

Encryption

If the remote device is added via ONVIF protocol, selecting
the checkboxEncryption(Encryption) the transmitted data
will be encrypted.

[1]
To use this option, you need to enable the HTTPS
function for the remote IP camera.

Step 3: Click onOKto save the settings.

@® AN&sible add

manually  aonea device  atthe time.

® [ indicates That..connection Asgtcess Al indicates That..connection NotAmgcess.

5.7.1.4 Modifying or Removing Remote Devices

You can edit and delete added devices.

@® Edit remote devices.

1. Click or clickl@ih a device.
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Figure 5-84 Edit
Modify

Channel
Manufacturer

Username admin
Password S8000080 Connect
['otal Channels

Remote CH No. D1

Decode Strategy | General

2. In the listChannels(Channel), select the channel you want to edit.
3. Click onOKto save the settings.
@ Delete remote devices one by one or in series.
Clickon [E to delete a device.
Select the check box of the devices you want to delete, and then clickDelete
(Delete).

5.7.1.5 Changing the IP address

You can change a single IP address or multiple IP addresses of remote
devices at once.

L1

AN@Ssible modify  alone thddress IPsomme cameras initialized.

@ Changing a single IP address

1. In the list areaDevices wanted(Searched Device), click change IP B o the device of which
address.
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Figure 5-85 Changing the IP address

Modify [P

Username admin

I[P Address Incremental Value 1

Subnet Mas}

1 SN
1

2. Configure the settings for IP address, subnet mask, default gateway, user name and
password.

3. Click onOKto save the settings.
@ Changing the IP address in series

1. In the Searched Device list, select the device whose IP address you want to change
serially.

2. Click . A
Figure 5-86 Changing the IP address
Modify 1P
e Quantity: 4
Username  admin
Password
Incremental Value 1
Subnet Mask

4 SN
1
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3. Set an incremental value.
LL]

Thgstem to add  tdTkelue incremental o«fourth segment of the addresses IPore devices
selected.

4. Configure the settings for initial IP address (IP address is assigned sequentially),
subnet mask, default gateway, user name and password.

5. Click onOKto save the settings.

5.7.1.6 Exporting IP Address

Preliminary information
You can export the added IP address to the USB storage device.

Thanformation exported I amSaved i file.csvThaibcludes address IP,number Otbrings, number
orme channel, producer, nameuser Apabsword.

Procedure
Step 1: Insert the USB storage device into the USB port on the device. Step 2:
Click onExport(Export).

Figure 5-87 Navigation

sdb1(USB USBE) & h Format

Name
FOUND.0OO

Backup Encryption

New Folder

Step 3: Configure the save path. Step 4: Click onOK
to save the settings.
A pop-up message “Successfully exported” appears. Step 5: Click onOK.
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When Yexport a address IP,«.00x Oftheck Encryption Ofbackup (Backup

(Encryption) Aselect  Foroption default.  Thenformation ..« filethey include

the address IP,webrings, TR@mber orne channel, Tpeoducer, Themeuser Ancbassword.

® If Yeelect «.b0X Oftheck Encryption Ofbackup (Backup Encryption), necomes
carried out Theckup one format file.

® If Yamcheck «.box Ofcheck Encryption Ofbackup (Backup Encryption), The
format o fileAndv. Insuchse, they could occur  losses Ofdata.

5.7.1.7 Importing the IP address

You can add remote devices by importing their IP address information.

Procedure

Step 1: Insert the USB storage device into the USB port on the device. Step 2:
Click onIt matters((Import).

Figure 5-88 Navigation

sdb1(USE USRE) h Format

7.51 GB

FOUND.ODO
System Volume Information

File Name

New Folder

Step 3: Select the file to import. Step 4: Click onOK

to start the import.

Step 5: Once the import is complete, a message appears notifying you that the
operation was successful.
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A\

@ ANGssible modify  Thiée.csvexported. Lend  Attention tdNotchange The
format o e file, otherwise NOtuus.£a0 be imported why ANebtvalid.

@ .. tongue e fil€.CSVMUSto correspond atthe tongue o e device.

@ Tlhthport Atttk export  through protocol customized NotI amsupported.

If thddress IPfroimport exists gita.«. device,  Thgstem viewer t@ message
Thaésks if overwrite Thentent existing.
@® Do cick onOKForsubstitute Thentent existing.

® Do dick onCancel (Cancel) Foradd it as device separate inthe area
Device added (Added Device).

5.7.2 Remote Device Management

You can view the status of remote devices and update them.

5.7.2.1 Status View

You can view device information such as connection status, IP address, motion detection,
video loss detection, camera name and manufacturer.

SelectMain menu>Camera>Camera List>State(Main Menu > Camera > Camera List >
Status).

5.7.2.2 Viewing firmware information

You can view the device firmware information such as channel number, IP address,
manufacturer, system version, video input, audio input and alarm input.

SelectMain menu>Camera>Camera List>Firmware(Main Menu > Camera > Camera List >
Firmware).
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Figure 5-89 Firmware
- s A 3 © 2L

Firmware

Channel IP Address Manufacturer Type

5.7.2.3 Remote Device Updates

Procedure
Step 1: SelectMain menu>Camera>Camera List>Update (Main Menu > Camera >
Camera List > Update).

145



@/hua
TecHNoLOGY User Manual

Figure 5-90 Update

Channel Status IP Address

File Update Manual Check Online Update

Step 2: Update your device.
@ File Update
1. Insert a USB storage device containing the update files into the USB port on
your device.
2. Select the devices to update.
3. Click Update file.
4, Select the update files and clickApply(Apply).
@ Online update
1. Click onDetect(Detect) or select the checkbox of the device you want to update
and clickManual verification(Manual Check). The system starts searching for
new versions on the online server.

2. Select the checkbox of all devices that have an updated version.

3. Click Online Update.
[1]

Thgstem viewer ta message Thatdicates Th@Mpletion  correct

of the update.

ANE}sible use thset TypdgType) Forfilter tkevices inway from
find them quickly.
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5.8 Configuring recording settings

You can record videos manually or automatically, and configure recording settings to
main stream and sub stream respectively.

5.8.1 Enabling Recording Control

Preliminary information
[ 1]
@ Theperations Ofregistration manual require  Thathe user is gifted womwe Permissions Of
access wme Settings OfARCHIVING (STORAGE).
® Check Thatlésc rigid installed ««.device is correctly formatted.

Procedure
Step 1: Right-clicking on the live view screen displays the context menu. From the context
menu, selectManual control>Check registration (Manual Control > Record Control).

Figure 5-91 Recording mode

Record Mode

Main Stream
.I'-‘.‘.Il‘lw‘llu |I| al
I:: Stream
.I'w.‘.ll.‘lw‘llu |I| al

Step 2: Configure recording control parameter settings.

Table 5-36 Description of recording control parameters

Parameter Description

Allows you to view the connected analogue channels and digital
Channel channels. You can select a single channel, or select the option
Everyone(All)
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Parameter Description

@ Automatic:Allows you to record automatically at the scheduled time
and according to the type defined in the scheduled recording program.

Flow
main/flow .
@® Manual:The system records continuously 24 hours a day for the
secondary
selected channel.
@ stop:The system does not record.
Snapshots Enable or disable scheduled snapshots for the channels in question.

Step 3: Click onApply(Apply).

5.8.2 Configuring Recorded Video Storage Schedule

You need to configure the recorded video storage schedule so that the recorded video can
be saved. For details, please refer to “5.1.4.9 Configuring Recorded Video Storage
Schedule”.

5.9 Configuring snapshot settings

5.9.1 Configuring snapshot activation

Snapshots are divided into scheduled snapshots, event-triggered snapshots, and face detection-
triggered snapshots. When both are enabled, the event-triggered snapshot takes priority.

@ If no alarm events occur, the system performs the scheduled snapshot.

@ If alarm events occur, the system takes the event-triggered snapshot.

5.9.1.1 Configuring scheduled snapshot

Procedure

Step 1: Right-clicking on the live view screen will bring up the context menu.

Step 2: From the context menu, selectManual control>Check registration (Manual
Control > Record Control).
Step 3: In the areaSnapshot(Snapshot), enable channel snapshot if needed.

148



@/hua
TecHNoLOGY User Manual

Figure 5-92 Enabling snapshot

Main Stream

Step 4: SelectMain Menu>CAMERA>Coding>Snapshots(Main Menu > CAMERA > Encode >
Snapshot).

Step 5: In the listType(Type), selectPlanned(Scheduled) and then configure the other
parameters.

Figure 5-93 Type List

Audio/Video Snapshot Encode Enhanc...

Manual Snapshot

Step 6: Click onApply(Apply) to save the settings.
@ If you have configured snapshot scheduling, the setup is complete.

@ If you have not configured the snapshot schedule, see "5.1.4.10
Configuring the snapshot storage schedule".
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5.9.1.2 Configuring Event Triggered Snapshots

Procedure
Step 1: SelectMain menu>CAMERA>Coding(Main Menu > CAMERA > Encode).

Step 2: In the listType(Type), selectEvent(Event) and then configure the other
parameters.

Figure 5-94 Event

Audio/Video Encode Enhanc...

Snapshot

Manual Snapshot

Step 3: SelectMain menu>ALARM>Video detection(Main Menu > ALARM > Video Detection)
and select the event type to configure. For example: select the tab Motion detection(Motion
Detection).

Figure 5-95 Motion detection

B AiarM (e2]

Alarm Infc

> Video Detection

Disarming

Motion Detection

Schedule Setting
\larm-out Port Setting
Report Alarm
Picture Storage
PTZ Link]
Tour
Sub Scree

Default

Setting
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Step 4: Click onSettings(Setting) next to the checkboxImage storage(Picture Storage)
and select the corresponding channel. Step 5: Click onApply(Apply).

5.9.2 Configuring snapshot storage schedule

You need to configure the snapshot storage schedule so that the snapshot can be saved. For
details, see “5.1.4.10 Configuring the Snapshot Storage Schedule”.

5.9.3 Backup snapshots to FTP

Procedure
Step 1: SelectMain menu>ARCHIVING>FTP(Main Menu > STORAGE > FTP).

Figure 5-96 FTP

Schedul
Disk Manager
Record Mode
Disk Group
Disk Quota
Disk Check
Rec Estimate

> FTI

Picture Upload Interval

Channel Setting

Default

Step 2: Enable the FTP function and configure the parameters. For details, see “5.19.9
Configuring FTP Storage Settings”.
Snapshots will be uploaded to FTP for backup.
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5.10 Video playback

5.10.1 Enabling Recording Control

Preliminary information

A\

@ Theperations Ofregistration manual require  Thathe user is gifted fomme Permissions Of
access wre Settings OfARCHIVING (STORAGE).

@® Check Thathésc rigid installed ..« device  is correctly formatted.

Procedure
Step 1: Right-clicking on the live view screen displays the context menu. From the context
menu, selectManual control>Recording mode (Manual Control > Record Mode).

Figure 5-97 Recording mode

Main Stream

Manual

Step 2: Configure recording control parameter settings.

Table 5-37 Description of recording control parameters

Parameter Description

Allows you to view the connected analogue channels and digital
Channel channels. You can select a single channel, or select the option
Everyone(All)

) @ Automatic:Allows you to record automatically at the scheduled
Main flow/Secondary

flow time and according to the type defined in the scheduled recording

program.
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Parameter Description
@® Manual:The system records continuously 24 hours a day for the
selected channel.
@ stop:The system does not record.
Snapshots Enable or disable scheduled snapshots for the channels in question.

5.10.2 Instant Playback

You can use the instant playback function to play the previous 5 seconds to 60 minutes of
the recorded video in any channel. For details of the instant playback function, please

refer to "5.2.2.1 Instant Playback".

5.10.3 Video Playback

You can search and play the recorded video saved on your device.
SelectMain menu>Near(Main Menu > Search).

Figure 5-98 Video Search

Camera Name

i i
arm [EEMotion Elintell... FIPOS

Table 5-38 Video search description

WN =00

N. Function Description
) Allows you to view the searched recorded image or
Window of . .
1 . o video. Supports single-channel, 4-channel, 9-channel
visualization .
and 16-channel simultaneous playback.
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N. Function Description

[

When playing in a single channel, click and hold the
selected area to zoom in. The area will be

zoomed in after releasing the left mouse button. To
exit zooming, right-click

on the image.

ntrol bar
2 Contro l?a Allows you to control playback.
reproduction

Allows you to view the type and time period of the
current recorded video.
@ In the 4-channel view layout, there are 4 time bars, while in
the other layouts there are 4 time bars.
display only 1 bar is displayed.
@® Click the colored area to start playing for a
certain period of time.

® When configuring settings, rotate the wheel on the
time bar to zoom from 0. When playback is in
progress, rotate the wheel on the time bar to zoom
from the time point where playback is currently in
progress.

@ Time bar colors: Green indicates general type,
red indicates external alarm, yellow indicates
motion detection, blue indicates intelligent
events, and purple indicates POS events.

@® For some models, clicking the empty area of the

3 Time bar timeline will automatically move the system to the

next time point where there is recorded video.

@® By holding down the time bar, the mouse pointer
will change to a hand and you can drag to view
the playback at the desired point.

@® You can drag the vertical orange line on the
timeline to quickly view playback in frame
format.

@® While playing a video in single-channel mode, you
can move the mouse pointer over the timeline to
view thumbnail images of the desired video
moment.

@® While playing a video, you can select other
channels as per your needs. The time bar of the
newly added channels will be added to the time
bar of the basic channels.
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N. Function Description
previous. The type and time period of the newly added
channels are the same as the first basic channels.
4 State of the It includes two states of reproduction:Play(Play) and
reproduction Break(Breaks).
. . Select the checkbox to determine the type of
5 Registration type .
recording to search for.
Select the content to play. You can selectRegistration
6 Search type (Record),Image(Picture) and Sub-period(Subperiod).
By clicking on the date you want to search for, the time
bar displays the corresponding recording.
7 Calendar . . ,
Dates with recordings or snapshots have a filled
circle below the date.
® Inthe listCamera name(Camera Name),
select the channels to play.
@® The window division depends on how you select
Layout of channels. For example: if you select one channel,
8 visualization and playback is displayed in a single-channel view,
selection of the while if you select two to four channels, playback is
channel displayed in a four-channel view. The maximum
number is eight channels.
@® Clickon to change flow. indicates the flow
main and the secondary flow.
9 Video Merge Joins a section of the recorded video and saves it.
10 Backup Backs up recorded video files.
This area includesTag list(Tag List) andFile list(File
List).
® 3. By clicking on the iconTag list(Tag List), the list
iy Viewing of tagged recorded videos is displayed. Double-
list click the file to start playback.
® [B: By clicking on the iconFile list(File List), the list
of searched recorded videos is displayed. You can
lock the files.
Click on for full screen viewing.
In full screen mode, pointing to the bottom of the
12 Full screen screen will display the timeline. Right click on the
screen to exit full screen mode.
Bar unit You can select 24 hours, 2 hours, 1 hour or 30 minutes
13 as the time bar unit. The time bar display changes
storm . .
according to the setting.
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5.10.3.1 Introduction to the playback controls bar

You can perform operations such as controlling the playback speed, adding
bookmarks, and taking snapshots using the playback control bar.

Figure 5-99 Playback control bar

P E A 44D l4pp] g eES @

[1]

mee function Ofreproduction backwards Andspeed tdDfreproduction they could vary inbaseane
version e product. ANRmoe possible contact  Thepport technican FOrconsult — thimformation
onthe VErsion hardware.

Figure 5-39 Description of playback control bar

Icon Function
o m Play/Pause.
' During playback you can toggle between play and pause.
Stop playback.
O During playback, you can click the buttonStopto interrupt
her.

Play backwards.
@® During playback, click the buttonPlay back (Play Backward)
to play the recorded video backwards, the button changes

. m to; click m m to stop the

reproduction

@® During playback, click play n to start the
forward.

Previous and next frame.

@® When playback is paused, click n] oron [u For
</ ID| play the recorded video one frame at a time.

@® When playing a recorded video frame by frame, click to start

forward playback. n

Slow motion playback.

@ During playback, click E to set the speed
slow motion playback to Slow X1/2, Slow X1/4, Slow X1/8 or
= Slow X1/16.

@® During fast playback, click playback E to slow down the
speed or increase it.

Fast playback.

@® During playback, click m to set the speed
15| fast playback on FastX2, FastX4, FastX8 or FastX16.

@® During slow motion playback, click m For
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Icon Function
increase the slow playback speed.
Previous day and next day.
X2 31 Click on m or click on m to reproduce the day
previous or next of the currently recorded video.
4 —0 | Adjusts the playback volume.
Enable the smart search function.
Add filter criteria for smart search. You can selectPerson(
Human),Vehicle(Vehicle) or deselect all.
- After clicking the icon, you can also draw the region of interest.
For details, see “5.10.5 Quick Search Playback”.
In full-screen mode, click m to acquire
= a snapshot and save it to your USB storage device or portable
hard drive.
Adds a tag for the recorded view.
Show or hide POS information.
ES While playing a single channel, click to show or hideE For
POS information on the screen.
During playback, click this icon to show or hide the Al rulers.
Make a quick selection in the recorded video when the searched
target appears in the playback. For details, see “5.2.2.6 Quick
Pick”.
Face blurring is applied to ensure privacy protection. For details,
. u H H n
see “5.2.2.7 Privacy Protection”.

5.10.3.2 Selecting the search type

You can search recorded videos, video clips or snapshots from hard drive or external

storage devices.

@® From read/write disk:Play recorded videos or snapshots from your device's hard

drive.

Figure 5-100 From read/write disk
From R/W Disk

Record

@® From I/0 device:Play recorded videos from an external storage device. Click on

Browse(Browse) and select the saving path of the recorded video file to play. Double-

click the video file or click to start playing. O
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Figure 5-101 From I/0 device

From 1/O Device
sdb5 Refresh

Browse

5.10.3.3 Making clips from recorded videos

During playback, trim specific sections of recorded videos and save them to USB storage
device.

Procedure
Step 1: Select a recorded video to play.
@ Click to stafiliplayback from the beginning.
@ Double-click anywhere in the colored area of the timeline to start playback.

Step 2: Click the time bar to select the start time, then click start clipping. For

Figure 5-102 Clip

< :
Step 3: Click the time bar to select the start time, then click stop clipping. For
Step 4: Click on E.

@ ANGEsible tocarry out clipOfvideo Ofa single channel OOfM@dF@nnels.
@ ANGXsible toexecute Theckup Ofa maximum Of1 024fileacwme time.
@ Not Apdssible toexecute Clipereofileselected inList file(File List).

5.10.3.4 Backup Recorded Videos

You can backup recorded video files or video clips on the go to a USB storage device.

Procedure
Step 1: Select the recorded video you want to backup. You can select the following two file
types:
@ Recorded video file: By clicking , tnEhrea appearsFile list(File List). Select the
files you want to backup.
@ Join video files. For details on joining video files, see "5.10.3.3 Making Clips
from Recorded Videos".
Step 2: Click on . =]
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TECHNOLOGY

Figure 5-103 Backup

BACKUP

Name(Type) Free Space/Total Space Device Status
K) 1 B/15.60 GB Ready

+ CH Type Start Time End Time Size(KB)
1 R 17-11-08 01: 17-11-08 00 18

17-11-08 03:00;00 1847

Space Required / Sp lemaining:3.52 GB/15.60 GB Backup

Step 3: Click onBackup.
[L]

If NotYes wishes to execute Theckup e file, uncheck neDOX  Ofcheck.

5.10.3.5 EPTZ Playback Setup

Enable EPTZ functions during playback to track and zoom in on targets that trigger
intelligent events, so you can observe changes in target details.

Preliminary information
@ EPTZ link functions can only be enabled in single-channel and four-channel playback
modes. They cannot be turned on or off when playing recordings with more than four
channels.
@® When selecting four-channel playback, you can enable the EPTZ link functions
of only one channel at a time.

Procedure
Step 1: In the main menu, click on [EE to access the live view page,
then right click to selectEPTZand click onActive(On).
Step 2: Select a channel and click on - below the channel list.
Step 3: Click on - to enable the ePTZ function and configure the parameters.
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Figure 5-104 EPTZ playing

EPTZ

Display Mode
]
T

] |

| |
Linkage Track
Link...

Trac...  Continue til...

l«»l 4 af o <

108 1 2 3 4 5 € 7 8 ] 10 1 12 13
. ' ' ! ' ' ' | | [ | | [:J§}

Play All BiGeneral [FAlarm  E@Motion Mintell... EIPOS (@ 24hr | © 2hr | @ 1hr | ® 30min

Table 5-40 Parameter description

Parameter Description

Select the number of channels to monitor. Full Screen, 1 +1,1+3
and 1 + 5 modes are available. The default setting is Full Screen.

Mode
Viewing . e . :
The view pane can be modified in various ways, such as being
resized, zoomed, and moved.
Once the function is activatedTrace link(Linkage Track), intelligent
Trace link events are tracked by the PTZ system. The function is disabled by

default.

@® Customized((customized):allows you to manually select the
tracking duration. For example, if you set a value between 30
and 60 seconds, if after tracking object A for 30 seconds,
object B appears, the camera will start tracking object A; if no

_ _ other objects appear while object A is being tracked, the

Tracking duration camera will stop tracking object A after 60 seconds.

@® Continue until the object disappears(Continue till object
disappears):The camera stops tracking when the detected
object disappears from the image.
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L1
If Astdte enabled Thennection EPTZFora channel, this setting will emain £O
enabled After Th&mM  fomwme reproduction. When Yesproduces again Thieleo For

thatchannel, the effect EPTZ wint®till  displayed.

5.10.4 Smart Search

Preliminary information
During playback, you can scan a specific area to see if any motion has been detected. The
system will display images of the motion detected in the recorded video.

el

This  function Aadailable aione ONSOMeEmodels.

To use the Smart Search function, you need to enable the motion detection function for
the channel by selectingMain menu>ALARM>Video detection> Motion detection(Main
Menu > ALARM > Video Detection > Motion Detection).

Procedure
Step 1: SelectMain menu>NEAR(Main Menu > SEARCH).
Step 2: In the listCamera name(Camera Name), select the channels to play. Step 3: Click
or double-click anywhef8 in the colored area of the timeline to start playback.

Step 4: Click on .
A grid appears on the screen.
(11

el

@ ..research intelligent Aegpported Alone rominchannel single.

@ If Yahey select m@dtenneis, DO double dlick onthe Window ofne channel FOrto view  Alone
thatchannel onthe SCreen, after which Andtgossible start tause wefUnction OF
research intelligent.

Step 5: Drag the pointer to select the search area.

(1]
The area fromthe gIill  supports 22x 18(PAL) ABdx 15(NTSC).
Step 6: Click on the icon B to add filter criteria. You can select the box

Person(Human),Vehicle(Vehicle) or deselect all.
@® Human: Display motion alarm if there is human presence during the selected
time and search area.
@ Vehicle: Displays motion alert if there are vehicles during the selected time and
search area.
@® Unchecked: Display motion alarm if both people and vehicles are present
during the selected time and search area.

Step 7: Click on .
Step 8: The screen starts playing the moving parts of the recorded video for the selected

search area.
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Step 9: Click on to exit smart search during playback.

5.10.5 Quick Search Playback

When playing the video, you can quickly search for detected targets and view their images,
as well as the time and date the targets appeared.

Preliminary information
[L]

el

This  function AB@bported Alone fromthe reproduction taingle channel.

Procedure

Step 1: In the main menu, click on real [l to access the viewing page in
time.

Step 2: Right-click on the real-time view screen to selectNear(Search) and go to the
playback page.

Step 3: Select a single channel and click on u to play the video.

mee liN€ ot time  Adidplayed ingreen ForTperiod Oftime registered.
@® Quick Pick. For details, see section “5.2.2.6 Quick Pick”.
@ Search the region of interest in the recordings.
1. Click the icon to selffihe filter criteria. You can select Person(Human),
Vehicle, or deselect all.
2. Click onRedraw rule(Redraw Rule) at the top left of the screen to draw
the region of interest and clickNear(Search).

Figure 5-105 Redraw rule

Hedraw Kule

Search

The search results are shown in the list on the right.
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Figure 5-106 Search results

General Alarm [EMotion Intell...

3. By clicking S8 on the list on the right, the targets will be selected

automatically.

4. Move the mouse near the subject box and click E to access the
search results page. You can set search conditions such as channel and
period. By clicking onNear(Search), the search results will be displayed on
the right screen.
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Figure 5-107 Search results

Quick Pick
Search Condition Quick Pick Favorites

el All

w

All

1 Hour Before and After
2024 -09-27 12 :39:11
2024 -09-27 13 :52:06

Search

[] All |Backup arch Results:2 1/1 Redirect

Related Operations

By hovering your mouse over a search result, you can:
@ By clicking on ,can add the result to your favorites. You can add up to
1,000 items in favorites.

@ By clicking on , you can add the result to the hidden items.

@® Click on H nearOrder by time(Sort by Time) orSort by analogy(Sort by

Similarity) to reorder search results by time or similarity.

5.10.6 Displaying AI rule during playback

To use Al Ruler mode, follow these steps:

Procedure
Step 1: SelectMain menu>NEAR(Main Menu > SEARCH).
Step 2: In the listCamera name(Camera Name), select the channels to play. Step 3: Click
or double-click anywhef8 in the colored area of the timeline to start playback.

You can view the Al rule during playback. The feature is enabled by default.
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(1]
Do dick on [l ForHIDE recfUle  IA.
Figure 5-108 Playback

20019007 4PH0 R

I
All ¥iGeneral fAlarm  EiMotion MiIntel

5.10.7 Mark and play videos

You can mark the recording at a point that you consider important. This way you can easily
find the marked recording by searching the time and the name of the mark.

Bookmark a video

1. SelectMain menu>NEAR(Main Menu > SEARCH).
2. In playback mode, click .

Figure 5-109 Adding a tag

Add Tag

Default

3.In the boxTag name(Tag Name), enter a name.
4. Click onOK.
This marked video file is displayed inTag list(Tag List).
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Playing tagged videos
[1]

This  function Asgbported in the reproduction tQhannel single.

1. In the listCamera name(Camera Name), select a channel.
2. Click .

Figure 5-110 Tagged video list
00 : 00 : 00
1
Tag Time Name
11:29:14 uuuu

11:43:55 errt

[ag Name

Interval Before Tag

0]

b

3. Double-click the file you want to play.

4, To search for the marked video by time, in the boxNEAR(SEARCH) at the top of the
page, enter the time, and then click . Q]

Playing time before tag

You can configure the tagged video to play a predefined number of seconds of your choosing
before the tagged time.

1. In the boxTag name(Tag Name), enter a tagged video name.

2. In the boxInterval before tag(Interval Before Tag), enter the number of seconds.

3. Click . ()|
Playback begins the indicated number of seconds before the marked time.
L]
If Amdicated @ number Ofseconds Before of the time marked, nereproduction start that
number Ofseconds Before of the time marked. INCaSEon the contrary, he comes reproduced All - The

material present.

Tagged Video Management

On the pageTag list(Tag List), click on %
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Figure 5-111 Tag Management
Tag Management
Channel 8
Start Time 2020-01-04 00 :00 :00

End Time 2020-01 -05 00 :00 :00 Search

Tag Name

2020-01-04 11:29:14 uuuu

2020-01-04 11:43:55 errt

@ By default, all tagged videos from the selected channel are handled.
@ To search for tagged video, select the channel number from the listChannel(Channel), enter the

time in the boxesStart time(Start Time) andEnd time(End Time), then click onNear (Search).

@ All tagged videos are displayed in chronological order.

@ To change the name of a tagged video, double-click the tagged video and the dialog box
will appear.Edit tags(Modify Tag).

@ To delete the tagged video, select the tagged video and then clickDelete (Delete).

All'opening fomte PAQe management tag@ags Management), wereproduction 1.i:£@NAss inbreak until
allexit wmwme page. If Thieleo marked iNreproduction necomes deleted, wereproduction
twill start EQomndirSt  video Wltl‘tagﬂ"l List tagS'ags List).

5.10.8 Playing Snapshots

You can search and play snapshots.

Procedure
Step 1: SelectMain menu>NEAR(Main Menu > SEARCH). Step 2: In the listSearch
type(Search Type), selectImage(Picture). Step 3: In the listChannel(Channel),
select a channel number. Step 4: In the areaCalendar(Calendar), select a date._
Step 5: Click on .

The system starts playing snapshots based on the selected intervals.
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5.10.9 Playing multiple parts

Preliminary information
You can cut the recorded video files into multiple parts and play them simultaneously to save your

time.

This function Aadailable alone ONSOMemodels.

Procedure
Step 1: SelectMain menu>NEAR(Main Menu > SEARCH).
Step 2: In the listSearch type(Search Type), selectSub-period(Subperiod); in the Split
Mode list, select4,90r16.

Figure 5-112 Subperiod
From R/W Disk

Subperiod

Step 3: In the areaCalendar(Calendar), select a date.
Step 4: In the listCamera name(Camera Name), select a channel.

This  function Asgbported Alone mwe Single channel.
Step 5: Start playing the parts.
@ By clicking, playB&kk restarts from the beginning.
@ Double-clicking anywhere on the timeline: playback starts from the point you
click.

Figure 5-113 Time bar

A A
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L1

Each one filevideo registered musthave a  duration Ofat least five  minutes. If a filevideo
registered hardless OfR20minutes butYe®s wishes Anyway divide it infour  windows, The

system regulatet@utomatically ~ Thember Ofvindows FOrguarantee That.,...part hard
moedfive  minutes. INThis  caseApdssible Thain someone windows Notcome
visualize Images.

5.10.10 Using the file list

You can view all videos recorded in a certain period of time from any channel in File list(File
List).

Procedure
Step 1: SelectMain menu>NEAR(Main Menu > SEARCH). Step 2: Select
one or more channels. Step 3: Click on .

Figure 5-114 File list

00 : 00 : 00

1
Start Time Type

00:00:04

01:00:04 R

Step 4: Start playback
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@ By clicking on ,[B) default playback restarts from the first file.

@ By clicking on any file, the system plays that file.

[1]

@ e field  ofthenour inthe part superior fomme page witkthe list o« file, Apdssible
insert tnetime specification iNwhicr look for THige froview.

@ inthearea List fileApdssible to view 128file.

@ TypeOfiile: Rindicates @ video registered generic; TQuicates @ video registered Withalarms
external; Mindicates @ video registered Withevents Ofdetection orwe movement; TiHEtes
a video registered withevents intelligent.

® Do ik on Forreturn acme page witihalendar Atftk list ore names from the

cameras.

Related Operations
@ To block the recorded video, on the pageFile list(File List), select the checkbox of
the recorded video, then click . The locked vi§@bs will not be taken into account.

[L1
TtiEeo Register inphase Ofwriting ooverwrite  Notthey can to be blocked.

@® To view blocked information, click .
@® To unlock the recorded video, on the pageFile Lock(File Lock), select the recorded video,
then clickUnlock(Unlock).

Figure 5-115 File Lock

Cancel
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5.11 Alarm Event Settings

5.11.1 Alarm information

5.11.1.1 About Alarm Search

You can search, view and backup alarm information.

Procedure
Step 1: SelectMain menu>ALARM>Alarm information>Register(Main Menu > ALARM >
Alarm Info > Log).

Figure 5-116 Alarm information
|:-.'\:-|
Start Time

l'ampering : 8

e S e e e
Offline Alarm : 8
nnection Eve
CAM Offline Alarm : 8
CAM Offline Alarm : 8
iection Eve

Network Disconnection Eve

Step 2: In the listType(Type), select the type of event, then in the boxesStart time (Start
Time) andEnd time(End Time), enter the specific time. Step 3: Click onNear(Search). The
search results will be displayed.

Step 4: Click onBackupto back up your search results to your external storage device.

[L]
® Do dick onﬂ Forto reproduce Thigleo registered of the event Ofalarm.
@® Select a event ABd cick onDetails (Details) Forto view thimformation

detailed of the event.
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5.11.1.2 Search the Analysis List

You can search for video quality anomalies via the analysis list.

Procedure

Step 1: SelectMain menu>ALARM>Alarm information>Analysis list(Main Menu > ALARM >
Alarm Info > Analytics List).

Figure 5-117 Analysis list
8 Aaru 8 E @ T OB { O

Alarm Info -
Today Channel All

2024 -05-15 00:00:00 -~ |2024-D5-15 [ 23:59:59

Defocus Overexpose Low Contrast

Type

Step 2: Select from the drop-down listPeriod(period) andChannel(Channel), then click on
Near(Search).

In the analysis list you can view the time, channel and type of anomaly. Step 3: By
selectingType(Type) a certain type of anomaly will be displayed.

5.11.2 Alarm input settings

You can configure the alarm settings for each channel individually or apply the settings to

all channels and then save them. For details, see “4.3 Connecting to Alarm Input and
Output”.
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5.11.2.1 Configuring local alarms

You can connect the alarm device to the alarm input port of the device. When the alarm is

triggered on the alarm device, the alarm information is uploaded to the device, which

then outputs local alarms as configured in this section.

Procedure

Step 1: SelectMain menu>ALARM>Alarm input port>Local(Main Menu > ALARM > Alarm-

in Port > Local).

B ALARM
L)

Alarm Info
Alarm Status
\larm-in Port
n-out Port
Detection
Exception

Disarming

Figure 5-118 Local alarm
&

Alarm-in Port Alarm Name Alarm-in Portl

Enable Device Type NO

Schedule Setting Anti-Dither 5

Alarm-out Port Setting ar 10

Send Email e Al.. Setting
cord ¢ Setting
PTZ Linkage Setting
Setting Picture Storage Setting

Buzzer [v] Log

Disarming

Default Copy to

Step 2: Configure settings for local alarms.

Table 5-41 Local alarm settings

Parameter

Description

Alarm input port

Select the channel number.

Alarm name Enter the name of the custom alarm.

Ability Enable or disable the local alarm function.

Device type Lr; f/';ftg;?:::;ﬁtt_ype(DEVice Type), selectNOor NCas a type
Click onSettings(Settings) to configure the parameters.

Planning Define the period for motion detection activation. For details,

see “5.11.4.1 Configuring Motion Detection Settings”.

Anti-dithering

Configure the time period from the end of event detection to
the end of alarm.

Alarm output port

Click onSettings(Settings) to configure the parameters.
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Parameter Description

@® Local Alarm: Enables alarm triggering via alarm devices
connected to the selected output port.

@ Alarm Extension: Enables alarm triggering via the
connected external alarm device.

@® Wireless Siren: Enables alarm triggering via devices
connected through USB gateway or camera gateway.

Defines the delay time for the device to turn off the alarm after
Post-alarm the external alarm is cleared. The value is between 0 and 300
seconds, while the default value is 10.

Select the checkboxShow Messages(ShowMessage) to enable
Show message the display of messages on the user's local host computer.

Select the checkboxAlarm Report(Report Alarm), then click
Settings(Setting) next toAlarm reportReport Alarm) to
selectPrivate protocol(Private Protocol) orHTTPIn the

Alarm Report Protocol type(Protocol Type).

You can make the system upload the alarm signal to the network
(including alarm center) when alarm events occur.

Select the checkboxSend email(Send Email) to have the
system send an email notification in case of alarm events.

Send email . ) o
To use this feature, make sure that the email function is

enabled in the itemMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

Select the channels you want to record. The selected
channels start recording when an alarm event occurs.

[

Local alarm recording and automatic recording must be
enabled.

Record channel

Click onSettings(Setting) to display the PTZ page.

PTZ connection Enable PTZ linkage actions, such as selecting the preset to be
recalled when an alarm event occurs.

Defines the delay time for the device to turn off recording after
Post registration the alarm is cleared. The value ranges from 10 to 300 seconds,
while the default value is 10.

Tour Select the checkboxTourto enable a tour of selected channels.

Select the checkboxSnapshot(Snapshot) to take a
snapshot of the selected channel.

[

To use this feature, selectMain menu>
CAMERA>Coding>Snapshot(Main Menu > CAMERA >
Encode > Snapshot), then in the listType(Type) select

Image storage
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Parameter Description

Event(Event).

Select the checkbox to enable this function. When an alarm
event occurs, the extra screen shows the settings configured in
the itemMain menu>DISPLAY> Tour setup>Secondary
screen(Main Menu > DISPLAY > Tour Setting > Sub Screen).

Secondary screen m

@ This feature is only available on some models.

@® To use this feature, the extra screen must be
enabled.

Select the checkbox to enable this function. When an
alarm event occurs, the video output port uses the
settings configured inMain menu> DISPLAY>Tour setup(
Main Menu > DISPLAY > Tour Setting).

[

This feature is only available on some models.

Video matrix

L Select this checkbox to enable the device to beep.
Acoustic signal

Select this checkbox to have the device record local

Lo . .
9 alarm information.
After enabling this function, you can connect a switch to the
Disconnection alarm input port to control disarming.

Step 3: Click onApply(Apply) to complete the setup.
[ 1]
@® Do dick onDefault (Default) Forrestore thetting default.
@® Do cdick onCopy (Copy) in,in the window Ofdialogue COpy in(Copy to), select the
channels additional ONwien COPY  theettings Ofalarm local, terefore DO click ON
Apply (Apply).

5.11.2.2 Configuring alarms from the alarm panel

You can connect the alarm box to the RS-485 port of the device. When the alarm is detected
by the alarm box, the alarm information is uploaded to the device, which then outputs

alarms as configured in this section.

Procedure
Step 1: SelectMain menu>ALARM>Alarm input port>Alarm panel(Main Menu >
ALARM > Alarm-in Port > Alarm Box).
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Figure 5-119 Alarm panel

Alarm Box CAM Offline

\larm Box Status
\larm—in Port \larm Name

Schedule Anti-Dither
Alarm-out Port Post—Alarm
Report Alarm Send Email
d Channel Setti ost—Record

l'our Setting Picture Storage Setting

\larm Tone

Default

Step 2: In the listAlarm panel(Alarm Box), select the alarm box number corresponding to the
address number configured via the DIP switch on the alarm box. Step 3: In the listAlarm
input port(Alarm-in Port), select the alarm input port on the alarm panel.

Step 4: Configure settings for other alarm panel parameters. Step 5: Click
onApply(Apply) to complete the setup.

Do dick onDefault (Default) Forrestore thetting default.

5.11.2.3 Configuring Alarms from External IP Cameras

Procedure

Step 1: SelectMain menu>ALARM>Alarm input port>External camera(Main Menu >
ALARM > Alarm-in Port > CAM Ext).
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Figure 5-120 External camera

Alarm Box CAM Ext CAM Offline HDCVI Alarm

Channel 8 Alarm Name Alarm—in Port8

Enable Device Type NO

Schedule Setting Anti-Dither

Alarm—out Port *ost—Alarm
‘t Alarm Send Email

Record Channel etting *ost—Record

Four Picture Storage Setting

Default Copy to Refresh

Step 2: Configure alarm input settings from external IPC. Step 3: Click
onApply(Apply) to complete the setup.

® Do ik onDefault (Default) Forrestore thetting default.
® Do dick onCopy on(Copy to)Forcopy thgettings  Oflthers channels.
@® Do cick onUpdate (Refresh) Forupdate theettings configured.

5.11.2.4 Configuring Alarms for Offline IP Camera

You can configure alarm settings in case the IP camera is offline.

Procedure

Step 1: SelectMain menu>ALARM>Alarm input port>Offline camera(Main Menu >
ALARM > Alarm-in Port > CAM Offline).
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Figure 5-121 Offline camera

Alarm Box CAM Offline HDCVI Alarm

Alarm—out Port Post=Alarm
‘+ Alarm Send Email
Record Channel

F'our Setting Picture Storage Setting

Sub Screen Uzzer v Log

Default Copy to Refresh

Step 2: Configure alarm input settings from IPC offline. Step 3: Click
onApply(Apply) to complete the setup.

® Do ik onDefault (Default) Forrestore thetting default.
® Do dick onCopy on(Copy to)Forcopy thgettings  Oflthers channels.

5.11.2.5 Configuring Alarms from HDCVI Devices

Procedure
Step 1: SelectMain menu>ALARM>Alarm input port>HDCVI Alarm (Main Menu > ALARM >
Alarm-in Port > HDCVI Alarm).
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Figure 5-122 HDCVI Alarm

Alarm Box CAM Offline HDCVI Alarm

Channel All

0] Enable Setting Status Channel Name

Step 2: In the listChannel(Channel), select a channel orAll(All). Step 3: Click
on. B

Step 4: Configure settings for other alarm panel parameters. Step 5: Click
onOKto save the settings.

Step 6: Click onApply(Apply) to complete the setup.
5.11.3 Alarm Output Settings

5.11.3.1 Alarm Output Configuration

When the device triggers alarms, the connected alarm device generates alarms as

configured in this section. You can connect to the output port of the device or via
wireless connection.

Procedure

Step 1: SelectMain menu>ALARM>Alarm input port>Alarm mode(Main Menu > ALARM
> Alarm-in Port > AlarmMode).

179



@/hua
TecHNoLOGY User Manual

Figure 5-123 Alarm mode

Smart Illumin...

Auto

Manual

Alarm Type

Auto
LETIVEL
Off

Status

Alarm Reset

Step 2: Configure alarm output settings.

@® Automatic:When an alarm event is triggered on the device, the connected
alarm device generates alarms.

@® Manual:The alarm device is forced to keep alarms active.
@ Stop:The alarm output function is not enabled.

Table 5-42 Alarm output settings

Parameter Description
Select the alarm type for each alarm output
Alarm type yp P
Local alarm port.
State Indicates the status of each alarm output port.

Select the alarm panel number corresponding
Alarm panel to the address number configured via the DIP
switch on the alarm panel.

Alarm Extension
Select the alarm type for each alarm output

Alarm type port.

State Indicates the status of each alarm output port.

Click onOKto disable all alarm output states.
Alarm reset

Step 3: Click onApply(Apply) to save the settings.

5.11.3.2 Alarm light configuration

Preliminary information
When the motion detection alarm is triggered, the system connects to a camera with alarm
light.
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L1
Foruse this  function, Andcessary connect atleast a camera  witlspy Ofalarm cu.
device.

Procedure
Step 1: SelectMain menu>ALARM>Alarm output port>Alarm light (Main Menu > ALARM
> Alarm-out Port > Warning Light).

Figure 5-124 Alarm lamp

Alarm Mode Warning Light Siren Smart lllumin...

Channel

Delay
Mode Always On Flicker

Flicker Frequency

Step 2: Configure the alarm light parameter settings.

Table 5-43 Alarm lamp parameters

Parameter Description

In the listChannel(Channel), select a channel connected to a

Channel ) o .
anne camera with an indicator light.

Defines the delay time for the device to turn off the alarm
Delay after the alarm is cleared. The value is between 5 and 30
seconds, while the default value is 5 seconds.

Set the alarm mode of the alarm light toAlways on (Always on) or

Mode Flicker(Flicker).

When setting the alarm mode of the alarm light to Flashing(
Flash), you can select the flashing frequency betweenLow(Low),
Average(Middle) andHigh(High).

Frequency of the
flicker

Step 3: Click onApply(Apply) to complete the setup.

5.11.3.3 Siren Configuration

Preliminary information
When the motion detection alarm is triggered, the system connects to a camera to generate
an audible alarm.

[ 11
Foruse this  function, Andcessary connect atleast @ camera  withunction audio.
Procedure

Step 1: SelectMain menu>ALARM>Alarm output port>Siren(Main Menu > ALARM >
Alarm-out Port > Siren).
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Alarm Mode

Channel

Delay

Audio C

Volume

Figure 5-125 Siren

Warning Ligt Smart Illumin...

select update.

Step 2: Configure the settings for the siren parameters.

Table 5-44 Siren parameters

Parameter Description
In the listChannel(Channel), select a channel connected to a
Channel . .
camera that supports the audio function.
Click onPlay(Play) to manually activate the IP camera and play
Play L
the audio file.
Defines the delay time for the device to turn off the alarm
Delay after the alarm is cleared. The value is between 5 and 30
seconds, while the default value is 5 seconds.
o Select the audio clip for the siren sound. The default isClip
Audio clips 1
Volume Select the volume for the audio clip. You can select the volume between
Bass(Low),Medium(Middle) andHigh(High).
Clip Update Import the update audio file (.bin or .wav) to update the
audio camera's alarm audio file.

Step 3: Click onApply(Apply) to complete the setup.

Related Operations

You can update the camera audio files on the local interface.

1. Prepare a USB device or other external storage device and connect it to your

device.

2. Click onBrowse((Browse).

3. Select the audio file to update (.bin or .wav).

4. Click onOKto return to the mermaid page.
5. Click onUpdate(Upgrade) to update the camera's alarm audio file.
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Figure 5-126 Navigation

fdce Name sdb1(USB USB) Format

Name

File Name

New Folder

5.11.3.4 Smart lighting setup

Preliminary information

The smart lighting connection action can last for a certain period of time even after the
event ends.

[1]
Foruse this function, Andcessary connect atleast a camera  witHunction Of

lighting intelligent.

Procedure

Step 1: SelectMain menu>ALARM>Alarm output port>Smart lighting(Main Menu >
ALARM > Alarm-out Port > Smart Illumination).

Figure 5-127 Intelligent lighting

Alarm Mode Warning Light Smart lllumin...

Channel

Delay

Step 2: Select a channel and then set the delay. Step 3:
Click onApply(Apply).
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The illuminator remains on during the set delay following the end of the linked event.

5.11.4 Video Detection

Video detection uses computer vision and image processing technology. The technology
analyzes video images to detect obvious changes, such as moving objects and blurring.
When such changes are detected, the system triggers alarms.

5.11.4.1 Configuring motion detection settings

When an object appears moving at a speed sufficient to reach the predefined
sensitivity level, the system activates the alarm.

Procedure
Step 1: SelectMain menu>ALARM>Video detection>Motion detection(Main Menu >
ALARM > Video Detection > Motion Detection.

Figure 5-128 Motion detection
Channel egion Setting

Enable

Schedule Setting
Alarm-out Port Setting
Send Email Report Al.
acord Channel Setting Post-Record
PTZ Linkage Setting
Tour Setting Picture Storage Setting
Buzzer Log
Alarm Tone None

Warning Light Siren

guration synchroniz th SMD linkage configuration.

Default Copy to

Step 2: Configure settings for motion detection parameters.

Table 5-45 Motion detection parameters

Parameter Description

Channel Select a channel to set motion detection
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Parameter Description

in the listChannels(Channel).

Region Click onSettings(Setting) to define the motion detection area.

Ability Enable or disable the motion detection function.

The PIR function helps improve the accuracy and validity of
motion detection. It can filter out false alarms triggered by
objects such as falling leaves or insects. The detection range of
the PIR function is smaller than the field angle.

PIR function is enabled by default if it is supported by the
cameras. Enabling PIR function will automatically enable motion
detection to generate motion detection alarms; if PIR function is
not enabled, motion detection may be less effective.

Infrared alarm accurate resulting in false positives.
passive (PIR)
[1]

el

@® You can enable PIR function only when the channel type is CVL.

@ If the camera does not support PIR function, it will not be
available.

@ If the device does not support PIR function, it will not be
displayed on the page.

Planning Define the period for which motion detection is activated.

Configure the time period from the end of event detection to

Anti-dithering the end of alarm

Click onSettings(Settings) to configure the parameters.

@® General Alarm: Enables alarm activation via alarm
devices connected to the selected output port.

Alarm output port @ External Alarm: Enables alarm triggering via the
connected external alarm device.

@ Wireless Siren: Enables alarm triggering via devices
connected through USB gateway or camera gateway.

Defines the delay time for the device to turn off the alarm after
the external alarm is cleared. The value is between 0 and 300

Post-alarm seconds, while the default value is 10. Entering the value 0 will
cause no delay.
Select the checkboxShow Messages(Show Message) to enable
Show message the display of messages on the user's local host computer.

Select the checkboxAlarm Report(Report Alarm), then click
Settings(Setting) next toAlarm report Report Alarm) to select
Private protocol(Private Protocol) or HTTPIn theProtocol type(

Alarm Report Protocol Type).

You can make the system upload the alarm signal to the network
(including alarm center) when alarm events occur.
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Parameter Description

Select the checkboxSend email(Send Email) to have the system
send an email notification in case of alarm events.

Send email ) ) o
To use this feature, make sure that the email function is

enabled in the itemMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

Select the channels you want to record. The selected
channels start recording when an alarm event occurs.

[1]
Motion detection recording and automatic recording functions
must be enabled.

Record channel

Click onSettings(Setting) to display the PTZ page.
[L]

Motion detection can only trigger PTZ presets.

PTZ connection

Defines the delay time for the device to turn off recording after
Post registration the alarm is cleared. The value ranges from 10 to 300 seconds,
while the default value is 10.

Tour Select the checkboxTourto enable a tour of selected channels.

Select the checkboxSnapshot(Snapshot) to take a snapshot of
the selected channel.

[L]

To use this feature, selectMain menu>
CAMERA>Coding>Snapshot(Main Menu > CAMERA >
Encode > Snapshot), then in the listType(Type) select Event
(Event).

Image storage

Select the checkbox to enable this function. When an alarm
event occurs, the extra screen shows the settings configured
in the itemMain menu>DISPLAY> Tour>Secondary screen(
Main Menu > DISPLAY > Tour > Sub Screen).

Secondary screen

[1]
@ This feature is only available on some models.
@ To use this feature, the extra screen must be enabled.

Select the checkbox to enable this function. When an alarm event
occurs, the extra screen shows the settings configured in the
Video matrix itemMain menu>DISPLAY>Tour (Main Menu > DISPLAY > Tour).
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Parameter Description

This feature is only available on some models.

L Select this checkbox to enable the device to beep.
Acoustic signal

Select this checkbox to have the device record local

Lo . :
9 alarm information.
Select this option to enable audio/alarm tone transmission in
Alarm tone . .
response to a motion detection event.
. Select this checkbox to enable the camera alarm light alarm.
Alarm light
Siren Select this checkbox to enable the camera audio alarm.

Step 3: Click onApply(Apply) to save the settings.
[1]
® Do ik onDefault (Default) Forrestore thetting default.

® Do dick onCopy in(Copy t0)in the window Ofdialogue COpy in(Copy t0), select the
channels additional ONunich COpy thﬁettlngs Ofdetection ofthe MOVEMeENtS, Therefore DO

dick ONApply (Apply).
® Do ik onTestFortry theettings.

5.11.4.1.1 Setting the motion detection area

Procedure
Step 1: Click onSettings(Setting) next to the optionArea(Region). Step 2:
Place your cursor in the top center of the page.

Figure 5-129 Detection settings

Name Region1

Sensitivity

Threshold

Step 3: Configure area settings. A total of four areas can be configured.
1. Select an area, for example by clicking .
2. Click and hold the mouse on the screen to select the region to detect.

The selected area is displayed in the color that represents it.

3. Configure the parameters.
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Table 5-46 Detection area setting

Parameter Description

Name Enter a name for the area.

Each area of each channel has an individual sensitivity
value.

As the value increases, the easier it becomes to activate the
alarm.

Sensitivity

Adjust the motion detection threshold. Each area of each

Theshold . ..
eshe channel has an individual threshold.

[

When ina any  fomwme fOUr  areas hecomes detected @ movement, Th@nnel
corresponding to the 'areaactivatet@he alarm Ofdetection .« movement.

Step 4: Right click on the screen to exit the region setting page.

Step 5: On the pageMotion detection(Motion Detection), clickApply(Apply) to complete the
settings.

5.11.4.1.2 Setting the motion detection period

Preliminary information
[1]

Thgstem active thBrm  Alone e period established.

Procedure
Step 1: Click onSettings(Setting) next to the entryPlanning(Schedule).

Figure 5-130 Settings

Setting

All (0] 2 4 6 8 10 12 14 16 18 20 22 24

sun 0 1 [ | | [ | [ |
Mon 0 1 [ | | [ | [ |
0 1 [ | | [ | [ |
0 1 [ | | [ | [ |
0 1 [ | | [ | [ |

Sa 0 1 [ | | [ | [ |
Seta. ' | [ | | | | |

PIET

Step 2: Define the motion detection period. By default, recording is always on.

@ Defining the time slot for dragging.
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@ Defining the time slot for editing. Take Sunday as an example.
1) Clickon [

Figure 5-131 Period

2) Enter the time range for the period, then select the checkbox to enable the
settings.
3) Click onOKto save the settings.
Step 3: On the pageMotion detection(Motion Detection), clickApply(Apply) to complete the
settings.

5.11.4.2 Configuring Video Loss Settings

When video signal loss occurs, the system will trigger the alarm.

Procedure
Step 1: SelectMain menu>ALARM>Video detection>Video loss(Main Menu > ALARM >
Video Detection > Video Loss).
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Figure 5-132 Video loss

Enable

Schedule Setting CAM AntiDither 0

Alarm-out Por Setting Post-Alarm 10

/| Report I Send Email

lecord Channel Selting ‘ost—Record

"TZ Linkage Setting

['our Setting Picture Storage
Buzzer

Step 2: Configure the settings for video loss detection parameters. For details, see
“5.11.4.1 Configuring Motion Detection Settings”.

L]
Forthe activation PTZ, talifference s detection owe movement, Thetection somtne

loss video Aithegree Ofactivate presets, tourAseuence PTZ.
Step 3: Click onApply(Apply) to complete the setup.

[ 1]
@® Do ik onDefault (Default) Forrestore thetting default.

® Do dick onCopy in(Copy t0)in the window Ofdialogue COpy in(Copy t0), select the
channels additional ONwhich COpy thﬁttlngs Oﬁjetection ofthe MOVEMENtS, Therefore Do

dick ONApply (Apply).

5.11.4.3 Configuring Anti-Tamper Settings

If the camera lens is covered or due to external factors such as sunlight, the system will
display monochrome images and monitoring cannot continue normally. To avoid such
situations, you can configure the tampering alarm settings.

Procedure
Step 1: SelectMain menu>ALARM>Video detection>Video tampering (Main Menu >
ALARM > Video Detection > Video Tampering).
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Figure 5-133 Video tampering

Enable ![ﬂ Sensitivity

Schedule Setting CAM AntiDither 0
Alarm—out Port Setting Post=Alarm 10
\larm Send Email
Record Channel
PTZ Linkage
T'our
Buzzer

Default Copy to

Step 2: Configure the settings for the tampering detection parameters. For details, see
“5.11.4.1 Configuring Motion Detection Settings".

[ 11
Forthe activation PTZ, talifference o« detection one movement, Tkdetection fomte
loss  video Aimthiegree Ofactivate presets, tourAsedjuence PTZ.
Step 3: Click onApply(Apply) to complete the setup.
[ 11
® Do ik onDefault (Default) Forrestore thetting default.

® Do cdick onCopy in(Copy to)in the window Ofdialogue COpy in(Copy to), select the
channels additional ONunich COpy thﬁettlngs Ofdetection ofthe MOVEMeENtS, Therefore DO

dick ONApply (Apply).

5.11.4.4 Scene Change Configuration

Preliminary information
When the detected scene changes, the system performs alarm linkage actions.
[1]

Theinctions they can vary inbase..model . device.

Procedure
Step 1: SelectMain menu>ALARM>Video detection>Scene change(Main Menu > ALARM >

Video Detection > Scene Changing).
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Figure 5-134 Scene change
Channel

Enable

Schedule Setting
Alarm-out Port Setting >ost-Alarm 10
Send Email port Al... Setting
Setting Post-Record 10
PTZ Linkage Setting

Tour Setting Picture Storage Setting

Buzzer ] Log

Alarm Tone

Default

Step 2: Configure the settings for scene change detection parameters. For details, see
“5.11.4.1 Configuring Motion Detection Settings”.

L]
Forthe activation PTZ, talifference ove detection o« movement, Tketection Ofchange
scene Aithegree Ofactivate presets, tourAsehuence PTZ.
Step 3: Click onApply(Apply) to complete the setup.
L]

Do dick onDefault (Default) Forrestore thketting default.

5.11.4.5 Configuring Video Quality Analysis

Preliminary information
If the video image appears blurry, overexposed or has color casts, the system will
trigger alarm linkage actions.

[L]
Theinctions they can vary inbase..model .. device.
Procedure

Step 1: SelectMain menu>ALARM>Video detection>Video quality(Main Menu > ALARM >
Video Detection > Video Quality).
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Figure 5-135 Video quality analysis

Channel

Enable Setting

Schedule Setting
Alarm-out Port Setting
Send Email E port Al... Setting
Buzzer

Alarm Tone

Default Back

Step 2: Click onSettings(Setting) next toRule(Rule) to set the rule for video quality analysis,
then clickOK.

Figure 5-136 Video quality analysis types

Video Quality Analytics

Too Dark

Defocus

Overexpose

Low Contrast

Table 5-47 Video quality analysis parameters description

Type Description

Too dark The light is dim and many objects cannot be seen.
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Type Description
Dominant : . :
i Some colors in the image differ from actual colors.
chromatic
Blurry Incorrect focus results in a blurry or unclear image.
Overexposures | Excessive overexposure of the image due to excessive lighting or incorrect
one settings.
Bass The difference in brightness between different areas is minimal and results in a
contrast flat image, making it difficult to spot people, vehicles or other details.
B/W When the image becomes black and white it appears blurry or difficult
to distinguish details.

Step 3: Click onApply(Apply).

5.11.5 System Events

You can configure alarm output for three types of system events (hard disk, network, and

user). When a system event occurs, the system will trigger alarms as configured in this

section.

5.11.5.1 Configuring Hard Disk Event Settings

Procedure

Step 1: SelectMain menu>ALARM>Exception>Disc(Main Menu > ALARM > Exception >

Disk).

Figure 5-137 Disk Events

Disk Network

Event Type No Disk

Enable No Disk

Alarm-out Port N Post-Alarm
Low Quota Space

SSD Durability Warning

Alarm Tone

Step 2: Configure settings for the hard disk event.
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Table 5-48 Settings for hard disk event

Parameter Description
In the listEvent type(Event Type), selectNo disc(No Disk),Disk error
Event tvpe (Disk Error),Not enough space(Low Space) Insufficient quota
yp space(Low Quota Space) orSSD Endurance Warnings(SSD
Durability Warnings) as event type.
Ability Enable or disable the hard disk event detection function.

Alarm output port

Click onSettings(Settings) to configure the parameters.

@® Local Alarm: Enables alarm triggering via alarm devices
connected to the selected output port.

@® Alarm Extension: Enables alarm triggering via the
connected external alarm device.

@® Wireless Siren: Enables alarm triggering via devices
connected through USB gateway or camera gateway.

Post-alarm

Defines the delay time for the device to turn off the alarm after the
external alarm is cleared. The value is between 10 and 300
seconds, while the default value is 10.

Show message

Select the checkboxShow Messages(ShowMessage) to enable the
display of messages on the user's local host computer.

Alarm Report

Select the checkboxAlarm Report(Report Alarm), then click
Settings(Setting) next toAlarm reportReport Alarm) to select
Private protocol(Private Protocol) orHTTPIn the Protocol type(
Protocol Type).

You can make the system upload the alarm signal to the network
(including alarm center) when alarm events occur.

Send email

Select the checkboxSend email(Send Email) to have the system
send an email notification in case of alarm events.

[

To use this feature, make sure that the email function is enabled in
the itemMain menu>NET>E-mail(Main Menu > NETWORK > Email).

Acoustic signal

Select this checkbox to enable the device to beep.

Log

Select this checkbox to have the device record local alarm
information.

Alarm tone

Select this option to enable audio/alarm tone transmission in
response to a hard disk alarm event.

Step 3: Click onApply(Apply) to complete the setup.

5.11.5.2 Configuring Network Event Settings

Procedure

Step 1: SelectMain menu>ALARM>Exception>Net(Main Menu > ALARM > Exception >

Network).
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Record Channel

Figure 5-138 Network

Network

Offline

Step 2: Configure settings for the Network event.

Table 5-49 Network event settings

Parameter Description

Event tvpe In the listEvent type(Event Type), selectOffline,IP Conflict(IP
yp Conflict) orMAC conflict(MAC Conflict) as event type.

Ability Enable or disable the network event detection function.

Alarm output port

Click onSettings(Settings) to configure the parameters.

@® General Alarm: Enables alarm activation via alarm
devices connected to the selected output port.

@ External Alarm: Enables alarm triggering via the connected
external alarm device.

@ Wireless Siren: Enables alarm triggering via devices
connected through USB gateway or camera gateway.

Post-alarm

Defines the delay time for the device to turn off the alarm after the
external alarm is cleared. The value is between 10 and 300
seconds, while the default value is 10.

Show message

Select the checkboxShow Messages(Show Message) to enable the
display of messages on the user's local host computer.

Send email

Select the checkboxSend email(Send Email) to have the system
send an email notification in case of alarm events.

L]
To use this feature, make sure that the email function is enabled in
the itemMain menu>NET>E-mail(Main Menu > NETWORK > Email).
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Parameter Description

L Select this checkbox to enable the device to beep.
Acoustic signal

Select this checkbox to have the device record local alarm

Log information.

Recording continues for a certain time even after the alarm ends.

Post registration The value varies from 10 to 300 seconds.

Select this option to enable audio/alarm tone transmission in

Alarm tone
response to a network event.

Step 3: Click onApply(Apply) to complete the setup.

5.11.6 Disarming configuration

You can disable all alarm link actions as needed.

Procedure
Step 1: SelectMain menu>ALARM>Disconnection(Main Menu > ALARM > Disarming).

Step 2: EnableDisconnection(Disarming) orDisable for period(Disarm by Period).
@ Disarming:SelectDisconnection(Disarm) and click Apply.
@ Disable for period:
1. To configure periods, selectActive(Arm) and click onSettings (Setting)
next toDisconnection duration per period(Duration of Disarm by
Period).
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Figure 5-139 Disarming
ALARM
Alarm Info
Disarming
Alarm Status

Alarm-in Port Disarm by Period (Disarm by Pe will d after one-click disarm s

Duration of Disarm by ) Setting

m-out Port

etection

Default Apply Back

2. Drag the mouse to select time segments. Green segments indicate that
disarming is enabled.

Figure 5-140 Disarm by period

Setting

Default Cancel
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L]

AN possible Do cick on E# W Forsetup  theriods Oftime. romaximum And

possible setup 6 periods «nday.
3. SelectOffnext toEvent Notifications(Event Notifications) to disable event
notifications.
EnablingDisconnection(Disarming), if you disable event notifications, they
will not be sent to clients, including the mobile app, platform, and cloud
platform.
4, Select the alarm link actions to disarm.

By selecting All  (All), all the&tions Oftonnection alarm theywilibe deactivated.
5. Click onApply(Apply).

5.12 Al Features

5.12.1 Configuring AI Mode

To use Al functions, you need to enable the corresponding Al mode.

Procedure

Step 1: SelectMain menu>IA>Parameters>AI Mode(Main Menu > Al > Parameter >
Al Mode).

Figure 5-141 Al Mode

Step 2: Select an Al mode.
@ SMD:Only SMD is available.
@ Face:Only face detection and face recognition are available.
@ 1VS and SMD:Only IVS (Intelligent Video System) and SMD (Intelligent Motion
Detection) are available.
@ Quick Pick:Only Quick Pick is available.

Not Apdssible enable simultaneously SMD,detection .« face, recognition e
face, IVSAndick Pick.
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5.12.2 For Pro Al series

L]

recomes applied a  blur wufaces FOrto respect thegulations in force.

The AI module provides face detection, face recognition and IVS functions in addition to

video structuring. These functions take effect after configuration and activation. Deep

learning is used and precise alarms can be created.

@ Face Detection: The device can analyze faces captured by the camera and link the
configured alarms.

@ Face Recognition: The device can compare the captured faces with the face database
and link the configured alarms.

@ 1VS: IVS process and analyze images of people and vehicles to extract key information to
match preset rules. When detected behaviors match the rules, the system triggers alarms.
IVS can avoid false alarms by filtering factors such as rain, light, and animals.

@ Video structuring: The device can detect and extract key features of the human body and
non-motor vehicles in the video, and then build a structured database. You can search for
targets with certain features. For example, you can search for people wearing a yellow
short-sleeved shirt.

5.12.2.1 Face detection

The device can analyze the images captured by the camera to detect whether there are
faces. You can search and filter the recorded videos by faces and play them back.

[L]
If Yeglect ronthrough device, amaime Apssible use a  alone function
at the same time Fortheame channel t@hoice sw.detection Anetognition o face,

function IVSAmtucturing video.
5.12.2.1.1 Configuring face detection parameters

Alarms are generated based on the configured parameters.

Procedure
Step 1: SelectMain menu>IA>Parameters>Face detection(Main Menu > Al > Parameter >
Face Detection).
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Figure 5-142 Face detection

Channel

Enable Rule Setting

Schedule Setting
Alarm-out Port Setting Post-Alarm 10
Send Email ] Al.. Setting
[~] Record Channel Setting COrC 10
PTZ Linkage Setting
Tour Setting
[v] Log
None

Siren

Default

Step 2: In the listChannel(Channel), select a channel on which to configure the face detection
function, and then enable it.
Step 3: SelectAl via camera(Al by Camera) orAl via device(Al by Device) as a type of
artificial intelligence.
@ Al via camera:This option only works for certain Al cameras. The camera will do
all the AI analysis and provide the results to the DVR.
@ Al via Device:The camera only takes care of transmitting the normal video stream to
the DVR, while the DVR takes care of the analysis via AL
Step 4: Click onSettings(Settings) next to the drawing areasRule(Rule) to filter the
destination.
You can configure two targets for the filter (maximum size and minimum size). If the target is
smaller than the minimum size or larger than the maximum size, no alarm occurs. The
maximum size must be larger than the minimum size.
Step 5: Configure scheduling and connection parameters.

Table 5-50 Description of scheduling and connection parameters

Parameter Description

Planning Define the detection activation period.

Click onSettings(Settings) to configure the parameters.

@® General Alarm: Enable general alarm and select the
alarm output port.

@ External alarm: Connect the alarm panel to the device and then

Alarm output port ) )
activate it.

@ Wireless Siren: Connect the wireless gateway to the device and
then activate it.

When an alarm event occurs, the system connects the
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Parameter Description
peripheral alarm devices connected to the selected
output port.
Defines the delay time for the device to turn off the alarm
after the external alarm is cancelled. The selectable time
Post-alarm

range is from 0 to 300 seconds. Entering the value 0 will
mean no delay.

Show message

Select the checkboxShow Messages(Show Message) to
enable the appearance of alarm messages on the user's
local host computer.

Alarm Report

Select the checkboxAlarm Report(Report Alarm), then click
Settings(Setting) next toAlarm reportReport Alarm) to
selectPrivate protocol (Private Protocol) orHTTPIn the
Protocol type(Protocol Type).

You can make the system upload the alarm signal to the
network (including alarm center) when alarm events occur.

@ This feature is only available on some models.

® 1Iiis necessary to configure the corresponding parameters in the

alarm control panel.

Send email

Select the checkboxSend email(Send Email) to have the
system send an email notification in case of alarm events.

[ 1]

To use this feature, make sure the email function is turned on
voice enabledMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

Record channel

Select the channels you want to record. The selected
channels start recording when an alarm event occurs.

el

The intelligent event recording function and automatic
recording function must be enabled.

PTZ connection

Click onSettings(Setting) to display the PTZ page.
[L]

To use this function, you need to configure PTZ
operations.

Post registration

Defines the delay time for the device to turn off recording
after the alarm is cleared. The value ranges from 10 to 300
seconds.

Tour

Select the checkboxTourto enable a tour of the
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Parameter Description

selected channels.

@® To use this feature, you need to configure your tour
settings.

@® When the tour ends, the live view screen returns to the
previous view layout.

Select the checkboxImage storage (Picture Storage)
to take a snapshot of the selected channel.

M

Image storage To use this feature, make sure the snapshot

function is enabled forIntelinMain menu>
ARCHIVING>Planning>Snapshot(Main Menu > STORAGE
> Schedule > Snapshot).

Select the checkbox to enable this function. When an alarm
event occurs, the video output port will show the settings
configured inMain menu>TOUR> Extra screen(Main Menu
> DISPLAY > Tour > Extra Screen).

Video matrix =
@ This feature is only available on some models.

@ To use this feature you need to enable the
additional screen.

Select this checkbox to enable the device to

Acoustic signal beep.

Select this checkbox to have the device record local

Log alarm information.
Select this option to enable audio transmission in response
Alarm tone .
to a face detection event.
. Select this checkbox to enable the camera alarm light
Alarm light
alarm.
Siren Select this checkbox to enable the camera audio alarm.

Smart lighting Select this checkbox to enable intelligent camera lighting.

Step 6: Click onApply(Apply) to complete the setup.
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5.12.2.1.2 Search and playback of detected faces
You can search for detected faces and play them back.

Procedure
Step 1: SelectMain menu>IA>AI Research>Face detection(Main Menu > Al > Al Search >
Face Detection).

Figure 5-143 Face detection
Channel 1
Start Time 2020 -03-02 00:00:00
End Time 2020 -03-03 00:00:00

Gender All

Age All

All

Beard All

Mouth Mask All

All

Smart Search

Step 2: Select the channel, enter the start time and end time, then set the gender, age and
whether you wear glasses, a beard and a mask.

Step 3: Click onSmart Search(Smart Search). The results

will be displayed.
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Face Detection

Backup

emale

mal

Ageoung

’ Gender.Female

Face:Normal

Glasses:No

AgeYoung
Gender:
F: ormal

GlassesiYes

AgeYoung

Gender:Female

Figure 5-144 Search results

Lock Add Tag

liddle-aged
Gend: male
Face:Surprised

Glasses:

Gender:Female
Face:Normal

| Glasses:No

AgeYoung
Gend:
Face:Confused

Glasses:Yes

AgeYoung
Gender:Male
Face:Normal

Glasses:No

Step 4: Select the face to reproduce.

Face Detection

Backup

emale

mal

Ageoung
’ Gender.Female
Face:Normal

Glasses:No

AgeYoung
Gender:
F: ormal

GlassesiYes

AgeYoung

Gender:Female

Age:Teenager
Gender.Female
Face:Confused

Glasse

AgeYou
Gender.Female
Face:Laugh

GlassesYes

Ageoung
Gender:Male
Face:Normal

Glas:

Figure 5-145 Recorded information

Lock Add Tag

liddle-aged
Gend: male
Face:Surprised

Glasses:

Gender:Female
Face:Normal

| Glasses:No

AgeYoung
Gend:
Face:Confused

Glasses:Yes

AgeYoung
Gender:Male
Face:Normal

Glasses:No

Age:Teenager
Gender.Female
Face:Confused

Glasse

AgeYou
Gender.Female
Face:Laugh

GlassesYes

Ageoung
Gender:Male
Face:Normal

Glas:

-

AgeYoung
Gender:Female
Face:Disgusting

Glasses:No

17

Age:Youn
Gender:Female

Face:Normal

== Glas:

! Gender:Female

Face:Normal

GlassesiYes

)45

AgeYoung
Gender:Female
Face:Smile

Glas:

AgeYoung
Gender:Female
Face:Disgusting

Glasses:No

17

Age:Youn
Gender:Female

Face:Normal

== Glas:

! Gender:Female

Face:Normal

GlassesiYes

)45

AgeYoung
Gender:Female
Face:Smile

Glas:
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Step 5: Click on detected [l to start playing snapshots containing faces
and registered.

(L]

Do double click onthe Page fromtne reproduction FOrpass swenereproduction tescreen
entire Atitat inminiature.

You can also perform the following operations on the recorded files.

@ To export the database file (.csv) to the external storage device, select
the files, clickExport(Export), then select the save path.

@ To backup recorded files to external storage device, select the files, clickBackup,
select the save path and file type, then clickStart(Start).

Figure 5-146 Backup

File Backup

Device Name  sdbl(USB USB) 14.92 GB/14.93 GB(Free/Total)
Path XVR/2018-10-23/ Browse
/] Video Picture File Type DAV

1 vCha.. Type StartTime End Time Size(KB)
1 J 2 R 2018-10-231 25 2018-10-23 1- 14 4890

@® To lock files and make them impossible to overwrite, select the files, then click
Block(Lock).

@ To add a tag to the file, select the files and then clickAdd tags(Add Tag).

5.12.2.2 Face recognition

Face recognition is available in AI preview mode and smart search.

@ AI Preview Mode: Allows you to compare the detected faces with the face database and

view the results.

@ Smart Search: Allows you to search for faces by attributes or portraits.
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[1]
@ If Yeslect ronthrough device,  .wawe Apdssible use a alone function

at the same time Fortheame channel t@hoice sw.detection Anetognition o face,
function IVSAstucturing video.

@ Before Ofenable «..function Ofrecognition o face Fora channel, Andcessary enable The
detection e face.

5.12.2.2.1 Creating a face database

You need to create a face database to compare the detected faces with the faces in the
database. The device supports creating up to 20 databases and registering 100,000 faces.

Procedure
Step 1: SelectMain menu>IA>Database>Face database setup(Main Menu > Al >
Database > Face Database Config).
Step 2: InType(Type), you can selectLocal(Local) orRemote(Remote).
@ Local:Allows you to view existing face databases or add one to the DVR.
@® Remote:If you have a camera with face recognition function, you can select it to view
existing face databases or add one to the camera._Step 3: Click onAdd(Add).

Figure 5-147 Adding a face database
Add

Name

Step 4: Enter the name of the face database and clickOK.

Related Operations
@® rormeto edit Th@mnd the database, click on E

@® To view database details and add new faces to the database, click

@ Select the database and then clickModeling(Modeling). The system will extract the
attributes of face images from the database for future comparison.

@ Click onUpdate(Refresh) to update the database.

@ Click onIt matters(Import) orExport(Export) to import/export the database.

@ To delete the database, select it and clickDelete(Delete).
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Figure 5-148 Database configuration
£ Al ® & B ® & & 0O B O

rch

Type Local Modeling Refresh

i= Parameters
Name Registe... Failed No. Error No. Status Modify Details
& Da test 15 1 0 Disarm

> Face Database..

Import Export

5.12.2.2.2 Adding Face Images

You can add face images to existing databases one by one or in batches, or add from
detected faces.

[1]
Foradd thBnages o faces @  acthe time OliNseries, ANdcessary acquire thEmages omane
device  Ofarchiving  USB.m..Size of the image musto be inferior t@256Kwitha

resolution included sw.200% 200ABE00x 5000.

Adding a face image

1. SelectMain menu>IA>Database>Face database setup(Main Menu > Al > Database > Face
Database Config).

2. Click on the dﬁase you want to configure.
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Figure 5-149 Details

Details

Name Gender All 1D No Modeli... |All Reset Search

RegisterID  Batchre... Modeling Delete

3. Click onRegister ID(Register ID).

Figure 5-150 Register ID

Register ID

Name

ID Type

IDNo

country

Cancel

4, Click on to add a face image.
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Figure 5-151 Navigation

sdb1(USB USB)
14.93GB
14.92 GB

Size Type Delete
Folde i

5. Select a face image and enter the registration information.

Figure 5-152 ID Registration
Register ID

Name margie
i_-|_~‘|'il|!‘\ [v‘i.-'\l-—' F'.~||:.||.~
Birthday 1996 03 07

TTYUI

Passport

111111111111111555555

United States

Add More Cancel

6. Click onOK.

The system confirms that registration was successful.
7. On the pageDetails(Details), click onNear(Search).

The system confirms that the modeling was successful.
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|— --—-l

If hecomes displayed a system Thatdicates That..modeling  Aittourse, wait some
moment Andeore DO Ofnew dick onNear (Search). If «.modeling  NOtsucceeds, the image
orne face registered Not...oto be used  ForThecognition «ue face.

Figure 5-153 Details

Details

Name Gender All 1D No Modeli... Reset Search

RegisterID = Batchre.. = Modeling Delete
g

"11 111111111111,

Modeling Successful #' Modeling Successful &'

Adding Face Images in Series
1. Name the face image.

Figure 5-51 ID Registration

Name format Description

Name Enter your name.

Type Enter 1 or 2. 1 stands for male and 2 stands for female.

Date of birth Enter numbers in yyyy-mm-dd format.

village Enter the country abbreviation. For example: CN for China.

1 represents the identity card; 2 represents the passport; 3

Document type
yp represents the password in use by an officer.

N.ID Enter the document number.

Address Enter the address.

2. On the pageDetails(Details), click onSerial Recording(Batch Registration).
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Figure 5-154 Batch recording

Batch register

Select file, max. select 500 each ...

Cancel

3. Click onSelect Files, select up to 500 files at a time(Select file, max select 500 each time)
or onSelect a folder(Select a Folder) to import face images.
4. Click onOKto complete the serial registration.

Adding detected faces

1. Right-click on the real-time view screen and select Real-time mode>AI Mode(Live
Mode > AI Mode).

Figure 5-155 Real-time display in AI mode

AgeYoung
Gender:Male
Face:Normal
Glasses:No

"'""””W%

10:25:.04

Age:Young
Gender:Female
Face:Normal
Glasses:No

10:24:50

AgeYoung
Gender:Female
Face:Normal
Glasses:No

10:24:.06

¥
BYow

10:21:59

99%

t E Type:Tripwire
b

Alarm Object:...

2. Double-click the detected face snapshot to add.
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Figure 5-156 Playback

Age:Young

T IO HoY Gender:Female
Face:Normal
Glasses:No

A

07:56:43

Add to Human ...

3. Click onAdd to Face Database(Add to Human Face Database).

Figure 5-157 ID Registration

Age:Young
To TG H:0% . Gender:Female
Face:Normal
Glasses:No

R
: G
Register ID =

07:56:43

. toHuman ...
Country

ID No

Face LibraryN... Registered No. Failure peopl...

1 5175

Error people ...
4 (

Cancel

4. Select the face database and enter the document information.
5. Click onOKto complete the registration.
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5.12.2.2.3 Configuring Face Recognition

You can compare the detected faces with those in the database to judge whether the

detected face is in the database. The comparison result will be displayed on the AI mode
real-time display screen and smart search page, and will link the alarms.

Procedure

Step 1: SelectMain menu>IA>Parameters>Face recognition(Main Menu > Al > Parameter
> Face Recognition).

Figure 5-158 Face recognition

Channel

Enable

Setting
Setting
Stranger Alarm

0 Enable

Similarity Modify Parameters Delete

Default

Back

Step 2: In the listChannel(Channel), select a channel on which to configure the face
recognition function and then enable it.

Step 3: Set thePlanning(Schedule). For details, please refer to “5.11.4.1.2 Setting the
Motion Detection Period”.

Step 4: Set upTarget Face Database(Target Face Database).
1) Click onSettings(Settings).
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Figure 5-159 Face database

Face Database

0 Register No. Failed No. Error No.

Cancel

2) Select one or more face databases.
3) Click onOK.
The selected face database is listed.

Figure 5-160 Selected Face Database

Channel

Enable

Setting
Setting

Name Similarity Modify Parameters

P 80
p U

1 80

Step 5: Configure the added face database.
@ To change the analogy, click . The IBliver the number, the easier it will be to
trigger the alarm link.
@® To delete the face database, click . i |
@ To set the alarm link, click .

@ Once you have finished setting up, click onOK.
Step 6: (Optional) Enable theUnknown mode(Stranger Mode).
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1) Enable Unknown mode ( -) . If the detected faces do not belong to the

database, the system marks the face as "Unknown".
2) To set the alarm link, clickSettings(Settings).
3) Once you have finished setting up, click onOK.
Step 7: Click onApply(Apply) to complete the setup.
Once the face recognition function is enabled, right-click on the live view screen
and selectReal-time mode> AI Mode(Live Mode > Al Mode).

@ If the detected face is contained in the enabled face database, the analogy
result is displayed.

@ If the detected faces do not belong to the database, the face is marked as
"Unknown".

Figure 5-161 Result of the analogy

Age:Young
Gender:Male
Face:Normal
Glasses:No

10:25:04

AgeYoung
Gender:Female
Face:Normal
Glasses:No

10:24:50

Age:Young
Gender:Female
Face:Normal
Glasses:No

10:24:06

nic

r

99%
10:21:59

Type:Tripwire

Alarm Object

5.12.2.2.4 Intelligent search for face recognition

You can compare the detected faces with the face database and play them back.
@ Search by Attributes: Search the face database based on facial attributes.
@ Search by Image: Search the face database based on uploaded face images.

Search by attributes

1. SelectMain menu>IA>AI Research>Face recognition>Search by attributes (Main Menu
> Al > Al Search > Face Recognition > Search by Attributes).
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Figure 5-162 Search by attributes

Search BYALLHSS Search by Picture

Channel 1
Period Today
2024 -10-08 00:00:00 2024 -10-08 23:59:59
All
All
All
All
All
All
Name
Similarity 80

Smart Search

2. Select the channel and set parameters such as start time, end time, gender, age,
glasses, beard, mask, expression, name and likeness as needed.
3. Click onSmart Search(Smart Search).

Figure 5-163 Smart Search

Face Recognition

Backup Lock | |AddTag | Delete | SortbyTime &

| 2051 5m |15m| 1h

Attribute

Y9v%

4-10-22 17:45:10 / 4-10-22 17:45:10 Human De

Redirect

4. Click on the image you want to play.
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Figure 5-164 Recorded information

Face Recognition

All Backup Lock Add Tag = Delete

1
Iil H |
- =
99%

A2 2024-10-22 17:45:11 )24-10-22 17:45:11

i

99% 99%

1

A22024-10-22 17:45:11

99% _ 99%
A2 2024-10-22 17:45:01 A2 2024-10-22 17:45:01

Redirect

5. Click to playlhe recorded video.
[1]

Do double ciick onthe Page fomtne reproduction FOrpass  swesereproduction tacreen entire And

that inminiature.

You can also perform the following operations on the recorded files.

@ To export the database file (.csv) to the external storage device, select the files, click
Export(Export), then select the save path.

@ To backup recorded files to external storage device, select the files, clickBackup, select
the save path and file type, then click Start(Start).
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Figure 5-165 Backup
File Backup

Device Name | sdbl(USB USB)
Path XVR/2018-10-23/ Browse

Picture File Type DAV

v Cha... Type StartTime End Time Size(KB)

R 2018-10-231 25 2018-10-23 38:44 4890

ce Needed)

@ To lock files and make them impossible to overwrite, select the files, then click Block(
Lock).
@ To add a tag to the file, select the files and then clickAdd tags(Add Tag).

@ To reorder the search results by time or similarity, click H next to
Order by time(Sort by Time) orSort by analogy(Sort by Similarity).

Search by image

1. SelectMain menu>IA>AI Research>Face recognition>Search by image (Main Menu >
Al > Al Search > Face Recognition > Search by Picture).
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Figure 5-166 Search by image

ch by Attri... |Search by Picture

Face Database Local Upload : Remove | 0/0

Channel

Start Time 2020-03-01 00:00:00

End Time 2020-03-02 00:00:00

Similarity 80 % (50%~10

Smart Search

2. Upload face images fromFace database(Face Database) or fromLocal upload (Local
Upload).

|— --—-l

AN@sible load  wwmaximum 30Images acte time andpdssible look for «amaximum
8Images atthe time.
@ Face database

a. Click Face Database.
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Figure 5-167 Face database

Face Database

Name Gender All Crede... Search

Name:nic
Gender:Male
. IDNo.
n

b. Set the search parameters by selecting the face database and gender, then entering the
name and document number as needed.
c. Click onNear(Search) to display results that meet the requirement.

|----—-|

Do dick ONReset (Reset) Forcancel th&ameters Ofesearch.
d. Select the image and click onOK.

Figure 5-168 Image loaded

Search by Picture

Face Database Local Upload 3 Remove | 0/0

Channel

't Time 2020-03-01 00:00:00

End Time 2020-03-02 00:00:00

80

Smart Search
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@ Local upload
Connect the USB storage device (with face images) to your device, then clickLocal

upload(Local Upload). Then select the image from the USB storage device and clickOK.

The selected face images are loaded.
3. After loading face images, continue to configure other parameters (channel, start time,

end time and analogy).
4. Click onSmart Search(Smart Search). The
search results are displayed.

Figure 5-169 Search results

Face Recognition

All Add Mark Lock Backup

Face Properties

5. Select the face image to play.
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Figure 5-170 Playback

Face Recognition

All Backup Lock Add Tag

Search Res

6. Click to playlEhe recorded video.
[1]

Do double ciick onthe Page fomtne reproduction FOrpass  swesereproduction tacreen entire And
that inminiature.

You can also perform the following operations on the recorded files.

@ To add a tag to the file, select the files and then clickAdd tags(Add Tag).

@ To lock files and make them impossible to overwrite, select the files, then click Block(
Lock).

@ To backup recorded files to external storage device, select the files, clickBackup, select
the save path and file type, then click Start(Start).
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Figure 5-171 Backup
File Backup

Device Name  sdbl(USB USB) 14.92 GB/14.93 GB(Free/Total)
Path XVR/2018-10-23/ Browse

7 Video Picture File Type DAV

1 vCha.. Type StartTime End Time Size(KB)

1 J 2 R 2018-10-231 25 2018-10-23 1:

5.12.2.3 IVS Function

The IVS function processes and analyzes images to extract key information to match pre-set
rules. When detected behaviors match the rules, the system triggers alarms.

[1]

If Yeglect omthrough device,  wwme Apdssible use a alone function

at the same time Fortheame channel t@hoice swedetection Anetognition o face,
function IVS Astucturing video.

5.12.2.3.1 IVS Parameter Configuration

Alarms are generated based on the configured parameters.

Procedure

Step 1: SelectMain menu>IA>Parameters>IVS(Main Menu > IA > Parameter > IVS).
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Figure 5-172 1VS

Channel 1 Al by Device

0 Enable Name Trigger Delete

Default Back

Step 2: In the listChannel(Channel), select the channel for which you want to configure
the IVS function. Step 3: InType(Type), you can select between Al by Camera and Al by
Device.
@ AI via camera:This option only works for certain Al cameras. The camera will
do all the AI analysis and provide the results to the DVR.
@ Al via Device:The camera only takes care of transmitting the normal video

stream to the DVR, while the DVR takes care of the analysis via Al
Step 4: Click onAdd(Add).

Figure 5-173 Adding Rule
Channel 1 Type Al by Device

1 Enable Name Type Draw Parameters Delete
1, Rulel Tripwire 2 <

Step 5: Configures the parameters for the selected rule. For more details on configuring
the line crossing or intrusion rule, see "5.12.2.3.2 Configuring Line Crossing Rules" and
"5.12.2.3.3 Configuring Intrusion Rules".

Step 6: Select the rule's checkbox to enable it.
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Step 7: Click onApply(Apply) to complete the setup.

5.12.2.3.2 Configuring line crossing rules

Preliminary information

When the target object crosses the line in the defined direction, the system triggers alarms.
@ You can configure the crossing line as a straight line or a broken line.
@ Support one-way detection or two-way line crossing.

@ Supports multiple crossing lines in the same scenario to meet complexity
needs.

@ Supports size filter for target.

Procedure

Step 1: In the added rule line, in the listType(Type), selectCrossing the line(Tripwire).

Figure 5-174 Line crossing

Channel 1 Type Al by Device

1 Enable Name Type Draw Parameters Delete
1, Rulel Tripwire 2

Step 2: Draw a crossing line.

1) In the listChannel(Channel), select the channel for which to configure rules.
2)Clickon.

The monitoring screen appears to configure line crossing rules.
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Full Screen

T

3) Click on B to draw the minimum or maximum size to filter the target.
The system triggers an alarm only when the size of the detected target is between
the maximum and minimum size.

4) Configure the parameters.

Table 5-52 Line crossing parameters

Parameter Description
Name Enter the name of the custom ruler.
Set the line crossing direction. You can select from A to B(A to B)
Direction (from left to right),from B to A(B to A) (from right to left) andBoth
(Both).

Configure the detection sensitivity.

Sensitivity The higher the value, the easier it will be to trigger an alarm, but at the same
time the false alarm rate will be higher.

Target filter Click on - then select the actual target. For option
default are selectedPerson(Human) andMotor vehicle (Motor
Actual target Vehicle). The system automatically identifies the person and motor

vehicle that appear within the monitoring range.

5) Using the mouse, draw a crossing line. The crossing line can be a straight line, a
broken line, or a polygon.
6) Click onOKto save the settings.
Step 3: To set the actions to be activated, click on B
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Figure 5-176 Activation
Trigger
Setting

n-out Port Setting Post-Alarm 10

Send Email eport Al... | Setting

~] Record Channel Setting Yost-Recore 10

PTZ Linkage Setting

Tour Setting

| Smart Illumination

Step 4: Configure activation parameters.

Table 5-53 Description of scheduling and connection parameters

Parameter Description

Planning Define the detection activation period.

Click onSettings(Settings) to configure the parameters.
@® General Alarm: Enable general alarm and select the
alarm output port.

@ External alarm: Connect the alarm panel to the device and then

activate it.
Alarm output port

@ Wireless Siren: Connect the wireless gateway to the device and
then activate it.
When an alarm event occurs, the system connects the

peripheral alarm devices connected to the selected
output port.

Defines the delay time for the device to turn off the alarm
after the external alarm is cancelled. The selectable time
range is from 0 to 300 seconds. Entering the value 0 will
mean no delay.

Post-alarm

Select the checkboxShow Messages(Show Message) to
Show message enable the appearance of alarm messages on the user's
local host computer.

Select the checkboxAlarm Report(Report Alarm), then click
Settings(Setting) next toAlarm reportReport Alarm) to
selectPrivate protocol (Private Protocol) orHTTPIn the
Protocol type(Protocol Type).

You can make the system upload the alarm signal to the
Alarm Report network (including alarm center) when alarm events occur.

[1]
@ This feature is only available on some models.

® 1Itis necessary to configure the corresponding parameters in the

alarm control panel.
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Parameter Description

Select the checkboxSend email(Send Email) to have the
system send an email notification in case of alarm events.

Send email To use this feature, make sure the email function is turned on

voice enabledMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

Select the channels you want to record. The selected
channels start recording when an alarm event occurs.

[L]
The intelligent event recording function and automatic
recording function must be enabled.

Record channel

Click onSettings(Setting) to display the PTZ page.
[L]

PTZ connection To use this function, you need to configure PTZ
operations.

Defines the delay time for the device to turn off recording
Post registration after the alarm is cleared. The value ranges from 10 to 300
seconds.

Select the checkboxTourto enable a tour of selected
channels.

@ To use this feature, you need to configure your tour
settings.

Tour

® When the tour ends, the live view screen returns to the
previous view layout.

Select the checkboxImage storage (Picture Storage)
to take a snapshot of the selected channel.

[L]

Image storage To use this feature, make sure the snapshot

function is enabled forIntelinMain menu>
ARCHIVING>Planning>Snapshot(Main Menu > STORAGE
> Schedule > Snapshot).

Video matrix Select the checkbox to en.able this function. When an
alarm event occurs, the video output port
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Parameter

Description

Shows the settings configured inMain menu>TOUR> Extra
screen(Main Menu > DISPLAY > Tour > Extra Screen).

@ This feature is only available on some models.

@ To use this feature you need to enable the
additional screen.

Acoustic signal

Select this checkbox to enable the device to

beep.
Lo Select this checkbox to have the device record local
9 alarm information.
Select this option to enable audio transmission in response
Alarm tone .
to a face detection event.
. Select this checkbox to enable the camera alarm light
Alarm light
alarm.
Siren Select this checkbox to enable the camera audio alarm.

Smart lighting

Select this checkbox to enable intelligent camera lighting.

Step 5: Click onOKto save the settings.

Step 6: Select the checkboxAbility(Enable) and click onApply(Apply). The line crossing
detection function is active. When the target object crosses the line in the defined
direction, the system triggers alarms.

5.12.2.3.3 Configuring Intrusion Rules

Preliminary information

When the target enters and exits the defined detection area, or when it appears in the defined

area, the system triggers alarms.

@ You can define the shape and number of intrusion areas.

@ Supports behavior detection of targets entering and exiting intrusion areas.

@ Supports detecting moving target behaviors in intrusion areas. The number of areas
and duration can be configured.

@ Supports size filter for target.

Procedure

Step 1: In the added rule line, in the listType(Type), selectIntrusion (Intrusion).
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Figure 5-177 Intrusion

Channel 2 Al by Device

1 Enable Name Type Parameters Delete

1 Rulel Intrusion

Step 2: Draw an area.
1) In the listChannel(Channel), select the channel for which to configure rules.
2)Clickon. H

Figure 5-178 Intrusion rule

FullScreen

Both

v| Human

| Motor Vehicle

.37_; L RS
3) Configure the settings for the drawing definition rules parameters.

Table 5-54 Intrusion parameters

Parameter Description
Name Enter the name of the custom ruler.
Sensitivity Configure the detection sensitivity.
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Parameter Description

The higher the value, the easier it will be to trigger an alarm, but

at the same time the false alarm rate will be higher.
Action Set the intrusion action, including the appearance and

crossing area.

N Set the intrusion direction. You can selectEntrance (Enter),

Direction

Exit(Exit) andBoth(Both).

Target filter

Actual target

Click on , then select the actual target. For option
default are selectedPerson(Human) andMotor vehicle (Motor
Vehicle). The system automatically identifies the person and motor
vehicle that appear within the monitoring range.

4) Use the mouse to draw an area.
5) Click onOKto save the settings.
Step 3: To set the actions to be activated, click on

Step 4: Select the checkboxAbility(Enable) and click onAppIy(AppIy) The intrusion
detection function is active. When the target enters and exits the area, or appears in the

defined area, the system will trigger alarms.

5.12.2.3.4 Intelligent search for IVS function

You can search for smart events and play them.

Procedure

Step 1: SelectMain menu>IA>AI Research>IVS(Main Menu > Al > Al Search > IVS).

Figure 5-179 IVS

Channel
Start Time
End Time

Event Type

Effective Target

2020 -03-02 00:00:00
2020 -03-03 00:00:00

All

Motor Vehicle

Human

Smart Search

Step 2: In the listChannel(Channel), select the channel where to search for events,

then set other parameters such as start time, end time, event type and alarm subject._

Step 3: Click onSmart Search(Smart Search). Results that meet your search criteria are

displayed.
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Figure 5-180 Search results

Backup Lock Add Tag

Type:Tripwire ﬁ Type:Tripwire
Alarm Objec... w Alarm Objec...

2018-10-2410:10:59

Search Results:2

Step 4: Click on the image to play.

Figure 5-181 Playback

Backup Lock Add Tag
Type:Tripwire ﬁ Type:Tripwire
Alarm Objec - Alarm Objec

0-2410:10:59

Alarm Object:Person

Search Results:2

Step 5: Click on @ to play the recorded video.

Do double click onthe PAQ€ fromtne reproduction FOrpass ewemereproduction tacreen
entire Atltht inminiature.

You can also perform the following operations on the recorded files.
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@ To backup recorded files to external storage device, select the files, clickBackup,
select the save path and file type, then clickStart(Start).

Figure 5-182 Backup

File Backup

Device Name  sdbl(USB USB) 14.92 GB/14.93 GB(Free/Total)
Path XVR/2018-10-23/ Browse
Picture File Type DAV

. Type StartTime End Time Size(KB)
R 2018-10-2312:38:25 2018-10-2312:38:44 4890

@® To lock files and make them impossible to overwrite, select the files, then click
Block(Lock).
@ To add a tag to the file, select the files and then clickAdd tags(Add Tag).

5.12.2.4 Video structuring

The device can detect and extract key features of the human body and non-motor vehicles in
the video, and then build a structured database. It is possible to search for targets with
certain features.

5.12.2.4.1 Configuring Video Structuring

Procedure
Step 1: SelectMain menu>IA>Parameters>Video structuring(Main Menu > IA > Parameter >
Video Structuring).

Figure 5-183 Video structuring

Channel |1 Al by Device
Human Detection Face Detect

Non-motorVehicle ...

Step 2: In the listChannel(Channel), select a channel on which to configure the video
structuring function, and then enable it.
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Step 3: InType(Type), you can select between Al by camera and Al by Device.

@ Al via camera:This option only works for certain Al cameras. The camera will
do all the AI analysis and provide the results to the DVR.

@ Al via Device:The camera only takes care of transmitting the normal video
stream to the DVR, while the DVR takes care of the analysis via Al

Step 4: You can select betweenPerson detection(Human Detection),Face detection(
Face Detect) andNon-motor vehicle(Non-motor vehicle).

@ Presence detection:By selecting this option, the device will analyze all the
characteristics of the human body present in the video, including upper part, upper
color, lower part, lower color, gender, age and the presence of hats, bags and
umbrella. It is possible to search for the target with these specific characteristics.

@ Face Detection:First, you need to selectPerson detection (Human Detection),
then select this option. By selecting this option, if a human face appears in the
video, then the face recognition function will be activated in the human body
detection results and some additional facial features will be indicated, including
the expression and whether the person is wearing glasses, a mask, and a beard.
You can search for the target with these specific features.

@ Non-motor vehicle:By selecting this option, then the device will analyze all the characteristics
of the non-motor vehicle, including type, color of the vehicle, number of people on board and
the presence of a helmet. It is possible to search for the target with these specific

characteristics.

Step 5: Click onApply(Apply).

5.12.2.4.2 Smart Search for Video Structuring

You can search for the desired target that has certain characteristics of the body or non-
motor vehicle.

Person detection

1. SelectMain menu>IA>AI Research>Person detection(Main Menu > Al > Al Search >
Human Body Detection).
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Figure 5-184 Person detection

Channel
Start Time
End Time

Top

1

2019 -05-13

2019 -05-13

All

00 :00 :00

23:59:59

All

Bottom All

Bottom Color All

Hat All

Bag All

Gender All

All

Umbrella All

Smart Se...

2. Select the channel and time, then select one or more features.
3. Click onSmart Search(Smart Search).
@ If you select onlyPerson detection(Human Detection) and is not selectedFace detection(
Face Detect) inMain menu>TO THE>Parameters>Video structuring(Main Menu > Al >
Parameters > Video Structuring), only human body features will be displayed in the results.

@ If you selectPerson detection(Human Detection) andFace detection(Face Detect) in Main
menu>TO THE>Parameters>Video structuring(Main Menu > Al > Parameters > Video
Structuring), and there is a face in the video, the facial features will also be displayed in the
results.

4. By selecting one or more results you can:

@ Click onExport(Export) to export them to the USB device.

@ Click onBackupto backup to DVR.

@ Click onLock(Lock) so that it cannot be overwritten or deleted.

@ Click onAdd Tags(Add Tag) to assign a name if necessary.

Non-motor vehicle detection:

1. SelectMain menu>IA>AI Research>Non-motor vehicle detection(Main Menu > Al
> Al Search > Non-motor Vehicle Detection).
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Figure 5-185 Non-motor vehicle detection

Channel

e 2019 -05-13

00:00:00

End Time 2018 -05-13 | 23:59:59
All
All
All

Helmet All

Smart Se...

2. Select the channel and time, then select one or more features.
3. Click onSmart Search(Smart Search).

Figure 5-186 Search results
NON-MOTORVEHICLE DETECTION

All | Export | Backup Lock  Add Mark

Vehicle Color:Blue
Type:Two-wheel...
; People Number:1

r
= HelmetYes

Vehicle Color:White
Type:Two-wheel.
= People Number1

"= HelmetYes

Vehicle Color:Blue
4: Type:Two-wheel..
People Number:1

Helmet:Yes

2019-05-15

Vehicle ColorBlue
Type:Two-wheel.

People Number:1

= Helmetyes

e

Vehicle ColorWhite
- Type:Two-wheel...
= People Number1l

~ Helmet:Yes

Vehicle Color:Blue
i‘,‘ Type:Two-wheel.
People Number:1

Helmet:Yes

Vehicle Color:Blue

. TypeTwo-wheel..

Peaple Number:1

r
s HelmetYes

Vehicle ColorWhite
Type:Two-wheel.
= People Number:1

~ Helmet:Yes

Vehicle Color:Blue
4: Type:Two-wheel..

People Number:1

Helmet\Yes

2019-05-15 20:19:28

Vehicle Color:Blue
Type:Two-wheel...

People Number:l

= Helmetyes

Vehicle Color:White
Type:Two-wheel...
> People Number:1

= HelmetYes

Vehicle Color:Blue
i‘f Type:Two-wheel...

People Number:1

HelmetYes

4. By selecting one or more results you can:

@ Click onExport(Export) to export them to the USB device.

@ Click onBackupto backup to DVR.
@ Click onLock(Lock) so that it cannot be overwritten or deleted.

Vehicle Color:Blue

] Type:Two-wheel..
; People Number:1

« HelmetYes

14

Vehicle Color:White
Type:Two-wheel.

People Number:1

~ Helmet:Ves

Vehicle Color:Blue
ype:Two-wheel...
People Number:1

Helmet.Yes

11

Vehicle Color:Blue
Type:Two-wheel.
People Number:1

Helmet:Yes
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@ Click onAdd Tags(Add Tag) to assign a name if necessary.

5.12.2.5 Quick Pick

The device is able to quickly identify targets, whether they are people or vehicles.

5.12.2.5.1 Quick Pick Configuration

Procedure

Step 1: SelectMain menu>IA>Parameters>Quick Pick(Main Menu > Al >
Parameter > Quick Pick).

Figure 5-187 Quick Pick

Channel

Enable H_

Step 2: From the drop-down list, select theChannel(Channel) where to configure the Quick Pick function and

then enable it.

Step 3: Click onApply(Apply).

5.12.2.5.2 Smart Search for Quick Pick

You can upload images from external devices and quickly search for people and vehicles to
playback.

Procedure
Step 1: SelectMain menu>IA>AI Research>Quick Pick(Main Menu > Al > AI Search >
Quick Pick).
Step 2: Click onLocal upload(Local Upload) to upload local images that contain the
target you want to search for.
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[1]
@® I am supported onmaximum 20Images.
@ Select thBmages Notnecessary AB@ cick ONRemove (Remove) FOreiminate them.

Figure 5-188 Local upload

Local Upload | Remove | 0/0

Channel

Period Today

2024-05-15 00:00:00 2024-05-15 23:59:59

Search

Step 3: SelectChannel(Channel),Period(Period),Start time(Start Time) andEnd time (End
Time) from the drop-down list. Step 4: Click onNear(Search).

Step 5: From the drop-down list, selectDevice Name(Device Name) and then the images in
the list.

Figure 5-189 Navigating through images locally

Browse

Device Name sdb1(USB USB) Refresh Format
Total Space 57.73GB

Free Space 51.87 GB

JXVR/2024-4-20/

Delete

New Folder

Step 6: Click onOK.
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Figure 5-190 Search results

Quick Pick Favorites

Channel @ All ! Si + 80% Sort by Sort by

Step 7: Select the result to check and click on u to play the recorded video

on the right side.
@® Double-click the video page to switch between full-screen and windowed
playback.

Figure 5-191 Playing the recorded video

Quick Pick

Quick Pick Favorites

Ch.. |Al

208) 5m {15m| 1h

All | Backup Search Results:3
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Table 5-55 Main menu description

Description

—

()
Ho

=

Click on m to pause the video.

Click on n to stop the video.

Click on "l-‘,:_ to select whether to display the guideline
intelligent.

l"@'l-
| L |

. P .
Click on to quickly select the target.

Select to view playback

in the corresponding time interval.

Drag your mouse over the search results and click to m

add the result to yourFavorites((Favorites).

@ Click onBackupto backup recorded videos to favorites.

5.12.3 For Lite Al series

The AI module enables SMD (Smart Motion Detection) and IVS (Intelligent Video System)
functions. These functions take effect after configuration and activation. Deep learning is

used and precise alarms can be created. Only one of the two options can be enabled at a

time on the same channel.

@ SMD: The device is able to detect and classify people and vehicles in the image.

@ 1VS: IVS process and analyze images of people and vehicles to extract key information to

match preset rules. When detected behaviors match the rules, the system triggers alarms.

IVS can avoid false alarms by filtering factors such as rain, light, and animals.

@ Face Detection: The device can analyze faces captured by the camera and link the

configured alarms. This function is only available for XVR5X-I and XVR7X-I series.

@ Face Recognition: The device can compare the captured faces with the face database

and link the configured alarms. This function is only available for XVR7X-I series.
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1]
Onsomemodels, th&nctions SMD, detection

to be activate at the same time.

5.12.3.1 SMD

o«e face, recognition

orme face AIMB Notthey can

The device is able to detect and classify people and vehicles in the image.

5.12.3.1.1 Configuring SMD parameters

Procedure

Step 1: SelectMain menu>IA>Parameters>SMD(Main Menu > IA > Parameters > SMD).

Figure 5-192 SMD

Channel

Medium

Human

Setting
Setting
Send Email
Setting
Setting

Setting

~| Motor Vehicle

Anti-Dither
Post-Alarm

Report Alarm

10

Setting

Alarm Tone
v] Warning Light ] Siren | alarm Smart Illumination

SMD linkage configuration synchr figuration

alarm

Default

Step 2: In the listChannel(Channel), select a channel on which to configure the face detection
function, and then enable it.

Step 3: Set the sensitivity for intelligent motion detection, then select a person, a motor
vehicle, or both as the actual target.

Step 4: Configure the anti-dithering period.

Anti-dithering period means the period from the end of motion detection to the end of
alarm linkage action.

Step 5: Configure other parameters.

Table 5-56 Description of scheduling and connection parameters

Parameter Description

Planning Define the detection activation period.

Alarm output port Click onSettings(Settings) to configure the parameters.
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Parameter

Description

@® General Alarm: Enable general alarm and select the
alarm output port.
@ External alarm: Connect the alarm panel to the device and then

activate it.

@ Wireless Siren: Connect the wireless gateway to the device and
then activate it.

When an alarm event occurs, the system connects the
peripheral alarm devices connected to the selected
output port.

Post-alarm

Defines the delay time for the device to turn off the alarm
after the external alarm is cancelled. The selectable time
range is from 0 to 300 seconds. Entering the value 0 will
mean no delay.

Show message

Select the checkboxShow Messages(Show Message) to
enable the appearance of alarm messages on the user's
local host computer.

Alarm Report

Select the checkboxAlarm Report(Report Alarm), then click
Settings(Setting) next toAlarm reportReport Alarm) to
selectPrivate protocol (Private Protocol) orHTTPIn the
Protocol type(Protocol Type).

You can make the system upload the alarm signal to the
network (including alarm center) when alarm events occur.

[L]
@ This feature is only available on some models.

® 1Itis necessary to configure the corresponding parameters in the

alarm control panel.

Send email

Select the checkboxSend email(Send Email) to have the
system send an email notification in case of alarm events.

[1]

To use this feature, make sure the email function is turned on
voice enabledMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

Record channel

Select the channels you want to record. The selected
channels start recording when an alarm event occurs.

el

The intelligent event recording function and automatic
recording function must be enabled.

PTZ connection

Click onSettings(Setting) to display the PTZ page.
[1]
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Parameter

Description

To use this function, you need to configure PTZ
operations.

Post registration

Defines the delay time for the device to turn off recording
after the alarm is cleared. The value ranges from 10 to 300
seconds.

Tour

Select the checkboxTourto enable a tour of selected
channels.

@ To use this feature, you need to configure your tour

settings.

® When the tour ends, the live view screen returns to the

previous view layout.

Image storage

Select the checkboxImage storage (Picture Storage)
to take a snapshot of the selected channel.

L]

To use this feature, make sure the snapshot

function is enabled forIntelinMain menu>
ARCHIVING>Planning>Snapshot(Main Menu > STORAGE
> Schedule > Snapshot).

Video matrix

Select the checkbox to enable this function. When an alarm
event occurs, the video output port will show the settings
configured inMain menu>TOUR> Extra screen(Main Menu
> DISPLAY > Tour > Extra Screen).

[1]
@ This feature is only available on some models.
@ To use this feature you need to enable the

additional screen.

Acoustic signal

Select this checkbox to enable the device to
beep.

Select this checkbox to have the device record local

L . :
°9 alarm information.
Select this option to enable audio transmission in response
Alarm tone .
to a face detection event.
. Select this checkbox to enable the camera alarm light
Alarm light
alarm.
Siren Select this checkbox to enable the camera audio alarm.

Smart lighting

Select this checkbox to enable lighting.
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Parameter Description

smart camera.

Step 6: Click onApply(Apply) to complete the setup.

5.12.3.1.2 Searching for SMD reports

You can search your detection history by channel, object type, and time.

Procedure

Step 1: SelectMain menu>IA>AI Research>SMD(Main Menu > AI > Al Search > SMD).

Figure 5-193 SMD

Channel All Type All

Start Time 2020 -03-02 00:00:00 End Time

2020 -03-03 00:00:00

Search

Step 2: Select the channel, enter the start time and end time, then select the desired
object type.

Step 3: Click onNear(Search). The
results will be displayed.

5.12.3.2 Configuring the IVS function

The IVS function processes and analyzes images to extract key information to match pre-set
rules. When detected behaviors match the rules, the system triggers alarms.

5.12.3.2.1 IVS Parameter Configuration

Alarms are generated based on the configured parameters.

Procedure

Step 1: SelectMain menu>IA>Parameters>IVS(Main Menu > IA > Parameter > IVS). Enabling

AI mode will improve the detection accuracy, but will reduce the video stream capacity that
the DVR can process.
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Figure 5-194 IVS

Channel 1

0 Enable Name Draw Parameters Delete

Step 2: In the listChannel(Channel), select the channel for which you want to configure the IVS
function._Step 3: Click onAdd(Add).

Step 4: Configure the parameters for the selected rule. For more details on configuring
the line crossing or intrusion rule, see "5.12.2.3.2 Configuring Line Crossing Rules" and
"5.12.2.3.3 Configuring Intrusion Rules".

Step 5: Select the rule's checkbox to enable it. Step 6: Click on
Apply(Apply) to complete the setup.

5.12.3.2.2 Intelligent search for IVS function
You can search for smart events and play them.

Procedure
Step 1: SelectMain menu>IA>AI Research>IVS(Main Menu > Al > Al Search > IVS).
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Figure 5-1951VS

Channel

Start Time 2020 -03-02  00:00:00

End Time 2020 -03-03 | 00:00:00

Event Type All
Effective Target Human Motor Vehicle

Smart Search

Step 2: In the listChannel(Channel), select the channel where to search for events,
then set other parameters such as start time, end time, event type and alarm subject._

Step 3: Click onSmart Search(Smart Search). Results that meet your search criteria are
displayed.

Figure 5-196 Search results

Backup Lock Add Tag
Type:Tripwire ﬁ Type:Tripwire
Alarm Objec... & A | AlarmObiec.

2018-10-24 10:05:31 2018-10-2410:10:59

Search Results:2

Step 4: Click on the image to play.
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Figure 5-197 Playback

Backup Lock Add Tag

Type:Tripwire q' Type:Tripwire
Alarm Objec.. ! y Alarm Objec...

2018-10-2410:10:59

Search Results:2

Step 5: Click on @ to play the recorded video.
[ 1]

Do double ciick onthe PAg€ fromthe reproduction FOrpass  ewemereproduction tescreen
entire Atltht inminiature.

You can also perform the following operations on the recorded files.

@ To backup recorded files to external storage device, select the files, clickBackup,
select the save path and file type, then clickStart(Start).

Figure 5-198 Backup

File Backup

Device Name  sdbl(USB USB) 14.92 GB/14.93 GB(Free/Total)
XVR/2018-10-23/ Browse
Picture FileType DAV

. Type StartTime End Time Size(KB)
R 018-1( PLE: 4

@® To lock files and make them impossible to overwrite, select the files, then click
Block(Lock).

248



@hua
TecHNoLOGY User Manual

@ To add a tag to the file, select the files and then clickAdd tags(Add Tag).

5.12.3.3 Face Detection (XVR5X-I and XVR7X-I series only)

Some series of devices can analyze the images captured by the camera to detect whether
there are faces. You can search and filter the recorded videos by faces and play them back.
For details, please refer to “5.12.2.1 Face Detection”.

[ 11

If Yelect wonthrough device,  awawme Apdssible use a  alone function

at the same time Fortheame channel tahoice =w.detection Anetognition «w face And
function IVS.

5.12.3.4 Face Recognition (XVR7X-I series only)

Face recognition is available in Al preview mode and smart search. For details, see “5.12.2.2
Face recognition”.

5.12.3.5 Quick Pick

5.12.3.5.1 Quick Pick Configuration

Procedure
Step 1: SelectMain menu>IA>Parameters>Quick Pick(Main Menu > Al >
Parameter > Quick Pick).

Figure 5-199 Quick Pick

Channel 1

Enable !

Step 2: From the drop-down list, select theChannel(Channel) where to configure the Quick Pick function and
then enable it.

Step 3: Click onApply(Apply).
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5.12.3.5.2 Smart Search for Quick Pick

You can upload images from external devices and quickly search for people and vehicles to
playback.

Procedure

Step 1: SelectMain menu>IA>AI Research>Quick Pick(Main Menu > AI > Al Search >
Quick Pick).

Step 2: Click onLocal upload(Local Upload) to upload local images that contain the
target you want to search for.

® [ am supported wwmaximum 20Images.

@ Select thEmages Notnecessary AD@ cick ONnRemove (Remove) FOreiminate them.

Figure 5-200 Local upload

Local Upload | Remove 0/0

Period Today

2024-05-15 00:00:00 2024-05-15 23:59:59

Search

Step 3: SelectChannel(Channel),Period(Period),Start time(Start Time) andEnd time (End
Time) from the drop-down list. Step 4: Click onNear(Search).

Step 5: From the drop-down list, selectDevice Name(Device Name) and then the images in
the list.
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Figure 5-201 Navigating through images locally

Browse

sdb1(USB USB) Refresh
57.73GB

51.87 GB

/XVR/2024-4-20/

Type Delete
Folder
File

File

New Folder

Step 6: Click onOK.

Figure 5-202 Search results

Quick Pick Favorites

Channel = All

Step 7: Select the result to check and click on u to play the recorded video
on the right side.

@® Double-click the video page to switch between full-screen and windowed
playback.
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Figure 5-203 Playing the recorded video

Quick Pick

Quick Pick Favorites

Ch

2088 5m (15m)| 1h

All | Backup Search Results:3

Table 5-57 Main menu description

Icon Description

Click on m to pause the video.

Click on "l-;:, to select whether to display the guideline

n Click on n to stop the video.

intelligent.

[ . [ .
(S} Click on to quickly select the target.

Select to view playback

in the corresponding time interval.

E Drag the mouse over the search results and click E For
add result toFavorites((Favorites).
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Icon Description

@ Click onBackupto backup recorded videos to favorites.

5.12.4 IVS Mode Configuration

In some models it is possible to switch between the general mode and the advanced mode of
the IVS function inMain menu>IA>Parameters>IVS(Main Menu > Al > Parameters > IVS.
Advanced mode provides higher detection accuracy than General mode, but supports fewer
channels for IVS function. Function may vary by model.

Figure 5-204 IVS Mode

General mode supports more channels, and advanced mode offers higher accuracy levels.
Channel 1

1 Enable Name Type Trigger Delete
B Intrusion ; 2

5.12.5 Configuring Smart Scheduling

Preliminary information
There are two ways a channel can enable Al features.
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@ General Mode: You can enable only one Al function for the designated channel during different
periods of each day of the week.

@ Schedule Mode: You can enable multiple Al functions for the designated channel during
different periods of each day of the week.

@ This section introduces how to enable scheduling mode.

Figure 5-205 Planning mode

General Mode Schedule Mode

Channel 1l

14 16 18 20 22

Default Copy to
Procedure
Step 1: SelectMain menu>IA>Parameters>Al Mode(Main Menu > Al > Parameter >
Al Mode).
Step 2: SelectPlanning mode(Schedule Mode).

Theonfigurations from e functions Ofintelligence artificial inthe mode tayeneral Amdhe
mode tdfplanning [ amindependent. Thehanges carried out ina mode td\ot
influence onthe configurations of the other Mode to
Step 3: Select a channel and click on Step 4: .
Define the periods of the AI functions.
@ Defining the time slot for dragging.
1. Select the Al function checkbox.
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Figure 5-206 Al function

2. 0On the timeline, drag the bar to define a time slot.
You can set up to 6 periods for each day of the week. For each period, you
can enable an Al function.

@ Defining the time slot for modification.

1cick. |3

Figure 5-207 Period

Period

Cancel

2. Configure the time range for each period, then select the AI function to
enable during each period.
[1]
AN@Ssible select All  (All) Forapply theettings  tQese tHAYS fromtne

week  or select days specific.
3. Click onOK.

Step 5: Click onApply(Apply).
5.13 IoT Function

5.13.1 Configuring Sensor Settings

External sensors can be connected wirelessly via the USB gateway device or by connecting to
a camera gateway. After connection, alarm events can be triggered via external sensors.
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5.13.1.1 Connecting the sensor via the device

[ L]
mee function ABgpported Alone mmedevice  witlyateway USB.
Procedure

Step 1: SelectMain menu>IoT>Management>Sensor Association(Main Menu > IoT >
Management > Sensor Pairing).

Figure 5-208 Sensor association

Sensor Pairing lemperature/Hu...

cess Type All

Modify Delete  Status Access Point

Step 2: In the listType of access(Access Type), selectUSB Gateway(USB Gateway). Step 3:
Click onAdd(Add).
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Figure 5-209 Adding USB Gateway

USB Gate

Pair

USB Gateway—1

Name

Step 4: Click onAssociate(Pair).

Figure 5-210 Association

USB Gateway
Pair
Access Point USB Gateway-1

Serial No. 3J01837AAZ00008

Name USB-Panic Button-1

Panic Button

Alarm In

Step 5: Click onBackwards(Back) to exit the association page.
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(L]
Do dick onn Formodify  Tlh@mes« sensor AB@ cick on H Foreliminate the

information w«. SENSOr.

Figure 5-211 Sensor association

SensorPairng ™ Temperature/H... Wire tor

Access Type Camera Gateway Channel All

Modify  Delete Status Access Type Access Point

L USB Gateway usB-1

5.13.1.2 Connecting the sensor via camera with gateway
[1]
mee function Asgbported Alone froan camera  withyateway USB.

Procedure
Step 1: SelectMain menu>IoT>Management>Sensor Association(Main Menu > IoT >
Management > Sensor Pairing).
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Figure 5-212 Sensor association

Sensor Pairing lemperature,/Hu...

5s Typ All

Delete Status

Step 2: In the listType of access(Access Type), selectGateway Camera(Camera Gateway).

Step 3: In the listChannels(Channel), select the channel connected to the camera._
Step 4: Click onAdd(Add).

Figure 5-213 Adding Camera Gateway

ess Ty Camer

Add Mode Pair

Step 5: Click onAssociate(Pair).
The device starts pairing the sensor.
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Figure 5-214 Association

Camera Gateway

Add Mode Pair

Chn6-Air

3J01837AAZ00008

Chn6-Panic Button-1

Panic Button

Alarm In

Step 6: Click onBackwards(Back) to exit the association page.
@® To change the sensor name, click . n

@® To delete the device, click . n

Figure 5-215 Sensor association

SensorPairing | Temperature/H... Wir etector Wi

ype Camera Gateway Channel

Modify  Delete Status Access Type Access Point Type

& Camera Gat.. Chn2-Airfly Panic Button
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5.13.1.3 Alarm Connection Configuration

Procedure

Step 1: SelectMain menu>IoT>Management>Wireless detection(Main Menu > IoT >
Management > Wireless Detector).

Figure 5-216 Wireless detector

Sensor Pairing Temperature/Hu... [\¥ireless Detector

ss Type | All

0 FEnable Setting Status

Step 2: In the listType of access(Access Type), selectUSB Gateway(USB Gateway). Camera
Gateway(Camera Gateway) orAll(All).

L]

When TypeOfaccess (Access type) AGdteway camera (Room Gateways), And

possible select channel (Channel) Forfilter thetate o« detector wireless present.
Step 3: Click on m

Figure 5-217 Settings
Setting
Camera Gateway Chn2-Airfly

Panic Button Chn2-Panic Button-1

Setting RPikZ Setting
Setting Latch 10
10 Sec. Anti-Dither 5
rd CH

Snapshot

None

Setting

Default

Step 4: Configure alarm link settings.
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Table 5-58 Alarm link settings

Parameter Description

Name Enter the name of the custom alarm.

Click onSettings(Settings) to configure the parameters.

Planning Define the period for motion detection activation. For details,
see “5.11.4.1.2 Setting the Motion Detection Period".

Click onSettings(Setting) to display the PTZ page.

PTZ connection Enable PTZ linkage actions, such as selecting the preset to be
recalled when an alarm event occurs.

Click onSettings(Settings) to configure the parameters.

@® Local Alarm: Enables alarm triggering via alarm devices
connected to the selected output port.

Alarm output port @ Alarm Extension: Enables alarm triggering via the
connected external alarm device.

@ Wireless Siren: Enables alarm triggering via devices
connected through USB gateway or camera gateway.

Defines the delay time for the device to turn off the alarm after
Post-alarm the external alarm is cleared. The value is between 0 and 300
seconds, while the default value is 10.

Defines the delay time for the device to turn off recording after
Post registration the alarm is cleared. The value ranges from 10 to 300 seconds,
while the default value is 10.

Configure the time period from the end of event detection to

Anti-dithering the end of alarm

Select the channels you want to record. The selected
channels start recording when an alarm event occurs.

[1]

The functions of recording in case of IoT alarms and that of

Record channel automatic recording must be enabled. For details,

See sections “5.1.4.9 Configuring Recorded Video Storage
Schedule” and “5.10.1 Enabling Recording Control”.

Select the checkboxSnapshot(Snapshot) to take a snapshot of
the selected channel.

To use this feature, selectMain menu>

Snapshots CAMERA>Coding>Snapshot(Main Menu > CAMERA >
Encode > Snapshot), then in the listType(Type) select Event
(Event).

Tour Select the checkboxTourto enable a tour of selected channels.
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Parameter

Description

Alarm tone

Select this option to enable audio/voice messaging transmission
in response to a motion detection event.

Other settings

@® Show message: Select the checkboxShow Messages(Show
Message) to enable the display of messages on the user's
local host computer.

@ Beep: Select this checkbox to enable the device to
beep.

@® Video Matrix: Select the checkbox to enable this function.
When an alarm event occurs, the extra screen will show the
settings configured in the itemMain menu> DISPLAY>Tour(
Main Menu > DISPLAY > Tour).

1

This feature is only available on some models.

@ Send Email: Enable the system to send an email notification
when alarm events occur.

[

To use this feature, make sure the email function is turned on
voice enabledMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

@® Log: Select this checkbox to have the device log local alarm
information.

@ Extrascreen: Select the checkbox to enable this function.
When an alarm event occurs, the extra screen shows the
settings configured in the itemMain menu>DISPLAY>Tour>
Secondary screen(Main Menu > DISPLAY > Tour > Sub
Screen).

@ This feature is only available on some models.
@® To use this feature, the extra screen must be enabled.

Step 5: Click onOKto save the settings.
Step 6: On the pageWireless detector(Wireless Detector), clickApply(Apply) to complete

the settings.

5.13.2 Configuring the Temperature and Humidity Camera

You can view, search and export temperature and humidity data detected by the camera

equipped with dedicated sensors and configure alarm event settings.

To use this feature, make sure at least one camera with temperature and humidity sensor

is connected to your device.
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5.13.2.1 Enabling the detection function

You need to enable IoT function for the first time when you enter this page.

Procedure

Step 1: In the main menu, selectloT>Management>Temperature/Humidity(loT >
Management > Temperature/Humidity).

Figure 5-218 Temperature/Humidity

Sensor Pairing Temperature/Hu...

0] Enable Setting

Access Point Name

Show “F(Fahrenheit Degree)

Step 2: Select the checkboxAbility(Enable) to activate the IoT function.

Figure 5-219 Enabling

Pairing | Temperature/H- V

0 Enable Setting Access Point
. =

Access Point Nam

Chn 6 re Chn6-Temperature

Show °F(Fahrenheit Degree)

The device starts to detect temperature and humidity data from the camera and displays
it on the pageReal-time viewing(Real-time Display). Step 3: (Optional) Set the
temperature display mode. SelectingShow °F (degrees Fahrenheit)(Show °F (Fahrenheit

Degree)), the temperature will be displayed in Fahrenheit degrees in the tabReal-time
viewing(Real-time Display).
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5.13.2.2 Displaying temperature and humidity data

After enabling the IoT function, you can view the temperature and humidity data on the page
Real-time viewing(Real-time Display).

In the boxUpdate interval(Refresh Interval), select the interval at which the

data is refreshed. For example, you can select5 sec.

You can also view the temperature and humidity data in graphical form by selecting the
checkboxView graph(Display Chart).

Figure 5-220 Graph

Refresh Interval

Display Chart £ s Point "ype Access Point Name Current Value

“ [

Temperature Chart  Humidity Chart

Q)

Do dick ONRemove (Remove) Foreliminate th&a.

5.13.2.3 Exporting Temperature and Humidity Data

You can export temperature and humidity data in .bomp format. The example in this section is
based on exporting humidity data.

Procedure

Step 1: Prepare a USB device and connect it to your device.
Step 2: On the pageReal-time viewing(Realtime Display), click on the tab Humidity(
Humidity).
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Figure 5-221 Humidity

Refresh Interval 20 sec.

Display Chart Access Point Type Access Point Name

CurrentVe
Chn 6 Humidity Chné-Humidity-1 30%RH

] 1
Temperature Chart | Humidity Chart

(%RH) Chn6-Humidity-1
100

80

Remove

Step 3: Click onLock(Lock) to lock the data. The
export button is enabled.

Step 4: Click onExport(Export). The system starts exporting data. Step
5: Click onOK.

The data is then located on the USB device.

5.13.2.4 Alarm Connection Configuration

You can configure alarm linkage settings for temperature and humidity data.

5.13.2.4.1 Configuring the alarm connection for temperature data

Procedure

Step 1: On the main page, selectloT>Management>Temperature/Humidity(IoT >
Management > Temperature/Humidity).
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Figure 5-222 Temperature/Humidity

Sensor Pairing Temperature/Hu...

Enable Setting Aci Point 'ype Point Name

Show “F(Fahrenheit Degree)

Step 2: On the line with the temperature information, click on m

Figure 5-223 Settings

Setting

Access Point
Detect F C me Chn6-Temperature-1

Event Type High

Period Setting PTZ Setting
Alarm Out Setting atch 10

Post Record 10 sec. Anti-Dither 5

Snapshot

Tour

Prompts None

More Setting Setting

Default

Step 3: Configure alarm link settings.

Table 5-59 Alarm link settings description

Parameter Description
Access point Indicates the channel to which the camera is connected.
Type The default option isTemperature(Temperatures).

Position name of

. Set the name of the detection location.
detection

Select the channel to preview to enable monitoring of the access
Channel Preview point channel. This channel can be the access point channel or any
other channel as needed.
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Parameter Description

Event type Select the event type asHigh(High) orBass(Low) and set the upper
and lower temperature limit respectively. For example, selecting the
event type asHigh(High) and setting the upper limit to28, the alarm
is activated when the temperature reaches 28 °C.

Upper limit

Ability Enable the alarm function.

Click onSettings(Settings) to configure the parameters.

Planning Define the period for motion detection activation. For details,
see “5.11.4.1.2 Setting the Motion Detection Period".

Click onSettings(Setting) to display the PTZ page.

PTZ connection Enable PTZ linkage actions, such as selecting the preset to be
recalled when an alarm event occurs.

Click onSettings(Settings) to configure the parameters.

@® Local Alarm: Enables alarm triggering via alarm devices
connected to the selected output port.

Alarm output port | @ Alarm Extension: Enables alarm triggering via the connected
external alarm device.

@ Wireless Siren: Enables alarm triggering via devices
connected through USB gateway or camera gateway.

Defines the delay time for the device to turn off the alarm after the
Post-alarm external alarm is cleared. The value is between 0 and 300 seconds,
while the default value is 10.

Defines the delay time for the device to turn off recording after the
Post registration alarm is cleared. The value is between 10 and
300 seconds, while the default is 10.

Configure the time period from the end of event detection to the

Anti-dithering end of alarm

Select the channels you want to record. The selected channels start
recording when an alarm event occurs.

[L]
IoT alarm recording and automatic recording functions must be
enabled. For details, see the sections”

5.1.4.9 Configuring Recorded Video Storage Schedule" and "5.10.1
Enabling Recording Control".

Record channel

Select the checkboxSnapshot(Snapshot) to take a snapshot of
the selected channel.

el

Snapshots To use this feature, selectMain menu>
CAMERA>Coding>Snapshot(Main Menu > CAMERA >
Encode > Snapshot), then in the listType(Type) select Event
(Event).
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Parameter Description
Tour Select the checkboxTourto enable a tour of selected channels.
Select this option to enable audio/voice messaging transmission
Alarm tone

in response to a motion detection event.

Other settings

@® Show message: Select the checkboxShow Messages(
ShowMessage) to enable the display of messages on the
user's local host computer.

@ Beep: Select this checkbox to enable the device to beep.

@® Video Matrix: Select the checkbox to enable this function.
When an alarm event occurs, the extra screen will show the
settings configured in the itemMain menu> DISPLAY>Tour(
Main Menu > DISPLAY > Tour).

1

This feature is only available on some models.

@ Send Email: Enable the system to send an email notification when
alarm events occur.

[

To use this feature, make sure the email function is turned on
voice enabledMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

@® Log: Select this checkbox to have the device log local alarm
information.

@ Extra screen: Select the checkbox to enable this function. When
an alarm event occurs, the extra screen shows the settings
configured in the itemMain menu> DISPLAY>Tour>
Secondary screen(Main Menu > DISPLAY > Tour > Sub Screen).

el

@ This feature is only available on some models.
@® To use this feature, the extra screen must be enabled.

Step 4: Click onSave(Hello) to save the settings.

5.13.2.4.2 Configuring alarm settings for humidity data

You can configure the alarm event by setting the humidity data.

Procedure

Step 1: On the main page, selectloT>Management>Temperature/Humidity(IoT >

Management > Temperature/Humidity).
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Figure 5-224 Temperature/Humidity

or Pairing [TFemperature/H

0 Enable Setting Access Point Access Point Nan

Step 2: On the line with the humidity information, click on m

Figure 5-225 Settings

Setting

Chn6-Humidity-1 re hannel 6

Event Type High Humidity Upper Limit 60 %RH Enable

Period Setting PTZ Setting
Alarm Out Setting Latch 10

10 sec. Anti-Dither 5

"\[\C—;‘l'}fl-ﬂ
Tour

Voice Prompts None

More Setting Setting

Default

Step 3: Configure the settings of the following parameters.

Table 5-60 Alarm Settings

Parameter Description
Access point Indicates the channel to which the camera is connected.
Type The default option isHumidity(Humidity).

Position name of

. Set the name of the detection location.
detection

Select the channel to preview to enable monitoring of the
access point channel. This channel can be the access point

Channel Preview
channel or any other channel as needed.

Event type Select the event type asHigh humidity((high humidity)
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Parameter Description

orLow humidity(Low Humidity) and set the upper and lower
humidity limit respectively. For example, selecting the event type

Upper limit asHigh humidity(High Humidity) and setting the upper limit to
60, the alarm is activated when the humidity reaches 60 relative
humidity.

Ability Enable the alarm function.

Click onSettings(Settings) to configure the parameters.

Planning Define the period for motion detection activation. For details,
see “5.11.4.1.2 Setting the Motion Detection Period".

Click onSettings(Setting) to display the PTZ page.

PTZ connection Enable PTZ linkage actions, such as selecting the preset to be
recalled when an alarm event occurs.

Click onSettings(Settings) to configure the parameters.

@ Local Alarm: Enables alarm triggering via alarm devices
connected to the selected output port.

@ Alarm Extension: Enables alarm triggering via the

Alarm output port .
putp connected external alarm device.

@ \Wireless Siren: Enables alarm triggering via devices
connected through USB gateway or camera
gateway.

Defines the delay time for the device to turn off the alarm
Post-alarm after the external alarm is cleared. The value is between 0
and 300 seconds, while the default value is 10.

Defines the delay time for the device to turn off recording
Post registration after the alarm is cleared. The value ranges from 10 to 300
seconds, while the default value is 10.

Configure the time period from the end of event

Antiditheri _
nti-dithering detection to the end of alarm.

Select the channels you want to record. The selected
channels start recording when an alarm event occurs.

[1]

The functions of recording in case of IoT alarms and that of

Record channel automatic recording must be enabled. For details, see
sections” 5.1.4.9 Configuring the

"Scheduling Recorded Video Storage" and "5.10.1 Enabling
Recording Control".

Select the checkboxSnapshot(Snapshot) to take a
snapshot of the selected channel.

[L]

To use this feature, selectMain menu>
CAMERA>Coding>Snapshot(Main Menu > CAMERA >
Encode > Snapshot), then in the listType(Type) select

Snapshots
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Parameter Description
Event(Event).
Tour Select the checkboxTourto enable a tour of selected
channels.
Select this option to enable audio/voice messaging
Alarm tone transmission in response to a motion detection event.

Other settings

Show message: Select the checkboxShow Messages(
ShowMessage) to enable the display of messages on

the user's local host computer.

Beep: Select this checkbox to enable the device to

beep.

Video Matrix: Select the checkbox to enable this
function. When an alarm event occurs, the extra screen
will show the settings configured in the item Main menu
>DISPLAY>Tour(Main Menu > DISPLAY > Tour).

1

This feature is only available on some models.

Send Email: Enable the system to send an email notification
when alarm events occur.

[

To use this feature, make sure that the email function is
enabled in the itemMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

Log: Select this checkbox to have the device log local
alarm information.

Step 4: Click onSave(Hello) to save the settings.

5.13.2.5 IoT Information Search

Prerequisites

To back up your data, you need to prepare a USB device and connect it to your device.

Procedure

Step 1: On the main page, selectloT>IoT Research(IoT > IOT Search).
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Figure 5-226 IoT Search

Display Type
All Status All
2019-12-06 00:00:00 End Time 00:00:00

Search

Point Name Curr

Export

Step 2: Configure parameter settings.

Table 5-61 IoT Search Parameters

Parameter Description
Access point Indicates the channel to which the camera is connected.
Type of In the listDisplay type(Display Type), selectList (List) orGraph(
visualization Diagram).
Tvoe Select the type of information you want to search for. You can select from
yp Humidity(Humidity) orTemperature(Temperatures).
Select the status of the information to search.
State This feature is available by selecting the optionList(List) in
the listDisplay type(Display Type).
Start date
Enter the start time and end time for the information you want to search for.
End date

Step 3: Click onNear(Search).

The system starts the search based on the parameters you set. When the search is complete, the results are

displayed.
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[1]
Do dick onGo tgGoto)Forpass froan page orme results to e other.
Figure 5-227 List

1 ype List

Humidity Status All

Start Time 2019-12-11 00:00:00 End Time 2020-01-10 00:00:00

Search

Access Point Type Access Point Name

Chn 1 Humidity Chn1-Humidity-1

ype Diagram
Humidity
Start Time 2019-12-11 00:00:00 End Time 2020-01-10 00:00:00

Search

Chn1-Humidity-1

Step 4: Click onExport(Export). The system starts exporting data. Step
5: Click onOK.
The data is then located on the USB device.
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5.13.3 Wireless Siren Setup

You can connect the wireless siren to the device so that when an alarm event occurs on the

device, the wireless siren will generate an alarm.

Procedure
Step 1: SelectMain menu>IoT>Management>Wireless siren(Main Menu > IoT >
Management > Wireless Siren).

Figure 5-229 Wireless siren

Sensor Pairing Temperature/Hu...  Wireless Detector Wireless Siren

Manual

Step 2: Configure wireless alarm output settings.

Table 5-62 Wireless alarm output parameters

Parameter Description

@ Automatic:Automatically trigger alarm if the alarm output

USB Gateway, function for wireless siren is enabled for specific events.
Gateway of the . . .
Y @ Manual:Activate the alarm immediately.
camera
@ Off:Does not activate the alarm.
Click onOKto deactivate all wireless siren alarm output states.
Alarm stop

Step 3: Click onApply(Apply) to save the settings.

5.14 POS

You can connect the device to the POS (Point of Sale) and receive information from it. This
function applies to scenarios such as supermarket POS. When the connection is established,
the device can access the POS information and display the overlay text in the channel window.
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(1]

mere reproduction womte information POSin the reproduction local Andrisualization fromthe
information POSinthe screen  Ofvisualization intime real they support Alone weemode tdo
channel single Andnode tddour  channeis. mee Visualization fomme Screen  Ofmonitoring And
reproduction o« Webthey support «.mode tanultichannel.

5.14.1 Searching Transaction Records

Preliminary information
[1]

Thgstem supports weresearch FOrapproximation.

Procedure
Step 1: SelectMain menu>POS>POS Search(Main Menu > POS > POS Search).

Figure 5-230 POS Search
POS Info
Channel All

Start Time 2020-01 -04 00 :00 :00

End Time 2020-01-05 00 :00 :00

0 Transaction Time Channel

Step 2: In the boxPOS Search(POS Search), enter information such as the transaction
number on the receipt, the amount, or the product name.

Step 3: In the boxesStart time(Start Time) andEnd time(End Time), enter the time period
to search and the POS transaction information.

Step 4: Click onNear(Search).

The results of the searched transactions are displayed in the table.
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5.14.2 Configuring POS settings

Procedure
Step 1: SelectMain menu>POS>POS Settings(Main Menu > POS > POS Setting).

Figure 5-231 POS Settings

’OS Name Va .

Record Channel e
Privacy o]
General

Connection Mode
Character Encode Unicode(UTEF-8)
Overlay Mode Page

k Timeout 100

v Time 120
Font Size Medium
Font Color UU ..
POS Info B

Step 2: Configure POS parameter settings.

Table 5-63 POS Parameters

Parameter Description

In the listPOS Name(POS Name), select the POS device you
want to configure. To change the POS name,

click on.
POS Name [I—:—QJ

POS name supports 21 Chinese characters or 63 alphabetic

characters.

Ability Activate the POS function.

Select the channels you want to record. The selected
channels start recording when an alarm occurs.

The POS alarm recording and automatic recording

Record channel functions must be enabled. For details, see sections
“5.1.4.9 Configuring the

"Scheduling Recorded Video Storage" and "5.10.1 Enabling
Recording Control".

Privacy Access the privacy content.

The default option isPOSDifferent devices use

Pr I .
otoco different protocols.

Connection Mode In the listConnection type(Connect Type), select the
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Parameter Description

connection protocol type. Click on the IP E#&3 to access
Address page.

In the Source IP box, enter the IP address (the POS connected
to the device) that sends the messages.

Character encoding Select a character encoding mode.

In the listOverlay Mode(Overlay Mode), selectPage(

Page) orROLL(Scrolling).

@® If you selectPage(Page), when there are 16 lines of
information the page is turned.

@® If you selectROLL(Scrolling), when there are 16 lines of
information the page scrolls up. The first line to
disappear is the top one.

!

Overlay Mode

When the local preview mode is split into 4 parts, the
overlay information is replaced when there are 8 lines.

If the network is not working properly and cannot be
restored after the entered timeout limit, the POS information
will not be displayed normally. When the network is restored,
the latest POS information will be displayed.

Network timeout

Enter the duration for displaying POS information. For
Overlay duration example: Enter 5, the POS information will disappear
from the screen after 5 seconds.

In the Font Size list, selectSmall (Small),Medium(Medium)
Font size orGreat(Large) to select the text size of the POS information

In the color bar, click to select the color for the POS

Font color information text.

By enabling the POS Information function, the POS
POS Information information is displayed on the real-time view screen.

No configuration is required. The system switches to a new
line 1 second after no data is received.

If you enter a line delimiter, the system switches to a new
line when the overlay information identifies the line
delimiter (hexadecimal).

For example, if the line delimiter is F and the overlay

information is 123F6789, the local preview and web
overlay information are displayed as:

Line break

123
6789

Step 3: Click onApply(Apply).
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5.15 Configuring backup settings

5.15.1 USB Device Operations

When you insert a USB storage device into the USB port of the device, it is detected and the
page appears.Backup Device Found(Backup Device Found), which provides a link to
perform backup and update operations.

Figure 5-232 Backup device

Name:

File Backup

Update

5.15.2 File Backup

You can backup your recorded videos and snapshots.

Procedure
Step 1: SelectMain menu> ((Main Menu)Backup.
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Figure 5-233 Backup
) BACKUP A ®

> Backup

0.00 KB/0.00 KB(Free/Total)

Type All Main Stream
R ele] Today
2024 -10-08 00:00 : - 2024 -10-08 23:59:59
File Format DAV Search Remove

15 . Channel Type Start Time Size(KB) Play
1 Al R 2024 8 00:00:00 202 8101:00:00 25600

R
R
R
R
R
R
R
R
R
R
R

356.18 MB(Needed Space) Backup

Step 2: Configure backup parameter settings.

Table 5-64 Backup parameters

Parameter Description

In the listDevice Name(Device Name), select the channel to which

Device name '
you want to back up your files.

Click onFormat(Format).
@ If the capacity of the external storage device is less than
2TB, you can select the formatting type fromFAT32 orNTFS

Formatting
@ If the capacity of the external storage device is equal to or
greater than 2TB, you can only select the formatting type
NTFS.
Path Click onBrowse(Browse). Select the path where to search for files.

In the listRecording channel(Record Channel), select the channel

Record channel .
to search for files.

Type In the listType(Type), select the type of file to search.
Remove masking When you backup face masked videos, the mosaic on the face
Privacy will be removed automatically.
Start date
Enter the start time and end time of the files you want to search for.

End date

. In the listFile format(File Format), select the file format to
File format

search amongDAVAndMP4.

Step 3: Click onNear(Search) to search for files that match the configured settings. The
results are shown in the table.
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Step 4: Select the files to backup.
Step 5: Click onBackupto backup the selected files to the configured path.

Do dick ONRemove (Remove) Foreliminate aeyoe th&SUILS from the research.
The system will display a backup progress bar. When the backup is complete, a
message will be displayed.

Figure 5-234 Navigation

Browse

Device Name sdb1(USB USB) Refresh
Total Space 28.91 GB

Free Space 27.70 GB

Address

Type Delete

File
File
File
File
File
File
File
; ) File
B HCVR_chl_main_2 File

New Folder

Step 6: Click onOK.
5.16 Network Management

5.16.1 Configuring network settings

You can ensure network operation between your device and other devices by configuring
network settings.

5.16.1.1 Configuring TCP/IP Settings

SelectMain menu>NET>TCP/IP(Main Menu > NETWORK > TCP/IP), then configure the
settings for the device such as IP address and DNS according to your network environment.
For details, see “5.1.4.4 Configuring Network Settings”.
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5.16.1.2 Configuring TCP/IP Settings

You can configure the maximum number of accesses allowed to the device from the client,

such as the web interface, platform, and mobile client, and configure the settings for each port.

Procedure

Step 1: SelectMain menu>NET>Brings(Main Menu > NETWORK > Port).

@ NETWORK

TCP/IP

UPnP

SNMI

Multica

Figure 5-235 Port Configuration

Max Connection

UDP Port

HTTP Port

RTSP Port

Step 2: Configure connection parameter settings.

Table 5-65 Connection parameters

Parameter

Description

Maximum connections

Maximum number of logins allowed for clients accessing the device
at the same time, for example from the web, platform and mobile
phone.

Select a value between 1 and 128. The default value is 128.

The default value is 37777. You can enter a value according to your

TCP Port N
actual situation.

UDP port The def"ault Yalue is 37778. You can enter a value according to your
actual situation.
The default value is 80. You can enter a value according to the
actual situation.

HTTP Port If you enter a different value, such as 70, you must add it after
the IP address when accessing the device via browser.

RTSP port The default value is 554. You can enter a value according to your

actual situation.
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Parameter Description
POS holder Data transmission. Allowed values are from 1 to 65535. The
default value is 38800.
Th fault value is 123.Y I i
NTP Server Port e de au t\(a ue is 123. You can enter a value according to your
actual situation.
HTTPS Port HTTPS commu.nication port. The.defa'ult value is 443. You can enter
a value according to the actual situation.

Step 3: Click onApply(Apply) to complete the setup.

5.16.1.3 Configuring Wi-Fi connection settings

You can establish a wireless connection between your device and other devices in the same

network through Wi-Fi settings, making it easier to connect and move your devices.

mee function ABgpported Alone medevice  withmodule Wi-Fi.

Procedure

Step 1: SelectMain menu>NET>Wi-Fi(Main Menu > NETWORK > Wi-Fi).

Figure 5-236 Wi-Fi (1)

Ay

@ NETWORK (]

TCP/IP
Connect Automaticall

Signal Intensity Vi—Fi Info

SSID

IP Addre

Subnet Mask
UPnP

Default Gatewa
Email
SNME

Multica
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€5 NETWORK

TCP/IP
Port

Wi-Fi

PPPOE
DDNS
UPNP
Email
Multicast

Alarm Center

Step 2: Configure Wi-Fi connection parameter settings.

Figure 5-237 Wi-Fi (2)

Connect Automatically

Signal Intensity

dule Fir

ss Module Firmw

Refresh

Table 5-66 Wi-Fi connection parameters

Disconnected

Parameter

Description

Connect
automatically

Allows automatic connection.

When your device restarts, it will automatically connect to the nearest

hotspot that it was previously connected to.

Update

Refresh the hotspot list. Auto-adapt function, such as adding
a password, is supported if this setting has been configured

previously.

Connect

Select a hotspot from the list, then clickConnect

(Connect).

@ To reconnect to the same hotspot, first disconnect and then

reconnect.

@ To connect to a different hotspot, first disconnect from the hotspot you

are currently connected to, and then connect to the new hotspot.

Disconnect

To disconnect from a hotspot, clickDisconnect(Disconnect).

Step 3: (Optional) Click onFirmware Update(Firmware Update), select the firmware file, then

clickOK.

Step 4: Click onApply(Apply) to complete the setup.
Once the device is connected to the Wi-Fi hotspot, in the areaWi-Fi Information(Wi-Fi Info),

the current hotspot, IP address, subnet mask, and default gateway are displayed.

284




User Manual

©=a

Fora improve connection Ofmet, Y&Sommends Ofconnect Theodule 3G/4G/WiFi wue
panel front, if present ... device.

5.16.1.4 Configuring 3G/4G settings

5.16.1.4.1 Via 3G/4G wireless module

You can connect a 3G/4G wireless module to the USB port of your device and then access
the device via the IP address provided by the module.

This function Aadailable aone ONSOMemodels.

Procedure

Step 1: Connect the 3G/4G wireless module to the USB port of the device.

Step 2: SelectMain menu>NET>3G/4G>3G/4G (Main Menu > NETWORK > 3G/4G > 3G/
4G).

Figure 5-238 3G/4G

@ NETWORK

TCP/IP
No Signal

NIC Name

Network Typc

\PN

uthentication Type

Dial—up Nc
UPnP

Username
Email

Password
SN
SNMI Network Status

Multica Module Statu : IP Addre
larm Cente SIM Status Subnet Mask

The 3G/4G page includes three areas:

@ Area 1: Signal strength display.

@ Area 2: Viewing module configurations.
@ Area 3: View connection status.
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[1-rj

Thanformation ofthe Area 2 they come Visualize  After w.CONNECtion o module 3G/4G,
While thimformation oftne'Areal Abrahe Area 3they come Visualize  alone After tl@ablement
fromthe fUNCtion 3G/4G.

Step 3: The device starts identifying the wireless module and displays the recognized information

for the parameters in Area 2.

Table 5-67 Recognized information

Parameter Description
NIC Name Displays the name of the Ethernet adapter.
View the network type. A different type represents a different
Network type .
provider.
APN View the default APN number.

Access number

View the default telephone access number.
telephone.

Authentication method. You can selectDAD,CHAPor

Authentication type NO_AUTH.

Username, Password Enter your authentication username and password.

Step 4: Select the checkboxAbility(Enable). Step 5: Click on
Compose(Dial) to start the connection.
Once the connection is established, the result is displayed in the areaWireless network(Wireless

Network).

Figure 5-239 Wireless network

(.__i) NETWORK

TCP/IP
No Signal
Port
Wi-Fi NIC Name Enable
3G/4G
PPPOE
Authentication Type
DDNS
Dial-up No.
UPnP
Email
SNMP
Multicast c 5 ; |P Address
Subn

Default ¢

Step 6: Click onApply(Apply) to complete the setup.
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5.16.1.4.2 Via the external unit
You can connect in 3G/4G via an external unit.

Procedure

Step 1: Connect the external drive to the USB port on your device.
Step 2: SelectMain menu>NET>3G/4G(Main Menu > NETWORK > 3G/4G > 3G/4QG).

Figure 5-240 3G/4G

@ NETWORK
T

PfIP

Firmware Update

Step 3: Configure the settings. For details, see Table 5-67.
Step 4: Click onFirmware Update(Firmware Update), select the firmware file, then clickOK.
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Figure 5-241 Firmware update

& NETWORK

Rafrazh Format

Step 5: Click onApply(Apply) and wait for the firmware to be installed.

5.16.1.5 Configuring PPPOE Settings

Another way to connect your device to the network is via PPPoE protocol. You can establish a
network connection by configuring PPPoE settings to assign a dynamic IP address to the

device in the WAN. To use this function, you must first obtain the user name and password
from your Internet service provider.

Procedure
Step 1: SelectMain menu>NET>PPPoE(Main Menu > NETWORK > PPPOE).
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Figure 5-242 PPPoE

@ NETWORK

TCP/IP
Enable

Username

P Addre
PPPoE

DDNS

SNMI

Multica

Step 2: Enable the PPPoE function.

Step 3: In the fieldsUsername(Username) andPassword, enter the username and password provided
by your Internet service provider.

Step 4: Click onApply(Apply) to complete the setup.

A message appears indicating that the saving was successful. The IP address is displayed on
the PPPoE page. You can use this IP address to access the device.

When .function PPPoE Anthbled, the address IPinthe page TCP/IP Not,...orto be
modified.

5.16.1.6 Configuring DDNS Settings

When the IP address of the device changes frequently, the DDNS function can dynamically update the
correspondence between the domain on the DNS and the IP address, ensuring that the device can be

accessed via the domain.

Prerequisites
Check whether the device supports the DDNS type and access the website provided by the DDNS

service provider to register the information, such as domain, from the computer located in the WAN.
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A timeregistered TREe DDNSangkrformed thecess, wist@ossible to view  thimformation Of
everyone tHEViCGS connected under ThiS name.

Procedure
Step 1: SelectMain menu>NET>DDNS(Main Menu > NETWORK > DDNS).

Figure 5-243 DDNS

€ NETWORK S M %,

TCP/IP

fter enabling DDNS function, third-party server may collec

Iype
EREGE
Server Addre:

DDNS Domain Name

UPnl Username

Interval
SNME
Multica
larm Center

Step 2: Configure DDNS parameter settings.

Table 5-68 DDNS parameters

Parameter Description

Enable DDNS function.

[L]

Ability Once you enable the DDNS function, third-party servers will be
able to collect information about your device.

Type Type and address of the DDNS service provider.

@® Type: Dyndns DDNS; address: members.dyndns.org
Server Address @ Type: NO-IP DDNS; address: dynupdate.no-ip.com
@ Type: CN99 DDNS; address: members.3322.0rg

: Domain name to register DDNS service provider website.
Domain Name

Username Enter the username and password you received from the DDNS service
provider. You need to register (by entering your username and password)

Password on the DDNS service provider's website.

Interval Enter the desired time period for DDNS update.
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Step 3: Click onApply(Apply) to complete the setup.
Enter the domain name into your computer's browser, then pressEnter.
If the device web page appears, setup is successful. Otherwise, setup is
unsuccessful.

5.16.1.7 Configuring Email Settings

You can configure email settings so that the system sends a notification message when
alarm events occur.

Procedure
Step 1: SelectMain menu>NET>E-mail(Main Menu > NETWORK > Email).

Figure 5-244 Email

@ NETWORK ;M S A 5
TCP/IP

Enable
Port

SMTP Server MailServer

Port 25

Username

Password

Anonymous

UPnP

Email Receiver Receiverl

SNMP Email Address none

Multicast Sender

Alarm Center Subject XVR ALERT

hment V] : Interval

Health Mail

Sending Interval min. (30-1440)

Back

Step 2: Configure settings for email parameters.

Table 5-69 Email parameters

Parameter Description

Activate the email function.

Ability After enabling the feature, there is a risk that data will
be sent to the specified email address.

Enter the SMTP server address of the sender's email
account.

SMTP Server

Brings Enter the SMTP server port value. The default value
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Parameter Description

is 25. You can enter a value according to your actual needs.
Username Enter the username and password of the sender's email
Password account.

If you enable the anonymity feature, you can log in
Anonymous

anonymously.

In the listRecipient(Receiver), select the number of the recipient
Recipient to whom you want to send the notification. The device supports

up to three mail recipients.

E-mail address

Enter the email address of the mail recipients.

Enter the sender's email address. You can enter up to three

Sender
senders separated by a comma.
Enter the subject of the email.
ObjeCt Chinese characters and alphanumeric characters are supported. You
can enter up to 64 characters.
Enable the ability to insert attachments. When an alarm
Attached event occurs, the system can attach snapshots to the
email.
. Enable 3 images feature. The system acquires 3 images as
3 images :
attachments for the main text.
The amount of time between sending the 3 images.
Interval

Encryption type

Select encryption type:NOBODY(IT IS NOT),SSLorTLS.
[1]
For SMTP server, the default encryption type isTLS.

Send interval (sec.)

This value indicates the time interval between emails sent by the
system for the same type of alarm event; i.e. the system does not
send emails for every alarm event.

This setting allows you to avoid excessive sending of
emails caused by frequent alarm events.

Values range from 0 to 3600. A value of 0 indicates that there is no
sending.

Test Email

Enable the integrity test function. The system sends a test
email to check the connection status.

Send interval (min.)

This is the time interval that elapses for sending the test email.

Values range from 30 to 1440. A value of 0 indicates that there is no
sending.

Test

Click Test to test the email sending function. If the
configuration is correct, the recipient's email account will
receive the email.

[L]
Before testing, click onApply(Apply) to save the
settings.
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Parameter Description

Step 3: Click onApply(Apply) to complete the setup.

5.16.1.8 Configuring UPnP Settings

You can map the relationship between LAN and WAN to access the device on the LAN via the IP
address on the WAN.

Prerequisites
@ Login to your router to set the WAN port and allow the IP address to connect to the WAN.

@ Enable the UPNP function on your router.

@ Connect the device to the router's LAN port to connect to the LAN.

@® SelectMain menu>NET>TCP/IP(Main Menu > NETWORK > TCP/IP), configure the IP
address in the router's IP address range or enable the DHCP function to obtain an IP
address automatically.

Procedure
Step 1: SelectMain menu>NET>UPnP(Main Menu > NETWORK > UPnP).

Figure 5-245 UPnP

& NETWORK

TCP/IF
Port Mapping

Statu
LAN IF
WAN IF
Port Map

Internal Port External ... Modify

Email

SNME

Multica

Step 2: Configure UPnP parameter settings.

Table 5-70 UPnP parameters

Parameter Description

Enable UPnP function.

Port Mapping M
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Parameter Description

After enabling, intranet services and ports will be mapped to
extranet, so proceed with caution.

Indicates the status of the UPnP function.
State @® Offline: The function could not be activated.

@ Online: The function has been activated successfully.

Enter the router's IP address on the LAN.

1

LAN IP Once the mapping is completed, the system automatically obtains the
IP address without the need for any configuration.

Enter the router's IP address on the WAN.

[

IP WAN Once the mapping is completed, the system automatically obtains the
IP address without the need for any configuration.

The settings in the PAT table match the router's UPnP PAT table.

Service Name: Name of the network server.
Protocol: Type of protocol.

Int. Port: Indicates the internal port mapped to the device.

Port Port: Indicates the external port mapped to the router.

[l

@® To avoid conflicts, when setting the external port, try to
, , use ports 1024 to 5000 and avoid the most frequently used ports 1 to
Mapping List
doors 255 and system ports 256 to 1023.

@ If several devices are connected to the LAN, try to define the
mapping ports so that they do not have the same external port.

® When defining a mapping relationship, ensure that the
mapping ports are not occupied or restricted.

@® The internal and external TCP and UDP ports must be the same and
cannot be changed.

@® To change the external port, click .

Step 3: Click onApply(Apply) to complete the setup.
In your browser, enter http:// WAN IP: External IP port.Allows you to access the device in the LAN.
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5.16.1.9 Configuring SNMP Settings

You can connect your device to some software such as MIB Builder and MG-SOFT MIB Browser to
manage and control your device from the software. This feature is only available on some models.
Prerequisites

@ Install SNMP management and control software, such as MIB Builder and MG-SOFT
MIB Browser

@ Please request the MIB files corresponding to the current version from technical support.

Procedure
Step 1: SelectMain menu>NET>SNMP(Main Menu > NETWORK > SNMP).

Figure 5-246 SNMP

& NETWORK

TCP/IF

(Recommended)
SNMP Port
Read Communit

Email Read—Only Username P Read/Write Username | Private

SNMF \uthentication Typ \uthentication Type

Multica \uthentication Password Authentication Password

Alarm Center Encryption Type CBC-DES Encryption Type
Register Encryption Password Encryption Passwort

Step 2: Configure SNMP parameter settings.

Table 5-71 SNMP parameters

Parameter Description

Ability Enable the SNMP function.

Select the check box for the SNMP versions in use.

L]

Version The default version isV3. Select version V1 or V2 at your
own risk.

SNMP port Indicates the monitoring port on the agent program.

Read community Indicates the read/write strings supported by the agent

Shared writing program.
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Parameter Description

Indicates the destination address to which the agent program

Trap address
P sends Trap information.

Indicates the destination port to which the agent program sends

Trap door
P Trap information.

Enter the user name that is authorized to access the

Read-only user name device and has "Read Only" permission.

Username Enter the user name that is authorized to access the
read/write device and has "Read & Write" permission.

Includes MD5 and SHA types. The system automatically

Authentication type
yp recognizes them.

Authentication password Enter the password for the authentication type and
. encryption type. The password length must not be less
Encryption password than eight characters.

In the listEncryption type(Encryption Type), select the

Encryption type encryption type. The default is CBC-DES.

Step 3: Compile the two MIB files with MIB Builder.

Step 4: Run MG-SOFT MIB Browser to load the module from the build. Step 5: In the MG-
SOFT MIB browser, enter the IP of the device to be managed, then select the version number
to query.

Step 6: In MIB MG-SOFT Browser, expand the tree-structured directory to view the device
configurations, such as the number of channels and the software version.

5.16.1.10 Configuring Multicast Settings

When you access the device from the network to view the video, if you exceed the access limit, the
video will not be displayed. You can use the multicast function to group the IPs and solve the

problem.

Procedure
Step 1: SelectMain menu>NET>Multicast(Main Menu > NETWORK > Multicast).
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Figure 5-247 Multicast

@ NETWORK

TCP/IP

SNMI

> Multica

Alarm Center

Step 2: Configure multicast parameter settings.

Table 5-72 Multicast parameters

Parameter Description
Ability Enable the Multicast function.
Enter the IP address to use for Multicast.
IP address
The IP address must be between 224.0.0.0 and 239.255.255.255.
B Enter the port for Multicast. The port range must be between
rings

1025 and 65000.

Step 3: Click onApply(Apply) to complete the setup. You can use
the Multicast IP address to access the web.
In the Web Login dialog box, in the listType(Type), selectMULTICAST. The Multicast IP

address will be obtained automatically and logged in. You can then view the video via the
Multicast function.
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Figure 5-248 Access

)/ E]

TECHNOLOGY

5.16.1.11 Configuring Recording Settings

You can register your device on the specified proxy server, which acts as an intermediary to

facilitate client software access to the device.

Procedure
Step 1: SelectMain menu>NET>Registration(Main Menu > NETWORK > Register).
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Figure 5-249 Registration

Step 2: Configure recording parameter settings.

Table 5-73 Recording parameters

Parameter Description

Ability Activate the recording function.

State View connection status.

N. The defaultis 1.

Server Address Enter the server IP address or server domain to register on.
Brings Enter the server port.

?eec\(/)iriZaIery This ID is assigned by the server and used for the device.

Step 3: Click onApply(Apply) to complete the setup.

5.16.1.12 Configuring Alarm Control Panel Settings

You can configure the alarm center server to receive the uploaded alarm information. To
use this function, you need to check the checkboxAlarm Report (Report Alarm). For details
on alarm event settings, see "5.11 Alarm Event Settings".

Procedure
Step 1: SelectMain menu>NET>Alarm control center(Main Menu > NETWORK > Alarm
Center).

299



User Manual

pe
€ NETWORK

TCP/IP

PPPoE
DDNS
UPNP
Email
SNMP

Multicas

Step 2: Click on

Figure 5-250 Alarm control panel

HTTPS

HTTPS

E to enable the function, then select the protocol type.

You can selectPrivate protocol(Private Protocol) orHTTPThe
default setting isHTTP. Step 3: Configure the parameters.

When selectingHTTP, you need to enter the server address, port and then select HTTPor

HTTPS, as needed.

Table 5-74 Alarm control panel parameters

Parameter

Description

Device ID

You can enter the device identification number.

[1]
This feature is only available if you selectHTTPas a type of
protocol.

Server Address

Brings

The IP address and communication port of the computer on which
the alarm client is installed.

Click the buttonHead(Test) to check whether the entered server
address and port are connected correctly. After clicking the button,
the test results will be displayed.

|----—-|

It supports 2 server configuration.

Keep-alive interval

Enter the keep-alive interval that keeps the connection between the device and
the server alive.

Path of
Image upload

Enter the address for image storage. By default,
the address is not assigned.

Step 4: Click onApply(Apply) to complete the setup.
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5.16.1.13 Configuring P2P settings

You can manage devices by using P2P technology to download the application and register
devices. For details, see “5.1.4.5 Configuring P2P Settings”.

5.16.2 Configuring Network Test Settings

5.16.2.1 Network Test

You can test the network connection status between your device and other devices.

Procedure

Step 1: SelectMain menu>MAINTENANCE>Network Detection>Head(Main Menu >
MAINTENANCE > Network Detection > Test)

Step 2: In the boxDestination IP(Destination IP), enter the IP address. Step

3: Click onHead(Test).

After the test is complete, the system displays the results. You can check values such as average delay,

packet loss, and network status.

Figure 5-251 Test results

Device Nam sdb1({USB USB)

Name & Packet Sniffer Size

LANI1 0KB

5.16.2.2 Packet Acquisition and Backup

Packet capture includes operations such as capturing, resending, and modifying data sent and
received during network transmission. When a network anomaly occurs, you can perform
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packet capture and backup to USB storage device. The data can be sent to technical support
for network environment analysis.

Procedure

Step 1: SelectMain menu>MAINTENANCE>Network Detection>Head(Main Menu >
MAINTENANCE > Network Detection > Test)

Figure 5-252 Test
Online User
Network Test
Destination II

Device Namz
\ddress

Name

LANI

Step 2: Connect a USB storage device to the device. Step 3: Click on
Update(Refresh).

The device starts detecting the USB storage device and displays its name in the field Device
Name(Device Name).

Step 4: Select the path of the data to be acquired and backed up.
1) In the Packet Sniffer Backup area, click Browse.
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Figure 5-253 Navigation

Device Name SB USB) Format

New Folder

2) Select the path.
1]

@ If Yemyconnet mdevices Ofarchiving USB..device,  Apdssible
to carry out weeselection froflist Namedevice (Device Name).

® Do ik onUpdate (Refresh) Fortoview  thepace total, thepace free And
the list oo filenwe device  Ofarchiving  USBselected.

@ If thepace NotAsdfficient, DO dick onH Foreliminate thiee NOtnecessary.
® Do dick onNew folder (New(folder) Forcreatea new folder w« device
Ofarchiving  USB.
3) Click onOKto save your route selection settings.

Step 5: Click on - to start packet capture and perform backup.

[1]
@ ANGEsible acquire aone Tipackage datddfa  LANatwe time.
@ After thestart of the acquisition, Apdssible go out romme page Head(Test) Forcarry out
other operations, which access webAngbnitoring.
Step 6: Click on [ to stop the acquisition.
The backup data is saved in the selected path with the name type “LAN time-
name.pcap”. You can open it using Wireshark software.
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Figure 5-254 Data backup

Browse

sda5(USB DISK) Refresh

15.60 GB

15.60 GB

Type Delete
Folder
1103141044 .csv 464 File
File
File
File

New Folder

5.17 Configuring account settings

You can add, edit, and remove ONVIF user and user accounts and groups, as well as set
security questions for the administrator account.

[ 11

@® ForThemeuser Apdssible use until tBTcharacters, While Th@megroup supports until to
15characters. TIR@meuser ,..0ro be compound fromters, numbers, R GO

@ AN&xsible define 64users ABBgroups wwmaximum. Tdidups predefined Ofname"User" And
"Administrator" Notthey can to be removed. AN&)sible set Up  others groups ARctonfigure it the
permissions. However, theaccount @administrator Not,..0to be set inway random.

@ Thaccount they can to be managed FOrutilities singles Olgroups Ofusers AtfReyames NOtthey can
to be repeated. sevinebSEr  Mustbelong t@ group Aedch user belongs t@ Alone
group.

5.17.1 User Account Setup

5.17.1.1 Adding a user account

Procedure
Step 1: SelectMain menu>ACCOUNT>User(Main Menu > ACCOUNT > User).
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Figure 5-255 User
8., ACCOUNT -~ S A 3 © 2

User

Group Username Group Name Modify Delete  Status MAC Address Remar

ONVIF User admin admin y Local L.. admin's ac

Step 2: Click onAdd(Add).
Figure 5-256 Adding a user

e Confirm Pa...
GEETS
Group

Period Setting

Search

STEM INFO v MANL {TROL

ET

Step 3: Configure the parameter settings to add a user.

Table 5-75 Description of parameters for adding a user

Parameter Description
Username
Enter your account username and password.
Password
Confirm password Please enter your password again.
Comments Enter a description of the account.
User MAC address Enter the user MAC address.
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Parameter Description
Select a group for the user.
[1]
Group User rights must be included in group permission.
Click onSettings(Settings) to configure the parameters.
Period Set a time period during which the new account can access the

device. The new account will not be able to access the device
beyond the set time period.

Password expiration

Set the password validity period.

Permissions

In the areaPermissions(Permission), select the checkboxes in the
tabsSystem(System),Reproduction(Playback) and Monitor.

[1]

To ensure better account management, it is recommended to
give common users lower level permissions than advanced
users.

Step 4: Click onOKto complete the setup.

Related Operations

Set the authorization period.
1. Click onSettings(Setting) next to the entryPeriod(Period).

Figure 5-257 Settings

2. Set the authorization period. By default, logging is always active.

@ Defining the time slot for dragging.

Defining a specific day of the week: On the timeline, select the period of activity

by clicking on the blocks.
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Defining multiple days of the week: By clicking on ' before each day, the
symbol changes t-)n the timeline of a selected day, click the blocks

to select the periods of activity; every day with the symbol - they will have the same
settings.
Definition of all days of the week: By clicking onAll(All), all symbols .

changein. C-we one-day timeline, click on the blocks to select the
periods of activity; all days will have the same settings.
@ Defining the time slot for modification.
a. Click .

Figure 5-258 Period

Period

b. Enter the time range for the period, then select the checkbox to enable the
settings.
There are six periods to set each day.
UnderCopy(Copy), selectAll(All) to apply the settings to all days of the week or
select specific days.
c. Click onOKto save the settings.
3. Click onOK.

5.17.1.2 Editing a user account

Procedure
Step 1: SelectMain menu>ACCOUNT>User(Main Menu > ACCOUNT > User).
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Figure 5-259 User
8., ACCOUNT -~ S A 3 © 2

User

Group 1 Username GroupName Modify Delete  Status MAC Address Remar

1 admin admin # Local L.. admin's ac

Step 2: Click on H on the user account to be modified.

Figure 5-260 Edit

Confirm

P: d Hint

ord Expiresin Never

Permission

System Search

Step 3: Change settings related to password, user name, user group, user MAC address,
notes, password validity period and permissions.

mee NEW password musto be a string long fro8ri@2characters, belonging  to

at least tWOrom e following categories: numbers, letters AB@racters specials (to exception Of''",
et Argd,

For administrator account, you can enable/disable unlock pattern and change
password hint.
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@ To use the unlock pattern, enableUnlock Scheme(Unlock Pattern), click , draw a

patterr. the pageUnlock scheme(Unlock Pattern), then click onSave(Save) to
save the setting.

@ Enter the password hint text in the fieldPassword hint (Password Hint).
Step 4: Click onOKto complete the setup.

5.17.1.3 Deleting a user account

Procedure
Step 1: SelectMain menu>ACCOUNT>User(Main Menu > ACCOUNT > User).

Figure 5-261 User
8., ACCOUNT - S A 3 § 20

1 Username GroupName Modify Delete Status MAC Address Remar
1 admin admin p Local L.. admin's a¢

Step 2: Click on . on the user account to delete.
Step 3: Click onOKto delete a user account.

5.17.2 Account Group Configuration

5.17.2.1 Adding a group

Procedure
Step 1: SelectMain menu>ACCOUNT>Group(Main Menu > ACCOUNT > Group).
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2. ACCOUNT
User

> Group

ONVIF Use

Step 2: Click onAdd(Add).

Group Name
Remark
Permission

System

1l
CCOUNT

Figure 5-262 Group
-~ S A 3

Group Name
1dmin 1dmini T group

Figure 5-263 Adding a group

SYSTEM INFO MANUAL CONTROIL
NETWORE CAMERA
MAINTENANCE

Step 3: Configure the parameter settings to add a group.

Table 5-76 Parameters for adding a group

Parameter

Description

Group name

Enter a name for the group.

Optionally enter a note. Enter a

Comments Lo
description of the account.
In the areaPermissions(Permission), select the
Permissions checkboxes in the tabsSystem(System),Reproduction

(Playback) andMonitor.

Step 4: Click onOKto complete the setup.
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5.17.2.2 Editing a group

Procedure

Step 1: SelectMain menu>ACCOUNT>Group(Main Menu > ACCOUNT > Group).

2., ACCOUNT

Step 2: Click on

roup
Group Name
Remarks
Permission
System
All
CCOUNT

Figure 5-264 Group
™S AN T 2

Group Name Modify Delete Remarks

admin

user

H on the account group to modify.

Figure 5-265 Edit

SYSTEM INFO [/ MANUAL CONTROL
NETWORE CAMEI
MAINTENANCE

Step 3: Change settings for group name, notes, and permissions. Step 4:

Click onOKto complete the setup.
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5.17.2.3 Deleting a group

Procedure
Step 1: SelectMain menu>ACCOUNT>Group(Main Menu > ACCOUNT > Group).

Figure 5-266 Group
8., ACCOUNT -~ S A 3 © 2

User

Group Name Modify Delete Remarks

s admin s bii} administrator g|

ONVIF User 2 user usergro

Step 2: Click on H on the user account to delete.
Step 3: Click onOKto delete a group.

5.17.3 ONVIF User Configuration

Preliminary information

The device produced by other company can connect to the device via ONVIF protocol with
authorized ONVIF account.

The account @dMIiNiStrator ne comes created FOFThaserS ONVIF right away After the initialization ofte
device.

Procedure
Step 1: SelectMain menu>ACCOUNT>ONVIF User(Main Menu > ACCOUNT > ONVIF User).
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Figure 5-267 ONVIF User
8., ACCOUNT -~ S A 3 © 2

User

Group Username Group Name Modify Delete

> ONVIF User admin admin

Password Reset

Step 2: Click onAdd(Add).
Figure 5-268 Adding ONVIF user

Add

Group admin

Step 3: Enter your username, password and select the group to which you want to add the
account. Step 4: Click onOKto save the settings.

Do dick on H Formodify  the account; DO click ON n Foreliminate the account.

5.17.4 Password recovery

Enable the password reset function and set up the linked email address and security
questions to use to reset your password. You can reset your password by scanning the QR
code with a mobile phone

Procedure
Step 1: SelectMain menu>ACCOUNT>Password recovery(Main Menu > ACCOUNT >
Password Reset).
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Figure 5-269 - Password Recovery

SETTING

Step 2: Click on - next toAbility(Enable) to enable the restore function

of the password.

Step 3: Enter an email address to receive the security code used to reset your password.
Step 4: Set up security questions and answers. Step 5:

Click onOK.

5.18 Audio Management

The audio management function allows you to manage audio files and set up playback
schedule. When an alarm event occurs, you can trigger the audio file.

5.18.1 Configuring audio files

You can add audio files, listen to them, rename and delete them as well as configure their volume.

Procedure

Step 1: SelectMain menu>AUDIO>File Management(Main Menu > AUDIO > File
Management).
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Figure 5-270 File Management
> File Management

File Name Size lay Rename

Step 2: Click onAdd(Add).
Figure 5-271 Adding a file

sdb1(USB USB) Refresh “ormat

Name

Step 3: Select the audio file types to import.
Step 4: Click onOKto start importing audio files from the USB storage device.

Step 5: Once the import is complete, the audio files will be displayed on the page.File Management (File

Management).
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Figure 5-272 Importing a file

1 File Name Rename Delete

1 seftmusic.mp3

The imported audio files are automatically saved to your hard drive, so you
don't need to connect a USB storage device to retrieve the file next time.

@ To play the audio file, click B.
@® To rename the audio file, click [/ ]
@ To delete the audio file, click i |

@ To decrease or increase the playback volume, move the slider left or right.

5.18.2 Configuring playback schedule for audio files

You can configure settings to play audio files during the defined period of time.

Procedure
Step 1: SelectMain menu>AUDIO>Audio playback(Main Menu > AUDIO > Audio Play).

Figure 5-273 Audio playback

File Name .00p Qutput...

None 60 M. 0 Mic

min

Step 2: Configure the schedule parameter settings.

Table 5-77 Scheduling parameters

Parameter Description

Enter the time in the fieldPeriod(Period). Select the checkbox
Period to enable the settings.

You can configure up to six periods.

In the listFile name(File Name), select the audio file to play for the

File name configured period.
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Parameter Description
Interval In the boxInterval(Interval), enter the frequency in minutes at which
to repeat playback.
Repeat Configure how many times to repeat playback in the defined period.
It includes two options: MIC and Audio. The default is MIC. The MIC function
Exit door shares the same port with the intercom function and the intercom function has
priority.
[L]
@ THBWeNdiomte reproduction audio Addtermined from e Size ot fileaudio And

from the interval configured.

@ rrioritytdfreproduction: Event alarm >Intercom > Fileaudio >1I listen Oftrial

(Alarm event > Talkback> Audio file>Trial listening.

Step 3: Click onApply(Apply) to complete the setup.

5.19 Storage Management

Storage management function manages stored resources, such as recorded video files and

storage space. The function tries to simplify operation and optimize storage space.

5.19.1 Configuring basic settings

Procedure

Step 1: SelectMain menu>ARCHIVING>Base(Main Menu > STORAGE > Basic).

317




@/hua
TecHNoLOGY User Manual

Figure 5-274 Basic configurations
Disk Full Overwrite
Time Length 60
Never

Auto

Apply Back

Step 2: Configure the basic settings parameter settings.

Table 5-78 Basic settings parameters

Parameter Description

Configure settings in case all read/write disks are
full.

@ SelectStop(Stop) to stop recording.
Disk full

@ SelectOverwrite(Overwrite) to overwrite the recorded
video files, always starting from the oldest ones.

Allows you to configure the duration and file length of each

Create video files .
recorded video.

Configure whether to delete older files and, if so,

Delet ired fil
elete expired tiles after how many days.

Configure the hard disk sleep strategy by

Suspension Strategy selectingAutomatic(Car) orNever(Never).

Step 3: Click onApply(Apply) to complete the setup.
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5.19.2 Configuring Recording and Snapshot Schedule

The system starts recording and takes snapshots according to the configured schedule. For
details, see “5.1.4.9 Configuring Recorded Video Storage Schedule” and “5.1.4.10
Configuring Snapshot Storage Schedule”.

5.19.3 Configuring Disk Management

Allows you to view hard disk information, format the hard disk, and configure the hard disk type using the

hard disk management function.

Procedure
Step 1: SelectMain menu>ARCHIVING>Hard Disk Management(Main Menu > STORAGE >
HDD Disk Manager).
In the table, you can view the information of the hard disk in use, such as the device

name, hard disk type, status, total and free space, and the serial number of the hard disk
port.

Figure 5-275 Disk Management

- T ps

Physical Position Properties

Host-1 Read/Write

Step 2: Configure hard disk management settings.

@ Setting the hard disk type: In the listProperty(Properties), select Reading/
Writing(Read/Write),Read only(Read Only), then click onApply (Apply) to
save the settings.

@® Format hard disk: Select the hard disk to format, click Format(Format) and
enableClear Disk Databasehard drive (Clear HDD database) in the pop-up
message, then clickOKand enter the administrator password
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in the dialog box. Click againOKand then follow the on-screen instructions
to complete the formatting.

@ Be careful as formatting your hard drive will erase all data on the disk.

Figure 5-276 Note

Data will be cleared. Are you sure to continue formatting?

Clear HDD data

Cancel

5.19.4 Recording Setup

The recording types are automatic and manual. You can configure the recording type for
the main and secondary stream. See section "5.8 Configuring the

recording settings".

5.19.5 Configuring advanced settings

Create a group for your hard drive and save the main stream, sub stream and snapshot of the designated

channels in the created group.

Preliminary information

A\

@ If «w..page indicates That-.mode tarw disc rigid current Agdoup share, DO click ONPass by at the
mode tdaroup discs (Switch yoDiskGroup (Mode), merefore cOnfigure Tlyeoup Ofdiscs rigid.

@ ANGxsible enable «..mode tdGroup Ofdiscs oiGroup share. Thgstem requires Ofrestart The
device  When Ye$iange mode to

Procedure
Step 1: SelectMain menu>ARCHIVING>Group of disks>Group of disks (Main Menu >
STORAGE > Disk Group > Disk Group).
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Figure 5-277 Disk Group
) @ A .n,b ©

Disk Group Main Stream ub Stream

Disk Group

1

Step 2: Select the group for each hard disk, then clickApply(Apply) to complete the

settings.

Step 3: When you have finished configuring the disk group, click the tabs respectivelyMain
flow(Main Stream),Secondary flow(Sub Stream) andSnapshot(Snapshot), to configure saving

information for main stream, substream and snapshots of different channels on different
hard disk groups.
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Figure 5-278 Main flow
Disk Gre Main Stream ) Stream Snapshot
ehedul isk group mode selected

Apply to All | 1

Channel  Disk Group Channel sk Group Channel isk Group Channel  Disk Group
| 1

1

Figure 5-279@Secondary flow
M2 A 5 © 2

Disk Gre Main Stream Sub Stream Snapshot

Disk Manager
Apply to All | 1
ccord Mod i
Channel  Disk Group Channel  Disk ( sk Group Channel  Disk Group

1 1

1
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Figure 5-280 Snapshot
M STORAGE M2 A 5 © 2

Basic Disk Gre Main Stream ub Stream Snapshot

Disk Manager
Apply to All | 1
Channel Disk Group Channel Disk Grou 1€ Disk Group Channel Disk Group
1 il 2 3 1 1

1 € 7 8 1
Disk Check

Step 4: Click onApply(Apply) to complete the setup.

5.19.6 Configuring disk quota

By configuring the quota, you assign fixed storage capacity to each channel and distribute
each channel's storage space based on needs.

Preliminary information

A\

@ If hewomes displayed onthe page Mode tdaroup Ofdiscs selected (Disk group fashion
selected), DO dick Oneass by tdVlode tahare (Switch yoShare (Mode) Afderore cONfigure e
share.

@ ANGxsible enable «..mode tdGroup Ofdiscs oiGroup share. Thgstem requires Ofrestart The
device  When Ye$ange mode to

Procedure

Step 1: SelectMain menu>ARCHIVING>Disk Quota(Main Menu > STORAGE > Disk
Quota).

Step 2: Configure disk quota.
@ For devices with only one hard drive, click E select a channel and

then configure the parameters such as recording duration, bit rate, image
storage capacity.
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Figure 5-281 Disk Quota (device with one hard disk)

Disk Quota

Channel

Bit Rate(K

Estim “apacity of..
Storage Capacity of Pi...
Used pacity of Reco...
Used Capac ity of Pict..
Total HDD Capat

Remaining Quota (GB)

Copy Refresh Apply

@ For devices that support at least 2 hard drives, you can change the quota mode
between version 1 and version 2.
V1:Select a channel and configure the disk quota for each disk. V2:
Select a channel and then configure parameters such as recording
duration, bit rate, image storage capacity.
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Figure 5-282 Version 1

Quota St... Cancel

Figure 5-283 Version 2

al HDD

Remaining Quotz

Step 3: Click onApply(Apply).
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5.19.7 Configuring hard disk detection settings

[L]
This function Aadailable aone ONSOMemodels.
The hard disk detection function detects the current state of the disk and checks its

performance so that any defective disks can be replaced.

5.19.7.1 Checking the hard disk

Preliminary information

You can detect the hard disk through key area detection and global detection.

@ Key Area Detection: Allows you to perform a check of the files stored on the hard disk.
Detected bad sectors can be repaired by formatting. If there are no files on the hard
disk, the system cannot detect bad sectors.

@ Global Detection: Allows Windows to perform a check of your entire hard drive, which
takes longer and potentially affects the disk where the video is being recorded.

Procedure
Step 1: SelectMain menu>ARCHIVING>Group of disks>Manual verification (Main Menu >
STORAGE > Disk Group > Manual Check).

Figure 5-284 Manual verification

Remaining Time

Step 2: In the listType(Type), selectKey area detection(Key Area Detect) or Global Verification(
Global Check); in the listDisc(Disk), select the hard disk where you want to perform the check.

Step 3: Click onStart verification(Start Check).
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The system starts checking the hard drive.
[L]
During «verify, DO cick OnBreak (Pauses) Forput inbreak wverify, DO dick on
Continues (Continued) FOrtake up again weverify AD@® ik onStop verify (Stop (Detect)
Forstop neVErify.

Figure 5-285 Starting the verification

Start Check

1244 MI

Remaining Time

5.19.7.2 Viewing Test Results

Once the test is complete, you can view the reports to check for any issues and replace
any faulty hard drives to avoid data loss.

Procedure
Step 1: SelectMain menu>ARCHIVING>Check disks>Verification Report (Main Menu >
STORAGE > Disk Check > Check Report).

Figure 5-286 Verification report

Manual Check Check Report

1 Disk No. Chec

| Host-1 Qi

Step 2: Click on m
You can view the detection results and SMART reports.
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Figure 5-287 Results
IS ENH

Results

Export search results.

M Blocked

1

2794.52GB

Sector No

Figure 5-288 SMART

Details

Results

Name
Model
SN

Health Status

Attribute Threshold Value Worst CurrentValue Hea
95

nUp Time

100 100

5.19.8 Configuring the registration estimate

The recording estimate function can calculate the recordable video length based on the
hard disk capacity and calculate the required capacity based on the recording length.

Procedure
Step 1: SelectMain menu>ARCHIVING>Estimated registration(Main Menu > STORAGE >
Rec Estimate).
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Figure 5-289 Registration estimate

Basic
Channel
chedule

1
Disk Manage
Record Mode

Disk Group

v
NG
v
v
Vv
v
v
v
v

Disk Check
*» Rec Estimate

By Space
T'otal Space 0
T'ime

e: The record estimate data is for reference only. Please be cautious when evaluating record period.

Step 2: Click on (2]

You can configure the resolution, frame rate, bit rate and recording duration for the
selected channel.

Step 3: Click onOKto save the settings.

The system will then calculate the amount of time available for storage based on your channel
settings and hard drive capacity.

Do dick onCopy on(Copy to) Forcopy theettings Onthers channels.

Related Operations
@ Calculate recording time.

1. On the pageRegistration estimate(Rec Estimate), click on the tabBased on space (By
Space).

Figure 5-290 Space-based calculation

By Space
T'otal Space 0

2. Click onSelect(Select).

3. Select the check box of the hard disk on which you want to perform the calculation.
In the cardBased on the time(By Time), in the boxTime(Time), the time is displayed
recording duration.
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Figure 5-291 Time-based calculation

By Space By Time

T'ime
T'otal Space GB
: The record estimate data is for referenee only. Please be cautious when evaluating record period.

Note

@ Calculate hard drive capacity for storage.
1. On the pageRegistration estimate(Rec Estimate), click on the tabBased on the time(By
Time).
Figure 5-292 Time-based calculation
By Space
Time
T'otal Space GB

Note: The record estimate data is for reference only. Please be cautious when evaluating record period.

2.In the fieldTime(Time), enter the desired recording duration.
In the fieldTotal space(Total Space), the capacity of the hard disk is displayed

necessary.

Figure 5-293 Total space

By Time

e: The record estimate data is for reference only. Please be cautious when evaluating record period.

5.19.9 Configuring FTP Storage Settings

You can store and view the recorded videos and snapshots on the FTP server.

Prerequisites

Purchase or download an FTP server and install it on your computer.

[1]
Thew user FTP musto be provided Ofrermissions Ofwriting, otherwise Not..i:t@ossible
load .« server video Afrdages register.

Procedure

Step 1: SelectMain menu>ARCHIVING>FTP(Main Menu > STORAGE > FTP).
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Figure 5-294 FTP

Record Mode

Disk Group 1SSWOIC \nonymou

Disk Check
File Size
Rec Estimate
Channel
> FTI
Da
Period 1

Picture Upload Interval 2

Channel Setting

Default

Step 2: Configure FTP settings parameter settings.

Table 5-79 FTP Settings Parameters

Parameter Description
Ability Enable the FTP upload function.
@® FTP: Text transmission.
FTP type ieei
@ SFTP: Encrypted transmission (recommended)
Server Address IP address of the FTP server.
@ FTP: The default value is 21.
Brings
g @ SFTP: The default value is 22.
Anonymous Enter your username and password to log in to the FTP server.
Username Enable the anonymity feature to be able to log in anonymously
without entering your username and password.
Password
Allows you to create folders on the FTP server.
@ Ifthe user does not enter the name of the remote directory, the system
path of automatically creates folders based on the IP address and time.
ath o
archiving @ If the user enters the name of the remote directory, the system first
creates a folder with the given name under the root directory of the
FTP server, then automatically creates folders based on the IP
address and time.
Enter the length of the recorded video to upload.
File size @ By entering a length shorter than the actual length of the
recorded video, only a part of it can be uploaded.
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Parameter Description
@ By entering a length greater than the actual length of the recorded
video, the entire recorded video can be uploaded.
@® By entering a length of 0, the entire recorded video will be
loaded.
@ Ifthis interval is greater than the capture interval, the system loads
the most recent snapshot. For example, if the upload interval is 5
seconds and the capture interval is 2 seconds per snapshot, the
system loads the most recent snapshot every 5 seconds.
@ Ifthis interval is less than the acquisition interval, the system uploads
Intelfval of a snapshot for each acquisition interval. For example, if the upload
loading the ) . e :
images (sec.) interval is 5 seconds and the acquisition interval is 10 seconds per
snapshot, the system uploads snapshots every 10 seconds.
@® To configure the snapshot upload interval, select

Main menu>CAMERA>Coding> Snapshot(Main
Menu > CAMERA > Encode > Snapshot).

Channel

Select the channel to which you want to apply the FTP settings.

Day

Period 1, Period 2

Select the day of the week and the time period in which the
upload of recorded files should take place. You can define two
periods for each day of the week.

Registration type

Select the recording type (Alarm, Smart, Motion Detection or
General) you want to upload. The selected recording type will be
uploaded during the configured period.

Step 3: Click onHead(Test).

The system displays a pop-up message indicating the success of the operation. If the operation

fails, check your connection or network settings.
Step 4: Click onApply(Apply) to complete the setup.

5.20 Security Center

You can set security options to increase the protection of your device and use it much more

safely.

5.20.1 Security status

Security scan provides a comprehensive view of the security status of the device. You

can analyze the status of the user, service, and security module to get detailed

information about the security status of the device.

332




User Manual

User and service tracking
[1]

The icon green indicates thetate Ofintegrity tQrwe device  scanned,
a state Thapresents risks.

While theicon Orange indicates

@ Login Authentication: When there is a risk in login authentication, the icon will be orange

to indicate that there is a problem. You can click onDetails(Details) to view the detailed

description of the risk.

@ Security Configuration: When there is a risk in the device configuration, the icon will be

orange to indicate that there is a problem. You can click onDetails(Details) to view the

detailed description of the risk.

Figure 5-295 Security Status
® SECURITY ;M S A I

Security Status

¥ Security Status The last sca

y scanning can help y

vice Detection(Detect whether the current configuration conforms to recommendation.)

Login Authe.

Details
® itemscan be optimized. You are recommended to op..

HTTPS Configuration

l.Disabled. Itis recommended to enable.

Security Module Scanning

Ignore

Optimize

This area displays the execution status of the security modules. For details on the security

modules, move the mouse pointer over the icon to display on-screen instructions.

Security Status Scan

You can click onRescan(Rescan) to check the security status.

5.20.2 System Services

You can set information such as basic services, 802.1x, and HTTPS.
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5.20.2.1 Basic services

Procedure
Step 1: SelectMain menu>SAFETY>System service>Basic services(Main Menu > SECURITY
>System Service > Basic Services).

Figure 5-296 Basic Services

(8] securiTy

Basic Services

Mobile Push Notifi...
Attack Defense

CA Certificate -Gl

ONVIF

NTP Server

Enable Device Dis...

Private Protocol

Private Protocol A... Security Mode (Recommended)

Apply Cancel

Step 2: Enable system services.

A\

They could occur  risks Fors..safety ~When I amenabled thetifications pushmobile
(Mobile PushNotifications), CGI ONVIF, SSH Asetver NTP(NTP Server).

Table 5-80 Basic service parameters

Parameter Description

Once the function is enabled, the alarm triggered by the
device can be sent to the mobile phone. The function is
enabled by default.

[L]

Security risks may arise if you enable this service. Disable this

Mobile Push Notifications

feature when not in use.

If you enable this feature, you can add remote devices via
Cal CGI protocol. The feature is enabled by default.

334



User Manual
Parameter Description
[L]
Security risks may arise if you enable this service. Disable this
feature when not in use.
If you enable this function, you can add remote devices
via ONVIF protocol. The function is enabled by default.
ONVIF [L]
Security risks may arise if you enable this service. Disable this
feature when not in use.
If you enable this feature, you can use an NTP server to
NTP Server synchronize your device. The feature is enabled by default.
If you enable this feature, you can use the SSH service. This
feature is disabled by default.
L]
SSH

Security risks may arise if you enable this service. Disable this
feature when not in use.

Activation of the
Device detection

If you enable this feature, you can search for your device via
other devices.

Mode of
private protocol
authentication

@® Security Mode (Recommended): Use Digest login
authentication when connecting to the DVR.

@® Compatibility Mode: Select this mode when the client does
not support Digest login authentication.

Enable LLDP service.
Link Layer Discovery Protocol (LLDP) allows two different

LLDP devices to gather hardware and protocol information about
nearby devices, enabling troubleshooting of network
problems.

TLSv1.1 Enable TLSv1.1 encryption protocol.

Step 3: Click onApply(Apply) to complete the setup.

5.20.2.2 802.1x

To access the LAN, the device must pass 802.1x certification.

Procedure

Step 1: SelectMain menu>SAFETY>System service>802.1x(Main Menu > SECURITY

>System Service > 802.1x).
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Figure 5-297 802.1x Certification

) SECURITY M S A 3t
HTTPS

ss control protocol which can effectively prevent ac from unauthoriz...

NIC 1
CA Certificate
A/V Encryption Enable

el WaTninE Authentication Mode | PEAP

Security Authenti..

CACertificate

Username

Use a trusted CA certificz rify the validity of peer authentication serv

Step 2: Select the Ethernet adapter to certify. Step 3: Select
Ability(Enable) and configure the parameters.

Table 5-81 802.1x parameters

Parameter Description

NIC Name Select a NIC.

@ PEAP: Protected EAP Protocol.

@ TLS: Transport Layer Security. A protocol that ensures the

Authentication ) - . . N
confidentiality and integrity of data between two communicating

application programs.

Enable it and click onBrowse(Browse) to import the CA certificate
CA Certificate from the flash drive. For details on importing and creating a
certificate, see "5.20.4 CA Certificate".

Username The username must be authorized on the server.

Password Enter the password of the corresponding username.

Step 4: Click onApply(Apply).

5.20.2.3 HTTPS

It is recommended to enable HTTPS feature to improve system security.

Procedure
Step 1: SelectMain menu>SAFETY>System service>HTTPS(Main Menu > SECURITY

>System Service > HTTPS).
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Figure 5-298 HTTPS

(8} SECURITY

Security Status Basic Services

Enable
rvice entry d on Transport Layer Security (TLS). HTTPS provides wi
Auto Redirect toHTTPS |
*Sel evice certificate Certificate Management

Certificate Serial Number i Iss|

Step 2: SelectAbility(Enable) to activate the HTTPS function. Step 3:

Click on to enableAutomatic redirect to HTTPS(Auto Redirect

to HTTPS) to automatically redirect to HTTPS. After

enabling the feature,

Step 4: Click onCertificate Management(Certificate Management) to create or import an
HTTPS certificate from the USB drive. For details on importing or creating a CA certificate,
see "5.20.4 CA Certificate".

Step 5: Select an HTTPS certificate. Step 6:
Click onApply((Apply)

5.20.3 Defense from attacks

5.20.3.1 Firewall

Procedure

Step 1: SelectMain menu>SAFETY>Defense from attacks>Firewall(Main Menu >
SECURITY > Attack Defense > Firewall).

Step 2: SelectActive(Enable) to enable the firewall. Step 3:
Configure the parameters.

Table 5-82 Firewall parameters

Parameter Description
Mode The mode can be configured when the Type is Network Access.
@ If the consent list is enabled, you can log in successfully.
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Parameter Description
to the device port if the host IP/MAC is listed.
@ If the block list is enabled, the device port cannot be
accessed if the host IP/MAC is listed.
Add If theType(Type) isNetwork access(Network Access), you can
configure IP Address, IP Segment and MAC Address.
Type You can select the IP address, IP segment and MAC address.
IP address Enter the IP address, start port and end port allowed or
Initial door forbidden.
L]
If theType(Type) isIP address(IP Address), can be configured.
Final door AN@Ssible configure Brings initial (Start port) ABghgs final (End
Port) only in Type (Type)Network access(Network Access).
Enter the start and end address of the IP segment.
L]
Address :
initial/final address If th(.aType(Type) isIP Segment(IP Segment), can be
configured.
Enter the allowed or forbidden MAC address
L]
MAC address If theType(Type) isSMAC address(MAC Address), can be
configured.

Step 4: Click onApply(Apply).

5.20.3.2 Account Blocking

Procedure

Step 1: SelectMain menu>SAFETY>Defense from attacks>Account Blocking(
Main Menu > SECURITY > Attack Defense > Account Lockout). Step 2: Set the

parameters.
Table 5-83 Block parameters
Parameter Description
Set the maximum number of incorrect password attempts
allowed. The account will be locked after the number of
Attempts attempts exceeds the maximum number.

Value range: 5-30.
Default value: 5.

Duration of the block

Set how long the account will be locked. Value
range: 5-120 minutes.
Default: 5 minutes.
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Step 3: Click onApply(Apply).

5.20.3.3 Defense from Dos Attacks

To protect your device from DoS attacks, you can enable the following features:Defense against SYN
flood attacks(SYN Flood Attack Defense) andICMP flood attack defense(ICMP Flood Attack Defense).

Figure 5-299 Defense against DoS attacks
-~ S A % T L,

Firewall Account Lockout AntiEDoS Attack ™ Syne Time—Whitelist

SYN Flood Attack Defense
might send out repeated SYN me ges to the deviee, leaving many half~open TCP connections
2A (Cortiicate on the device, which will make the device n hit by an SYN flood attack, the device will defend itself
)y discarding the first message.

Security Warning
ICMP Flood Attack Defense .

An attacker might send out an abnormally large number of ICMP packets to the device, which will use up all

computing resources and thus make the device ¢ . When hit by an ICMP flood attack, the device will

defend itself by using the ICMP message filtering tactic

5.20.3.4 Time Sync - Allowed List

Synchronization is only allowed with hosts in the trusted hosts list.

Procedure
Step 1: SelectMain menu>SAFETY>Defense from attacks>Time sync allowed list(Main

Menu > SECURITY > Attack Defense > Sync Time-Allowlist). Step 2: SelectAbility(Enable) to
activate the function. Step 3: Configure the parameters.

Table 5-84 Time synchronization allow list parameters

Parameter Description

Add You can add trusted hosts for time synchronization.
Type Select the IP address or IP segment for the hosts to add.
IP address Enter the IP address of a trusted host.
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Parameter Description

[

If theType(Type) isIP address(IP Address), you can configure

Enter the starting IP address of the trusted hosts.

[

Initial address If theType(Type) isIP Segment(IP Segment), you can configure

Enter the final IP address of the trusted hosts.

[

Final address If theType(Type) isIP Segment(IP Segment), you can configure

Step 4: Click onApply(Apply).

5.20.4 CA Certificate

You can create or import the device certificate and install the trusted CA certificate.

5.20.4.1 Device Certificate

Certificate Creation

1. SelectMain menu>SAFETY>CA Certificate>Device Certificate(Main Menu >
SECURITY > CA Certificate > Device Certificate).

[

® Do ik onE Fordownload Thertificate in the archive local.
® Do dick onfal Foreliminate Thertificate. Thertificate deleted Not,...oto be restored,
proceed withaution.

340



ua

TECHNOLOGY

User Manual

(8} SECURITY

Security
Attack Defense
rtificate

Encryption

Security Authenti...

2. Configure the parameters.

Figure 5-300 Device Certificate
-

Device Certificate Trust

ce certifica

Install Device Cer...

No. Certificate Serial Number
1 D851...

Validity Period
125132

Table 5-85 Device certificate parameters

Issued by

Parameter

Description

Country/geographic area

This parameter is user-defined.

State

This parameter is user-defined.

City name

This parameter is user-defined.

Validity period

Enter a validity period for the certificate.

Organization

This parameter is user-defined.

Organization Department

This parameter is user-defined.

Domain Name

Enter the IP address of the certificate.

3. Click onCreate(Create).

CA Certification Request and Import

To complete the CA certification request and import, follow the on-screen instructions.
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[L]
Before ofthe'USE,iNSert unitdlash USB.

Figure 5-301 Requesting CA certification and importing

CA Application and Import

Procedure:

Step 1: Select "Create a Certificate Request’ to generate

request file.
Step 2: Submit the certificate request file to a third—party (

Stey lect ‘Import a Certificate” and then import the CA certificate

[ype Create Certificate R... Import Certificate

City Name

Valid Period
Organization
Organization Unit

Create

Importing third-party certificate

Before importing, please insert the USB flash drive with third-party certificate.

1. SelectImport third-party certificate(Import Third-party Certificate).

Figure 5-302 Importing third-party certificate
Import Third-party Certificate

Path Browse

Private Key Browse

2. Configure the parameters.
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Table 5-86 Importing Third-Party Certificate

Parameter Description
Click Browse to browse for the third-party certificate path on
Path .
the USB drive.
. Click Browse to search for the third-party certificate
Private key

private key on the USB drive.

Private key password

Enter the password of the encrypted private key. If the private
key is not encrypted, you do not need to enter this parameter.

3. Click onCreate(Create).

5.20.4.2 Trusted CA Certificate

Procedure

Step 1: SelectMain menu>SAFETY>CA Certificate>Trusted Certificate (Main Menu >

SECURITY > CA Certificate > Trusted Certificate).

Figure 5-303 Trusted CA Certificate

®) SECURITY e A& 5 © 2
ac S cate| Trusted CACe...

Install Trusted Certificate

Certificate Serial Number Validity Period

Security Authenti...

Issued by

Step 2: Click onInstall trusted certificate(Install Trusted Certificate). Step 3: Click on
Browse(Browse), to select the backup file you want to install. Step 4: Click onIt matters(

(Import).
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5.20.5 Audio/Video Encryption

The device supports audio and video encryption during data transmission.

Procedure

Step 1: SelectMain menu>SAFETY>A/V Encryption>Audio/video transmission(
Main Menu > SECURITY > A/V Encryption > Audio/Video Transmission).

Figure 5-304 Audio/Video Transmission

(8} SECURITY

Audio/Video T...

Private Protocol

Enable [l

AES256-OFB

RTSP stream is encry

e that the corresponding

ce certificate

No. Certificate Serial Number

Step 2: Configure the parameters.

Certificate Management

Validity Period User Issue

b1B3...

Back

Table 5-87 Transmission parameters

Parameter Description
Enables encryption of stream frames via a
private protocol.

§ [0
Ability Security vulnerabilities may occur if you

disable this service.

Protocol

private

Encryption type

Use the default setting.

Update period of the
secret key

Secret key update period.

Value range: 0-720 hours. 0 indicates that the
secret key is never updated.

Default value: 12.

RTSP over TLS Ability

Enable RTSP stream encryption via TLS.
[1]
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Parameter

Description

Data breaches can occur if you
disable this service. It is recommended to enable

this feature.

Select a device
certificate

Select a device certificate for RTSP over TLS.

Certificate Management

For details on managing certificates,
see section 5.20.4 CA Certificate.

Step 3: Click onApply(Apply).
5.20.6 Security Notice

5.20.6.1 Security Exception

Procedure

Step 1: SelectMain menu>SAFETY>Security Notice>Security exception(Main Menu >
SECURITY > Security Warning > Security Exception).

Figure 5-305 Security Exception
- 3

Security Exception

Alarm-out Port

Show Message
Warning

Tllegal Login

arnings to user when a security exception is detected

Setting Post=Alarm

Step 2: SelectAbility(Enable) and then configure the parameters.

Table 5-88 Security Exception Parameters

Parameter

Description

Alarm output port

Alarm devices (e.g. lights, sirens, etc.) are connected to
the alarm output port. When an alarm is triggered,
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Parameter Description
alarm, the DVR device transmits the related information to
the alarm device.
When the alarm stops, its duration can be extended for
Post-alarm a certain period of time. The selectable time range is

from 0 to 300 seconds.

Show message

Select the checkbox to enable a pop-up message on
the local PC.

Acoustic signal

Select the checkbox to enable an audible signal
when an alarm is triggered.

Alarm tone

Select the checkbox and the corresponding audio file from the
drop-down list. The system will play the audio file when an
alarm is triggered.

Log

By selecting the checkbox, the DVR device will record the
alarm information in the log when an alarm occurs.

Send email

Select the checkbox. When an alarm is triggered, the DVR
device will send a notification email to the set mailbox.

M

To use this feature, make sure that the email function is
enabled in the itemMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

Security event monitoring explained. Indicates the type
of attacks that can trigger security exceptions.

@ Unauthorized executable program that attempts to
run

@® Brute-force attack on web URL
@® Session connection overload
@® Brute-force attack on session ID

Step 3: Click onApply(Apply).

5.20.6.2 Invalid Login

Procedure

Step 1: SelectMain menu>SAFETY>Security Notice>Invalid login (Main Menu > SECURITY >

Security Warning > Illegal Login).
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Figure 5-306 Invalid login

®) securiTy

oA Certificate

»M S A U

eption lllegal Login

out Port Setting

Step 2: SelectAbility(Enable) and then configure the parameters.

Table 5-89 Invalid access parameters

Parameter

Description

Alarm output port

Alarm devices (e.g. lights, sirens) are connected to the alarm
output port. When an alarm is triggered, the device
transmits the alarm information to the alarm device.

Post-alarm

When the alarm stops, its duration can be extended for a
certain period of time. The selectable time range is from 0
to 300 seconds.

Acoustic signal

Select the checkbox to enable an audible signal when an
alarm is triggered.

Alarm tone

Select the checkbox and the corresponding audio file from the
drop-down list. The system will play the audio file when an
alarm is triggered.

Log

By selecting the checkbox, the device will record the alarm
information in the log when an alarm occurs.

Send email

Select the checkbox. When an alarm is triggered, the
device will send a notification email to the set mailbox.

[L]
To use this feature, make sure the email function is turned on

voice enabledMain menu>NET>E-mail(Main Menu >
NETWORK > Email).

Step 3: Click onApply(Apply).
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5.20.7 Security Authentication

Procedure
Step 1: SelectMain menu>SAFETY>Security authentication>Digest algorithm for
authentication(Main Menu > SECURITY > Security Authentication > Digest Algorithm for
Authentication).

Figure 5-307 Digest algorithm for authentication

© securiy

Digest Algorithm for Au..

Step 2: SelectDigest Algorithm for User Authentication(Digest Algorithm for User
Authentication) orONVIF User Authentication Digest Algorithm(Digest Algorithm for ONVIF
User Authentication), depending on your needs.

You can select betweenMD50rSHA256The default setting isMDS5.

After havemodified «..password Of...e Theccount private, Apdssible select a
algorithm digest different frolhD5.

5.21 Configuring system settings

5.21.1 Configuring general system settings

You can configure basic device, time and holiday settings.

Procedure
Step 1: SelectMain menu>SYSTEM>General>Holiday(Main Menu > SYSTEM >
General > Holiday).
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Figure 5-308 Holidays

Holiday

Date Duration Operation

Step 2: Click onAdd(Add).

Figure 5-309 Adding Holidays
Add

Name
Effective Mode
Period

Start Time

Add More

Step 3: Configure the holiday name, repeat mode and time range as needed.

Step 4: Click onAdd(Add).
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[1]
Enable ..function Add other (Add(more) Forcontinue to add

onthe festivityto

Figure 5-310 Adding Holidays
{t-# SYSTEM M S A e

Date& Time Holiday

Status Name Date Duration Operation

io 19

5.21.2 Configuring settings for the RS-232 standard

SelectMain menu>SYSTEM>RS232(Main Menu > SYSTEM > RS232), and then
configure the serial port function, baud rate and other parameters.

(L]
Alone someone series Ofproducts they support thetandard RS-232.
Figure 5-311 RS-232
GENERAL
Function Console
> RS232
Baud Rate 115200

Data Bits

Stop Bits

Parity

Table 5-90 RS-232 Parameters

information

Parameter Description

Function Select the serial port control protocol. The value
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Parameter Description

default isConsole.

@® Console: Update the program and debug with the
console and mini terminal software.

@® Keyboard: Allows you to control the device using a
special keyboard.

@® Adapter: Connect the computer directly to transmit data.

@® COM Protocol: Configure the function to COM protocol,
to display the card number in overlay.

@® PTZ Matrix: Connect matrix control.

Baud rate Select the baud rate; default is 115200.

. The available range is from 5 to 8 and the default is 8.
Bits of data
Stop bits The available options are 1 and 2.
- The available options are none, odd, even, sign, and null.
quality

The default is None.

5.22 Maintenance

You can view information such as log information, hard disk information, and version
details.

5.22.1 Viewing log information

Preliminary information
[L]

@® If Andtalled a disc rigid, theisters related wwe operations Ofsystem they come saved in the
memory one device,  While others tpes Ofegisters they come saved wnwe disc rigid. Inabsence Of
disc rigid, The@ners types Ofegisters they come saved nume SUPPOIt fromte MEMOTY ore deVice.

@® When Ydsrmat Thésc rigid, theisters NOtthey will go lost. However, if Yestracts Thlésc rigid
emcnddeVice, thaisters they could go lost.

Procedure
Step 1: SelectMain menu>MAINTENANCE>Register(Main Menu >
MAINTENANCE > Log).
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MAINTENANCE

All

v

Period Today

2024 -05-15 00:00 :00
Disk

Record

BPS
Channel Info
Online User

Detec.

ced Mai..
Update

Default

2024-05-15 16:44:32 User logged i

1/4

2024 -05-15 23:59:59

Search

Backup BIEENS

Clear

Step 2: In the listType(Type), select the type of log to display (System(System), Configuration(
Config),Archiving(StorageE),Registration(Record),Account,Delete(Clear), Reproduction(
Playback) andConnection(Connection) or selectAll(All) to view all logs.

Step 3: Enter the time period and clickOK.

Figure 5-313 Search results

Browse

sdcl(USB USB) Refresh
29.49 GB

29.36 GB

New Folder

Format

Delete

Cancel
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@® Do ik onDetails (Details) 0D0 double click one register Thafroview: wit comel O
displayed «..page Information detailed (Detailed Information). DO cick On

Afteryou (Next) OBackwards (Previous) Forto view further information o« register.

@ Do cick ONBackup FOrtoexecute Th&ckup ortne registers mee device  Ofarchiving  USB.
ANGEsible enable Encryption Ofbackup (Backup (Encryption) Aneefore SEtUP @
password. AN&essary wpassword Foropen Tligeexported.

® Do ik onDelete (Clear) Forremove ey thisters.

5.22.2 System Information

5.22.2.1 Viewing version details

You can view version details, such as device model, system version, and build date.

SelectMain menu>MAINTENANCE>System information>Version(Main Menu >
MAINTENANCE >System Info > Version).

Figure 5-314 Version
£77% MAINTENANCE &

Log

Record
BPS
ChannelInfo

Online User

Update

Default

5.22.2.2 Viewing Disk Information

You can view the number of hard disks, hard disk type, total space, free space, status, SMART
information, and version.
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SelectMain menu>MAINTENANCE>System information>Disc(Main Menu >
MAINTENANCE >System Info > Disk).

Record

BPS

Channel Info

Online User

Network Detec...

Manager
nced Mai..
Update

Default

71" MAINTENANCE

Figure 5-315 Disk

Device Name Physical Position Properties Total Space Free Space
B 0.00 MB

sda Cabinet_1

Table 5-91 Disk parameters

Parameter

Description

N.

Indicates the number of the currently connected hard disk. The asterisk (*)
indicates the hard disk is working.

Device name

Indicates the name of the hard disk.

Physical position

Indicates the installation position of the hard disk.

Type Indicates the type of hard disk.

Total space Indicates the total capacity of the hard disk.

Free space Indicates the available capacity of the hard disk.

State Indicates the status of the hard disk and displays whether it is working normally.

SMART View SMART reports obtained from hard drive testing.

Version Indicates the system version of the hard disk.
Select the hard disk to upgrade, clickFirmware Update(Firmware
Update), select the update files, and then clickOK.

gpdates of the The system will display a message indicating that the update was

irmware

completed successfully.
[1]
Before upgrading the hard disk, insert a USB device
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Parameter Description

USB storage containing the update files in the USB port of your
device.

5.22.2.3 Viewing Registration Information

\

SelectMain menu>MAINTENANCE>System information>Registration(Main Menu
MAINTENANCE > System Info > Record), to view the recording information.

Figure 5-316 Registration
MAINTENANCE R B & 7 0 =E O

=

1* DeviceN.. StartTime End Time
All 2000-01-01 00:00:00
1* sda 2

Disk

Record

BPS
Channel Info

Online User

Update

Default

5.22.2.4 Viewing data flow information

You can view the real-time data flow rate and resolution of each channel. SelectMain
menu>MAINTENANCE>System information>BPS(Main Menu > MAINTENANCE >System
Info > BPS).
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Figure 5-317 BPS

£7% MAINTENANCE | 8 &

Log

920*10

Channel Info

Online User

ger

Advanced Mai...

Update

Default

5.22.2.5 Viewing channel information

You can view the information of the camera connected to each channel. SelectMain
menu>MAINTENANCE>System information>About the channel(Main Menu >
MAINTENANCE >System Info > Channel Info).
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Figure 5-318 Channel information
£+ MAINTENANCE S B 5 £

=

Log
Channel
1

Record
BPS
> ChannelInfo

Online User

ced Mai..

Update

Default

5.22.2.6 Viewing Online Users

You can view the information of online users and block them for a certain period of time.

SelectMain menu>MAINTENANCE>System information>Online Users(Main Menu >
MAINTENANCE >System Info > Online User).
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Figure 5-319 Online Users
£ MAINTENANCE = o ®

Username IP Address User Login Time Blocked
admin 3

admin
admin
admin
Record
BPS
Channel Info
> Online User
Network Detec.
Manager
Advanced Mai..
Update

Default

Blocked

To block a user online, click and enter the user's block time. You can
set a maximum value of 65535.

The system checks every 5 seconds whether a user has been added or deleted and
immediately updates the user list.

5.22.3 Viewing Network Load

Network load is the data flow that measures the transmission capacity. You can view
information such as the speed of receiving and sending data.
Procedure

Step 1: SelectMain menu>MAINTENANCE>Network Detection>Net(Main Menu >
MAINTENANCE > Network Detection > Network).
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Figure 5-320 Network load
£ MAINTENANCE X 8

=

Log Network Load

MAC Address Status IP Address Type MTU

Succeed Ethernet 1500

Record

BPS =
4 Mb/S

Channel Info

Online User

jork Detec...

ced Mai..

Update

Default

Step 2: Click the LAN name to view, such as LAN1. The system displays
the data sending and receiving speed information.

@ Foroption default, rewme displayed Themad LAN1.
@ AN&Ssible to view  aone @ load LAN atte time.

5.22.4 Management

5.22.4.1 Device maintenance

If the device has been in operation for a long time, you can configure it to automatically restart
when the device is not working. You can also configure the fan operation mode to reduce noise
and extend the life of the fan.

Procedure
Step 1: SelectMain menu>MAINTENANCE>Management>Maintenance(Main Menu >
MAINTENANCE > Manager > Log).
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Figure 5-321 Maintenance

Auto Reboot
Never
Case Fan Mode
Always
ncy Maintenance
Enable [ |

For 0 OUr ¢ /ice, en s function. If th y trouble

performing functions, such as updating, the system will automatic s function.

Step 2: Configure the parameters.

Table 5-92 Maintenance parameters

Parameter Description

Auto Restart In the listAutomatic restart(Auto Reboot), select the restart time.

In the listFan mode(Case Fan Mode) you can select Always(Always)
orAutomatic(Auto). SelectingAutomatic(Auto), the fan will stop or
start based on external conditions, such as the temperature of the

device.

Fan mode [[;[;H

This feature is only available on some models and is only
supported on the local setup page.

When there is a power failure, malfunction or other problems and
you cannot log in, then you can use the emergency maintenance
function to restart the device, clear the configuration, update the
system, etc.

Maintenance of
emergency

Step 3: Click onApply(Apply).

5.22.4.2 Exporting and importing system settings

You can export or import your device's system settings if you have multiple devices
that require the same configuration.

L]

@ If the operation Ofbackup Aittourse onthe other pages, NotApdssible open «..page
Import/Export (Import/Export).

® When Yegens «..page Import/Export (Import/Export), Thgstem update tdevices And
tax weedirectory current as  Before directory root.

@® Do dick onFormat (Format) Forto format Thevice  Ofarchiving  USB.
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Exporting system settings

1. SelectMain menu>MAINTENANCE>Management>Import/Export(Main Menu >
MAINTENANCE > Manager > Import/Export).

Figure 5-322 Import/Export
£7% MAINTENANCE B B & 7 0 =BHB O ®

Maintenance Import/Export

ySLErIC RNk Refresh Format

Network Detec...

Address
Update i

X Name
Default

New Folder Import Export

2. Insert a USB storage device into the USB port on the device.

3. Click onUpdate(Refresh) to update the page.

4. Click onExport(Export).
There is a folder named "Config_[YYYYMMDD111hhmmss]". Double clicking on the folder
will show the backup files.

Importing system settings

1. Insert a USB storage device containing configuration files exported from another device
into one of the device's USB ports.

2. SelectMain menu>MAINTENANCE>Management>Import/Export(Main Menu >
MAINTENANCE > Manager > Import/Export).

3. Click onUpdate(Refresh) to update the page.

4. Click on the configuration folder (named "Config_[YYYYMMDD111hhmmss]") to

import.

5. Click onIt matters((Import).

Once the import is complete, your device will restart.
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5.22.5 Advanced maintenance

If an exception occurs, export the data to verify the details.
SelectMain menu>MAINTENANCE>Advanced maintenance(Main Menu >
MAINTENANCE > Advanced Maintenance).

5.22.6 Update

5.22.6.1 Update Files

Procedure

Step 1: Insert a USB storage device containing the update files into the USB port on your
device.

Step 2: SelectMain menu>MAINTENANCE>Update(Main Menu > MAINTENANCE >
Update)

Figure 5-323 Update

File Update

Pleaseinsert USB if you need to update the system now. Press Start button to launch update

and do not shut down the power during update.

Update
Online Update
Auto Check for Updates System Update Notifications
m Version 4.000.0000003.0.R Build Date 2024-05-13 | Manual Check

You are using the latest version.

Step 3: Click onUpdate(Update).
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Figure 5-324 Navigation

Browse

Device Name sdb4(USB USB) Refresh Format

Total Space 28.91GB

25.33GB

Type Delete
Folder
Folder
Folder
Folder
Folder
Folder
g Folder

m repodata Folder
File Name

New Folder

Step 4: Click on the update file.
Step 5: The selected file is displayed in the fieldUpdate Files(Update file). Step 6: Click on
Start(Start).

5.22.6.2 Online Update

If your device is connected to the Internet, you can use the online update function to
update the system.

Preliminary information
Before using this feature, you need to check if there is a new version by automatic or
manual check.
@ Automatic check: The device checks at intervals whether a new version is available.

@® Manual Check: A real-time check is performed for new versions available.

A\

During «e.procedure, tomakesure Thatléet iS delivered correctly Ambat..connection
Ofnet functions waves avoid problems Ofupdate.

Procedure
Step 1: SelectMain menu>MAINTENANCE>Update(Main Menu > MAINTENANCE >
Update).
Step 2: Check if there is a new version.
@ Automatically check for updates: Enable automatic checking for
updates.

@ Manual verification: Click onManual verification(Manual Check).
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The system starts searching for new versions. After the check, the system displays the
results.

@ If you see a message that the latest version is already installed, you do not need
to upgrade.

@ If the message indicates that a new version is available, go to step 3.
Step 3: Click onUpdate now(Upgrade Now) to update your system.

5.22.6.3 Uboot Update

[L]
@ AN&essary save tfite"u-boot.bin.img" Angbdate.img" in the directory principal « e device
Ofarchiving  USBAmdevice  Ofarchiving USBmusto be informat FAT32.

@ Make sure Thatldevice  Ofarchiving  USBis inserted, otherwise Not...stgossible
to carry out the update.

When the device boots, the system automatically checks whether a USB storage device is
inserted and whether there is an update file. If there is and the update file check result is
correct, the system will automatically perform the update. Uboot update saves the need to
perform the update via +TFTP when the device is shut down.

5.22.7 Reset to default settings

On the local page, you can restore the device to its default configurations.

Preliminary information
(1]

el

This  function AB@bported Alone from the account of the administrator.
You can select which settings to restore to factory defaults.

Procedure

Step 1: SelectMain menu>MAINTENANCE>Default(Main Menu > MAINTENANCE >
Default).

Step 2: Reset settings.

@ Click onDefault(Default) to restore all parameters to the default settings,
except the network and user management parameters.

@ Click onFactory default settings(Factory Default), selectOK, then enter the
administrator password in the displayed dialog box to reset all device
parameters to factory default settings.

5.23 Device Logout

Click on , top right of the Main Menu page or any other

page, after accessing the main menu.
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@ By selectingDisconnect(Logout), you can log out of the device.
@ By selectingRestart(Reboot), you can restart your device.
@ By selectingArrest(Shutdown), you can turn off the device.
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6 Use via Web

M

@ Theages reported nne manual I amtouone scope Ofreference For:..presentation fromte
related operations. The look actual could be vary inbase.«imodel purchased. IncaseOf
discrepancy ww..d M@NUal Afipeoduct, prevails the latter.

@® Theanual Aaddocument generic Thabhashecope Ofpresent  Tlpeoduct. Therefore, someone
functions orme device  described mwe Mmanual they could Notto be applicable ««dmodel
purchased.

@ seond Thafrofimterface Web,Apdssible log in  ««device using Tloeir software

Smart PSS. Forinformation detailed, consult Th@anual of the user OfSmart PSS.

6.1 Connecting to the network

Preliminary information
[L]

@ The address [Pone device  expected as  setting Offactory Ameb.168.1.108.

@ Tldevice  supports Theonitoring through different browser as  Safari, FireFox,Google on
computer Apple FOrto execute functions which monitoring multichannel, check  PTZ And
configuration e parameters orce device.

Procedure
Step 1: Connect the device to the network.
Step 2: Configure the IP address, subnet mask, and gateway for your computer and

device. For details on the device's network configuration, see "5.1.4.4 Configuring
Network Settings".

Step 3: On your computer, check the device's network connection by "ping

krkk kkk kkk *kk" Typically the TLL return value is 255.

6.2 Access to the web page

Procedure
Step 1: Open IE browser, enter the IP address of your device and press Enter.
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Figure 6-1 Access

aJhua

TECHMOLOGY

Step 2: Enter your username and password.
[ 1]
@ Theaccount Ofadministrator default  Aadmin . .. password Abtbt set
during «procedure Ofconfiguration initial. Forprotect adequately  The

own account, Yesiggests Ofkeep respassword onSafe A@dthange it
periodically.

® Do ik on. Forto view werePassWord.
Step 3: Click onSign in(Login).

6.3 Introduction to the Web Main Menu

After logging in to the web page, the main menu appears.
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8 SETTING &, ACCOUNT

SETTING

EB{ CAMERA

Figure 6-2 Main menu

® SEARCH

e MAINTENANCE
&

- /
=

<)

Table 6-1 Description of the main menu

N. Icon Description
It includes a setup menu through which you can configure

1 a camera settings, network settings, storage settings, system
settings, account settings and view information.

2 Nobody Show system date and time.

3 Q Click on and enter the desired keyword. This way it is
you can quickly access this page.

4 8 By moving the cursor over the icon in , the user account is shown

use.

Click on E to select the desired option fromYou go out
(Logout),Restart(Reboot) orTurn off(Shutdown).

Allows you to view the mobile phone client and the QR code

of the device serial number.

@® Mobile Phone Client: Using your phone, scan the QR
code to add the device to the mobile phone client. Then
you can access the device from your mobile phone.

@ Device SN: Get the device serial number by scanning the QR
code. Log in to the P2P management platform and add the
device serial number to the platform. Then you can log in
and manage the device over the WAN. For more details,
please refer to the P2P operation manual. You can also
configure the P2P function in the local settings. Please refer
to "5.1.4.5 Configuring P2P Settings".

Click on H to return to the main menu page.

8 Nobody

Includes 10 boxes with function:IN REAL TIME(LIVE),NEAR
(SEARCH),ALARM(ALARM),POS,IA(TO THE), MAINTENANCE
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N. Icon Description
(MAINTENANCE),BACKUP,DISPLAY,AUDIOANdIoT. Click on a
name to open the corresponding configuration page.
Includes 6 panels: Click on a name to open the
corresponding configuration page.
@® CAMERA:Allows you to add cameras, set A/V encoding,
properties and camera name.
@ NET:Allows you to set up basic network function, Wi-Fi, email
and P2P.
@® ARCHIVE:It includes functions such as recording
9 SOE[;IFITINGS schedule, disk management, disk detection, storage space
calculation, etc.
@ SYSTEM:Allows you to configure basic parameters and system
date and language.
@® SAFETY:Allows you to check the protection status and
change the security configurations of your device.
@® ACCOUNT:Allows you to add/delete users and manage their

permissions.

6.4 Viewing the Open Source Software Warning

Access the web, selectMAINTENANCE>System information>Legal information
(MAINTENANCE > System Info > Legal Info), then clickView(View) to view the open source
software notice.
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7 FAQ

1.The DVR does not start properly. The
following situations are possible:
@ The diet is not adequate.
@ The power supply is not connected properly.
@ The ignition switch is damaged.
@ The program update was not successful.
@ The hard drive is malfunctioning or there is a problem with the hard drive jumper.
@ There is a compatibility issue with Seagate DB35.1, DB35.2, SV35 or Maxtor 17-g. Update to
the latest version to resolve this issue.
@ Front panel error.
@ The main board is damaged.
2.0ften the DVR shuts down or stops working. The
following situations are possible:
@ The input voltage is not stable or insufficient.
@ The hard drive is malfunctioning or there are problems with the hard drive jumper
configuration.
Insufficient power supply.
The camera signal is not stable.

The operating environment is too harsh; too much dust.

Hardware malfunction.
3.The hard drive cannot be detected. The
following situations are possible:
@ The HDD is faulty.
@ The hard drive jumper is damaged.
@ The HDD cable connection is unstable.
@ The SATA port on the main board is not working.
4.No video output in single channel, multi channel and all channel modes. The
following situations are possible:
@ The program is not compatible. Update to the latest version.
@ Brightness is 0. Reset to default configuration.
@ Input video signal absent or too weak.
@ Check privacy masking or screen saver.
@® DVR hardware malfunction.
5.Real-time color video is distorted. The
following situations are possible:
@® When using BNC output, NTSC and PAL configuration is incorrect. Real-time video is
black and white.
@ TheDWR impedance and the monitor impedance are not compatible.
@ The video is too long or the quality is insufficient.
@ The DVR's color or brightness settings are incorrect.

6.It is not possible to search for local recordings.
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The following situations are possible:
@ The hard drive jumper is damaged.
@ The HDD is faulty.
@ The updated program is not compatible.
@ The recorded file has been overwritten.
@ The recording function has been disabled.
7.When searching for local recordings, the video is distorted. The
following situations are possible:
@ The video quality setting is too low.
@ Program reading error; insufficient data. Mosaic displayed in full screen. Restart
DVR to solve the problem.
@ Hard drive jumper problem.
@® HDD malfunction.
@® DVR hardware malfunction.
8.There is no audio during monitoring mode. The
following situations are possible:
@ The pickup is not powered.
@ The speaker is not powered.
@ The audio cable is damaged.
@® DVR hardware malfunction.
9.Audio is present in monitoring mode but not in playback mode. The following
situations are possible:
@ The configuration is incorrect. Please enable the audio feature.
@ No video input on a channel. Playback is choppy when the screen is blue.
10.The system time is incorrect. The
following situations are possible:
@ The configuration is incorrect.
@ The battery is not connected properly or the voltage is insufficient.
@ The oscillator is broken.
11.The DVR panning cannot be controlled. The
following situations are possible:
PTZ module front panel error.
Incorrect PTZ decoder configuration, connection or installation.
The cable is not connected properly.
The PTZ module configuration is incorrect.
The PTZ decoder protocol and DVR protocol are not compatible.
The address of the PTZ decoder and the DVR are not compatible.

If there are multiple decoders, add a 120 ohm resistor between the A and B wires of the
farthest PTZ decoder to eliminate reverberation or differentiate impedance. Otherwise, the
PTZ control will not be stable.

@ The distance is too far.
12.Motion detection not working. The

following situations are possible:

@ The period configuration is incorrect.
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@ The motion detection zone configuration is incorrect.

@ Sensitivity is insufficient.

@ For some versions there is a hardware limit.
13.Unable to access client or web control. The

following situations are possible:

@ If you are using Windows 98 or Windows ME, please upgrade your system to Windows 2000 SP4.
Alternatively, you can install the client software of previous versions. Currently, our DVR is not
compatible with Windows Vista.

ActiveX controls disabled.

Version lower than dx8.1. Update your video card driver.
Problem with network connection.

Incorrect network configuration.

The username or password is invalid.

Client not compatible with DVR program.
14.Mosaic only (no video) when previewing or playing remote video files. The
following situations are possible:
@® Network fluidity is poor.
@ Client resources are limited.
@® A multi-transmission group has been configured on the DVR. This mode may cause
mosaic effect. Generally, it is not recommended to use this mode.
@ Privacy masking or channel protection has been configured.
@ The user does not have monitoring rights.
@ The quality of the DVR's local video output is poor.
15.The network connection is not stable.
The following situations are possible:
@ The network is not stable.
@ IP address conflict.
@® MAC address conflict.
@ Faulty computer or DVR network card.
16.Burning error/USB backup error. The
following situations are possible:
@ The burner and the DVR are connected to the same data cable.

@ The system is using too much CPU resources. Stop recording, then start backup.

@ The data volume exceeds the capacity of the backup device. Burning may fail.

@ The backup device is not compatible.
@ The backup device is damaged.
17.The keyboard cannot control the DVR. The
following situations are possible:
@ The DVR serial port settings are incorrect.
@ The address is incorrect.
@ When there are multiple selectors, the power supply is not enough.

@® The transmission distance is too far.
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18.It is not possible to turn off the alarm signal.
The following situations are possible:
@ The alarm configuration is incorrect.
@ The alarm output was manually disconnected.
@ Input device error or incorrect connection.
@ Some versions of the program may have this problem. Update your system.

19.The alarm does not work.
The following situations are possible:
@® The alarm configuration is incorrect.
@ The alarm cable is not connected properly.
@ The alarm input signal is incorrect.
@ An alarm device is connected to two circuits.

20.The remote control does not work. The
following situations are possible:

@ The remote control address is incorrect.

@ The distance is too far or the remote control tilt is too low.

@ The remote control battery is low.

@ The remote control is damaged or the front panel of the DVR is damaged.

21.The retention period for the records is insufficient. The
following situations are possible:

@ The camera quality is poor. The lens is dirty. The camera is installed against the
light. The camera iris setting is incorrect.

@® The HDD capacity is not enough.

@ The HDD is damaged.

22.The downloaded file cannot be played.

The following situations are possible:

@® No media player available.

@ Graphics acceleration software version lower than DXB8.1.

@ DivX503Bundle.exe control not available for playing the converted AVI file via media
player.

@ No DivX503Bundle.exe or ffdshow-2004 1012.exe not available in Windows XP.

23.I forgot my local menu operation password or network password. Please
contact your local technician or our sales representative for assistance. We will help
you solve the problem.

24.When I log in via HTTPS, I get a message saying that this site's certificate matches
another address.

Re-create the server certificate.
25.When1log in via HTTPS, I get a message saying the certificate is not trusted.

Download the root certificate again.
26.When I log in via HTTPS, I get a message saying the certificate has expired or is not
yet valid.

Make sure the date and time on your computer match the date and time on your device.
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27.If I connect an analog camera to the device, there is no video output signal. The

following situations are possible:

@® Check the camera power, data cable connection, etc.

@ Devices in this series do not support all brands of analog cameras. Please check if your
device supports standard definition analog cameras.

28.If I connect a standard definition analog or coaxial camera to the device, there is no
video output signal.

The following situations are possible:

@ Check the camera power or data cable connection.

@ For the product to support standard analog cameras and HD cameras, please access
the Main menu>CAMERA>Channel type(Main Menu > CAMERA > Channel Type), then
select the corresponding channel type and restart the DVR.

29.Unable to connect to IP channel. The

following situations are possible:

@® Check that the camera is online.

@ Check that the channel IP is configured correctly (IP address, username,
password, connection protocol and port number).

@ Check if the allow list is set on the camera (only the specified devices can connect to
the camera).

30.After establishing connection with IP channel, the output is OK in single window
mode, but there is no output signal in multi-window mode.

The following situations are possible:

@ Check if the camera secondary stream is enabled.

@® Check whether the camera's sub-stream type is H.264.

@ Check if the device supports the resolution of the camera's sub-stream (e.g. 960H,
D1 and HD1).

31.After establishing connection with IP channel, the output is OK in multi-window
mode but there is no output signal in single-window mode.

The following situations are possible:

@ Check for video on the IP channel. Go toMain menu> MAINTENANCE>System
information->BPS(Main Menu > MAINTENANCE > System Info > BPS), to view real-time
information about the transmission flow.

@ Check if the camera's main stream is enabled.

@ Check whether the main stream type of the camera is H.264.

@ Check whether the device supports the main stream resolution of the camera (e.g.
960H, D1, HD1 and so on).

@ Check if the network camera transmission threshold has been reached. Check the
camera user who is currently online.

32.After connecting to the IP channel, there is no video output in either multi-window
or single-window mode. However, I see that there is a stream.

The following situations are possible:

@ Check whether the camera's main/sub stream type is H.264.

374



@hua
TecHNoLOGY User Manual

@ Check if your device supports the resolution of the camera's main/substream
(e.g. 1080p, 720p, 960H, D1 and HD1).
@® Check the camera configuration. Make sure it supports third-party devices.

33.DDNS registration failed or cannot access the device domain. The following
situations are possible:

@ Check if the device is connected to the WAN. Check if the device has obtained
the IP address, if the PPPoE can communicate. If there is a router, check it and
verify if the device's IP is online.

@ Check if DDNS protocol is enabled. Check if DDNS function is OK.

@ Check if your DNS configuration is correct. Google's default DNS server is
8.8.8.8, 8.8.5.5. You can use different DNS provided by your ISP.

34.1 can't use the P2P function on my mobile or via the web. The

following situations are possible:

@ Check if P2P functionality is enabled on your device. (Main menu>Net>P2P (Main
Menu > Network > P2P)

@ Check if the device is connected to the WAN network.

@ Check whether the P2P access mode of your mobile phone is correct.

@ Check whether the device's P2P access port is specified, when using a P2P client.

@ Please check that you have entered your username and password correctly.

@ Check if the P2P serial number is correct. You can use your mobile phone to scan the
QR code on the P2P page of the device (Main Menu > Network > P2P), or you can use
the web version information to confirm. (For some products of the previous series, the
serial number of the device is the same as the serial number of the main board, which
may cause an error.)

35.If I connect a standard definition camera to the device, there is no video output
signal.

The following situations are possible:

@ Check if the DVR supports standard definition signals. Only some series products
support analog standard definition signals and coaxial signal input.

@ Check if the channel type is correct. For the product to support standard analog
cameras and HD cameras, go to Main Menu -> Settings -> Camera -> Channel Type,
then select the channel type (for example analog) and restart the DVR. This way the
DVR can recognize the analog standard definition.

@ Check the camera power or data cable connection.

36.Unable to connect to IP camera. The

following situations are possible:

@ Check if the DVR supports IP channels. Only some series products support A/D
switching, you can switch between analog channel and IP channel to connect to IP
camera. InMain menu>CAMERA>Channel type(Main Menu > CAMERA > Channel
Type), select the last channel to switch to IP channel. Some series products support IP
channel extension, N+N mode.
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@ Check if the IPC and DVR are connected. Log in toMain menu>CAMERA> Camera List(
Main Menu > CAMERA > Camera List) to search and view the IP camera and check if it is
online. Alternatively, you can accessMain menu> MAINTENANCE>Network Detection>
Network Test(Main Menu > MAINTENANCE > Network Detection > Network Test), here
you enter the IP address of the IP camera and click the Test button to check whether you
can connect to the IP camera.

@ Check that the channel IP is configured correctly (IP address, manufacturer, port,
username, password and remote channel number).

Daily maintenance

Brush the board, socket and frame regularly.

The device must be firmly grounded if there is any audio or video disturbance. Keep
the device away from sources of static or induced voltage.

Disconnect the power cord before removing the audio/video signal cables and RS-232 or
RS-485 cables.

Do not connect the TV to the local video output port (VOUT). It may damage the video
signal output circuit.

Always turn off the device using the correct procedure. To turn off the device, use the
shutdown function in the menu or press and hold the power button on the front panel
for at least three seconds. Otherwise, the hard disk may be damaged.

Keep the device away from direct sunlight or other heat sources. Ensure good
ventilation.

Check and maintain your device regularly.
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Appendix 1 Glossary

The abbreviations in this glossary refer to the Manual.

Appendix Table 1-1 Glossary

Abbreviations Full term

BNC Bayonet nut connector

CBR Constant bit rate

CIF Common intermediate format

DDNS Dynamic domain name service
DHCP Dynamic IP Configuration Protocol
DNS Domain Name System

Daylight saving time Daylight saving time

DVR Digital video recorder

FTP File Transfer Protocol

HDD Hard disk drive

HDMI High definition multimedia interface
HTTP Hypertext Transfer Protocol

IoT Internet of Things

IP Internet Protocol

VS Intelligent video system

LAN Local network

MAC Media Access Control

MTU Maximum transmission unit

NTP Network Time Protocol

NTSC National Television Standards Committee
ONVIF Open Network Video Interface Forum
PAL Phase shift line

PAT Port Address Translation

POS Point of Sale

PPPoE Point-to-point protocol over Ethernet

PSS Professional surveillance software
PTZ Pan, tilt, zoom

RCA American Radio Corporation

RTSP Real-time streaming protocol
SMART Self-monitoring, analysis and reporting technology
SATA Serial Advanced Technology Attachment
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Abbreviations Full term
SMTP Simple Mail Transfer Protocol
SNMP Simple Network Management Protocol
TCP Transmission Control Protocol
TFTP Trivial File Transfer Protocol
UDP User Datagram Protocol
UPnP Universal Plug and Play
VBR Variable bit rate
VGA Video Graphics Array
W-A-N Wide Area Network
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Appendix 2 Calculating Hard Disk Capacity

Calculate the total capacity needed for each DVR based on video recording (video recording
type and time).

Procedure

Step 1: Use formula (1) to calculate the storage capacity, that is, the capacity needed for
each channel, for each hour, expressed in MB.

Formula (1): g, =d, +8x3600+1024

In the formula: indicates the bit rate, expressed in Kbit/s
Step 2: After confirming the required video recording time, use formula (2) to calculate the
capacity, i.e. the storage space required for each channel, expressed in MB.

Formula(2): m, = g,xh, xD,

In the formula:

@® * indicates the recording time for each day (hour)

@ 2 indicates the number of days for which the video must be kept
Step 3: Use formula (3) to calculate the total (cumulative) capacity required for all DVR
channels during scheduled video recording.

Formula (3): 9r =>m
fml

In the formula: ¢ indicates the total number of channels of a DVR.
Step 4: Use formula (4) to calculate the total (cumulative) capacity 4r necessary for
all DVR channels during video recording in alarm status (including motion detection).

<
Formula (4): 9r = Zm;‘ Xa%
Py

In the formula: a% indicates the frequency of alarms.
See the following table for the approximate size of a one-hour file for each
channel. (All data listed below is for reference only.)

Appendix Table 2-1 Hard disk capacity calculation

Flow dimensions . Flow dimensions .
video (max) File size video (max) File size
96Kbps 42 MB 128Kbps 56 MB
160Kbps 70 MB 192Kbps 84 MB
224Kbps 98 MB 256Kbps 112 MB
320Kbps 140 MB 384Kbps 168 MB
448Kbps 196 MB 512Kbps 225 MB
640Kbps 281 MB 768Kbps 337 MB
896Kbps 393 MB 1024Kbps 450 MB
1280Kbps 562 MB 1536 Kbps 675 MB
1792 Kbps 787 MB 2048Kbps 900 MB
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Appendix 3 Compatible Backup Devices

Appendix 3.1 Compatible USB Device List

Appendix Table 3-1 Compatible USB devices

Producer Model Capacity
Sandisk Cruzer Micro 512 MB
Sandisk Cruzer Micro 1GB
Sandisk Cruzer Micro 2GB
Sandisk Cruzer Freedom 256 MB
Sandisk Cruzer Freedom 512 MB
Sandisk Cruzer Freedom 1 GB
Sandisk Cruzer Freedom 2GB
Kingston DataTraveler II 1 GB
Kingston DataTraveler II 2GB
Kingston DataTraveler 1 GB
Kingston DataTraveler 2GB
Maxell USB Flash Driver 128 MB
Maxell USB Flash Driver 256 MB
Maxell USB Flash Driver 512 MB
Maxell USB Flash Driver 1 GB
Maxell USB Flash Driver 2GB
Kingax Super Stick 128 MB
Kingax Super Stick 256 MB
Kingax Super Stick 512 MB
Kingax Super Stick 1 GB
Kingax Super Stick 2GB
Netac U210 128 MB
Netac U210 256 MB
Netac U210 512 MB
Netac U210 1 GB
Netac U210 2GB
Netac U208 4GB
Teclast You Cool 128 MB
Teclast You Cool 256 MB
Teclast You Cool 512 MB
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Producer Model Capacity
Teclast You Cool 1GB
Sandisk Cruzer Micro 2GB
Sandisk Cruzer Micro 8 GB
Sandisk You Cool 2GB
Sandisk Hongjiao 4GB
Lexar Lexar 256 MB
Kingston Data Traveler 1 GB
Kingston Data Traveler 16 GB
Kingston Data Traveler 32GB
Aigo L8315 16 GB
Sandisk 250 16 GB
Kingston Data Traveler Locker+ 32GB
Netac U228 8 GB
Appendix 3.2 Compatible SD Card List
Appendix Table 3-2 Compatible SD cards
Producer Standard Capacity Card type
Transcend SD111HC6 16 GB Big
Kingston SD111HC4 4GB Big
Kingston SD 2GB Big
Kingston SD 1GB Big
Sandisk SD111HC2 8 GB Small
Sandisk SD 1GB Small

Appendix 3.3 List of compatible portable hard drives

Appendix Table 3-3 Compatible portable hard drives

Producer Model Capacity
YDStar YDstar HDD box 40 GB
Netac Netac 80 GB
Iomega IRol\T;\Jesg(?URZI:;D €6 250 GB
WD Elements WCAVY1205901 1.5TB
Newsmy Liang Jian 320 GB
WD Elements WDBAAR5000ABK-00 500 GB
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Producer Model Capacity
WD Elements WDBAAUOQO15HBK-00 1.5TB
Seagate FreeAgent Go(ST905003F) 500 GB
Aigo H8169 500 GB

Appendix 3.4 Compatible USB DVD Device List

Appendix Table 3-4 Compatible USB DVDs

Producer Model
Samsung SE-S084
BenQ LD2000-2K4

Appendix 3.5 Compatible SATA DVD List

Producer Model

LG GH22NS30
Samsung TS-H653 Ver.A
Samsung TS-H653 Ver.F
Samsung SH-224BB/CHXH
SONY DRU-V200S
SONY DRU-845S
SONY AW-G170S
Pioneer DVR-217CH

Appendix 3.6 Compatible SATA HDD List

[1]
Update  Thiemware o0 DVRattne version mrecent Forguarantee Tl@eration. Y@Sey recommend
discs rigid withapacity tdroB@0GBtal TB.
Appendix Table 3-5 Compatible SATA hard drives

Producer Series Model Capacity Door mode

Seagate Video 3.5 ST1000VM002 1TB SATA

Seagate Video 3.5 ST2000VMO003 2TB SATA

Seagate Video 3.5 ST3000VM002 3TB SATA

Seagate Video 3.5 ST4000VM000 4TB SATA

Seagate SV35 ST1000VX000 1TB SATA
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Producer Series Model Capacity Door mode
Seagate SV35 ST2000VX000 2TB SATA
Seagate SV35 ST3000VX000 3TB SATA

SV35 (Support

for recovery
Seagate disk data ST1000VX002 1TB SATA

rigid offered by

Seagate)

SV35 (Support

for recovery
Seagate disk data ST2000VX004 2TB SATA

rigid offered by

Seagate)

SV35 (Support

for recovery
Seagate disk data ST3000VX004 3TB SATA

rigid offered by

Seagate)
Seagate SkyHawk HDD ST1000VX001 1TB SATA
Seagate SkyHawk HDD ST1000VX005 1TB SATA
Seagate SkyHawk HDD ST2000VX003 2TB SATA
Seagate SkyHawk HDD ST2000VX008 2TB SATA
Seagate SkyHawk HDD ST3000VX006 3TB SATA
Seagate SkyHawk HDD ST3000VX010 3TB SATA
Seagate SkyHawk HDD ST4000VX000 4TB SATA
Seagate SkyHawk HDD ST4000VX007 4TB SATA
Seagate SkyHawk HDD ST5000VX0001 5TB SATA
Seagate SkyHawk HDD ST6000VX0001 6TB SATA
Seagate SkyHawk HDD ST6000VX0023 6TB SATA
Seagate SkyHawk HDD ST6000VX0003 6TB SATA
Seagate SkyHawk HDD ST8000VX0002 8TB SATA
Seagate SkyHawk HDD ST8000VX0022 8TB SATA
Seagate SkyHawk HDD ST100000VX0004 10TB SATA

SkyHawk HDD

(Support for the
Seagate data recovery of the | ¢4 100vX003 178 SATA

hard drive

powered by

Seagate)

SkyHawk HDD

(Support for the
Seagate data recovery of the ST2000VX005 2TB SATA

hard drive

powered by
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Producer Series Model Capacity Door mode

Seagate)

SkyHawk HDD
(Support for the
data recovery of the
hard drive
powered by
Seagate)

Seagate ST3000VX005 3TB SATA

SkyHawk HDD
(Support for the
data recovery of the
hard drive
powered by
Seagate)

Seagate ST4000VX002 4TB SATA

SkyHawk HDD
(Support for the
data recovery of the
hard drive
powered by
Seagate)

Seagate ST5000VX0011 5TB SATA

SkyHawk HDD
(Support for the
data recovery of the
hard drive
powered by
Seagate)

Seagate ST6000VX0011 6TB SATA

SkyHawk HDD
(Support for the
data recovery of the
hard drive
powered by
Seagate)

Seagate ST8000VX0012 8TB SATA

WD WD Green WD10EURX (EOL) 1TB SATA

WD WD Green WD20EURX (EOL) 2TB SATA

WD WD Green WD30EURX (EOL) 3TB SATA

WD WD Green WD40EURX (EOL) 4TB SATA

WD WD Purple WD10PURX 1TB SATA

WD WD Green WD20PURX 2TB SATA

WD WD Green WD30PURX 3TB SATA

WD WD Green WD40PURX 4TB SATA

WD WD Green WD50PURX 5TB SATA

WD WD Green WD60PURX 6TB SATA

WD WD Green WD80PUZX 8TB SATA

WD WD Green WD10PURZ 1TB SATA

WD WD Green WD20PURZ 2TB SATA
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Producer Series Model Capacity Door mode
WD WD Green WD30PURZ 3TB SATA
WD WD Green WD40PURZ 4TB SATA
WD WD Green WD50PURZ 5TB SATA
WD WD Green WD60PURZ 6TB SATA
WD WD Green WDS80PURZ 8TB SATA
WD WD Green WD4NPURX 4TB SATA
WD WD Green WDG6NPURX 6TB SATA
TOSHIBA Mars DTO1ABA100V 1TB SATA
TOSHIBA Mars DTO1ABA200V 2TB SATA
TOSHIBA Mars DTO1ABA300V 3TB SATA
TOSHIBA Sound MDO3ACA200V 2TB SATA
TOSHIBA Sound MDO3ACA300V 3TB SATA
TOSHIBA Sound MDO3ACA400V 4TB SATA
TOSHIBA Sound MDO04ABA400V 4TB SATA
TOSHIBA Sound MDO4ABA500V 5TB SATA

Constellation ES
Seagate series ST1000NM0033 1TB SATA

(Interface

(SATA)

Constellation ES

series
Seagate ST2000NMO0033 2TB SATA

(Interface

(SATA)

Constellation ES

series
Seagate ST3000NMO0033 3TB SATA

(Interface

(SATA)

Constellation ES

series
Seagate ST4000NMO0033 4TB SATA

(Interface

(SATA)

Constellation ES
Seagate seres ST1000NMO0055 178 SATA

(Interface

(SATA)

Constellation ES

series
Seagate ST2000NMO0055 2TB SATA

(Interface

(SATA)

Constellation ES

series
Seagate ST3000NMO0005 3TB SATA

(Interface

(SATA)
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Producer Series Model Capacity Door mode
Constellation ES
series
Seagate ST4000NMO0035 4TB SATA
(Interface
(SATA)
Constellation ES
Seagate series ST6000NMO115 6TB SATA
(Interface
(SATA)
Constellation ES
series
Seagate ST8000NMO0055 8TB SATA
(Interface
(SATA)
Constellation ES
series
Seagate ST10000NM0016 10TB SATA
(Interface
(SATA)
Constellation ES
series
Seagate ST4000NM0024 4TB SATA
(Interface
(SATA)
Constellation ES
series
Seagate ST6000NM0024 6TB SATA
(Interface
(SATA)
Constellation ES
Seagate series ST1000NM0023 1TB SATA
(SAS Interface)
Constellation ES
Seagate series ST2000NMO0023 2TB SATA
(SAS Interface)
Constellation ES
Seagate series ST3000NM0023 3TB SATA
(SAS Interface)
Constellation ES
Seagate series ST4000NMO0023 4TB SATA
(SAS Interface)
Constellation ES
Seagate series ST6000NMO0014 6TB SATA
(SAS Interface)
Constellation ES
Seagate series ST1000NMO0045 1TB SATA
(SAS Interface)
Constellation ES
Seagate series ST2000NM0045 2TB SATA
(SAS Interface)
Seagate Constellation ES | g13000NM0025 3TB SATA

series
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Producer Series Model Capacity Door mode
(SAS Interface)
Constellation ES

Seagate series ST4000NMO0025 4TB SATA
(SAS Interface)
Constellation ES

Seagate series ST6000NMO0095 6TB SATA
(SAS Interface)
Constellation ES

Seagate series ST6000NMO0034 6TB SATA
(SAS Interface)
Constellation ES

Seagate series ST800ONMO0075 8TB SATA
(SAS Interface)
WD RE series

WD (Interface WD1003FBYZ 1TB SATA
(SATA)
WD RE series WD1004FBYZ

WD (Interface (replaces 1TB SATA
(SATA) (WD1003FBYZ)
WD RE series

WD (Interface WD2000FYYZ 2TB SATA
(SATA)
WD RE series WD2004FBYZ(replaces

WD (Interface he swears 2TB SATA
(SATA) WD2000FYYZ)
WD RE series

WD (Interface WD3000FYYZ 3TB SATA
(SATA)
WD RE series

WD (Interface WD4000FYYZ 4TB SATA
(SATA)
WD (Interface

WD (SATA) WD2000F9YZ 2TB SATA
WD (Interface

WD (SATA) WD3000F9YZ 3TB SATA
WD (Interface

WD (SATA) WD4000F9YZ 4TB SATA
WD (Interface

WD (SATA) WD4002FYYZ 4TB SATA
WD (Interface

WD (SATA) WD6001FSYZ 6TB SATA
WD (Interface

WD (SATA) WD6002FRYZ 6TB SATA

WD WD (Interface |\ he00oFRyZ 8TB SATA

(SATA)
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Producer Series Model Capacity Door mode
Ultrastar series

HITACHI (Interface HUS724030ALA640 3TB SATA
(SATA)
Ultrastar series

HITACHI (Interface HUS726060ALE610 6TB SATA
(SATA)
Ultrastar series

HITACHI (Interface HUH728060ALE600 6TB SATA
(SATA)
Ultrastar series

HITACHI (Interface HUH728080ALE600 8TB SATA
(SATA)
Ultrastar series

HITACHI (SAS Interface) HUS726020AL5210 2TB SATA
Ultrastar series

HITACHI (SAS Interface) HUS726040AL5210 4TB SATA
Ultrastar series

HITACHI (SAS Interface) HUS726060AL5210 6TB SATA

Seagate Pipeline HD Mini | ST320VT000 320 GB SATA

Seagate Pipeline HD Mini | ST500VT000 500 GB SATA

Seagate Pipeline HD Mini 5T2000LM003 2TB SATA

(EOL)

TOSHIBA 2.5inch MQO1ABDO50V 500 GB SATA
computer series

TOSHIBA 2.5inch MQO1ABD100V 1TB SATA
computer series

SAMSUNG HN-M101MBB HN-M101MBB 1TB SATA

(EOL)

Seagate 2.5inch ST1000NX0313 178 SATA
enterprise series

Seagate 2.5ineh ST2000NX0253 178 SATA

enterprise series

388




User Manual

Appendix 4 List of CD/DVD burners

compatible

L]

Update  Themware one DVRatthe version mrecent Forguarantee Tl@eration. ANGEsible

use Teele USBwitiTiheodel advised Forsetup  Therner USB.

Appendix 4-1 Compatible CD/DVD Burners

Producer Model Door type Type
Sony DRX-S50U USB DVD-RW
Sony DRX-S70U USB DVD-RW
Sony AW-G170S SATA DVD-RW
Samsung TS-H653A SATA DVD-RW
Panasonic SW-9588-C SATA DVD-RW
Sony DRX-S50U USB DVD-RW
BenQ 5232WI USB DVD-RW
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Appendix 5 List of compatible displays

See the following table for a list of compatible displays.

Appendix Table 5-1 Compatible displays

Brand Model Dimensions (unit of measurement:
inches)
BENQ (LCD) ET-0007-TA 19" (widescreen)
DELL (LCD) E178FPc 17"
Q774 17"
BENQ (LCD)
Q7T3 17"
HFNOVO (LCD) LXB-L17C 17"
SANSUNG (LCD) 225BW 22" (widescreen)
HFNOVO (CRT) LXB-FD17069HB 17"
HFNOVO (CRT) LXB-HF769A 17"
HFNOVO(CRT) LX-GJ556D 17"
Samsung (LCD) 2494HS 24"
Samsung (LCD) P2350 23"
Samsung (LCD) P2250 22"
Samsung (LCD) P2370G 23"
Samsung (LCD) 2043 20"
Samsung (LCD) 2243EW 22"
Samsung (LCD) SMT-1922P 19"
Samsung (LCD) T190 19"
Samsung (LCD) T240 24"
LG (LCD) W1942SP 19”7
LG (LCD) W2243S 22"
LG (LCD) W2343T 23"
BENQ (LCD) G900HD 18.5”
BENQ (LCD) G2220HD 22"
PHILIPS (LCD) 230E 23"
PHILIPS (LCD) 220CW9 23"
PHILIPS (LCD) 220BW9 24"
PHILIPS (LCD) 220EW9 25"
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Appendix 6 Compatible Switchers

Appendix Table 6-1 Compatible switchers

Brand Model Network work mode
D-LinK DES-1016D 10/100M self-adaptive
D-LinK DES-1008D 10/100M self-adaptive
Five network modes:
@® Automatic
@® HALF-10M
Ruijie RG-S1926S ® FULLIOM
@® HALF-100M
@® FULL-100M
H3C H3C-51024 10/100M self-adaptive
TP-LINK TL-SF1016 10/100M self-adaptive
TP-LINK TL-SF1008+ 10/100M self-adaptive
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Appendix 7 Earthing

Appendix 7.1 What is overvoltage?

Surge is a short change in current or voltage that occurs in a very short period of time. In
the circuit, it lasts for a few microseconds. In a 220V circuit, a voltage change of 5KV or 10KV
in a very short period of time (microseconds) can be called a surge. The voltage surge occurs
in two ways: external voltage surge or internal voltage surge.

@ External voltage surge: It is mainly caused by lightning. Alternatively, it can be due to
voltage changes when connecting or disconnecting the power cord.

@ Internal Voltage Surge: According to statistics, 88% of low voltage surges come from
internal building sources such as air conditioning systems, elevators, electric welders, air
compressors, water pumps, power switches, duplicators and other inductive load devices.

Power surges caused by lightning are far beyond the load level that the computer or
microdevices can handle. In most cases, the power surge can cause damage to the chip of
the electrical device, generate error codes in the computer, accelerate the aging of
components, cause data loss, etc. Even when a small 20 horsepower inductive motor starts
or stops, the surge can reach 3000-5000V, adversely affecting electronic devices that use the
same distribution box.

To protect the device, it is necessary to evaluate the operating environment and the degree of
lightning influence objectively. Since the overvoltage is closely related to the voltage amplitude,
frequency, network structure, voltage resistance of the device, protection level, grounding and
other factors, the lightning protection work should be a systematic design aiming at
comprehensive protection (including building, transmission cable, device, grounding, etc.). The
management should be comprehensive, and the measures taken should be scientific, reliable,
practical and economical. Considering the high voltage during lightning, according to the
International Electrotechnical Commission (IEC) standard on the theory of gradual energy
absorption and the classification of the entity in the protection zone, it is necessary to arrange
multiple levels of protection.

Lightning rods, lightning rod straps, or lightning rod nets can be used to reduce building

damage, injury, or property damage.

Lightning protection devices are divided into three types:

@ Power surge arrester: There are single-phase 220V and three-phase 380V surge arresters
(mainly parallel connection, sometimes series connection). The surge arrester can be
connected in parallel with the power cable to reduce the short-time voltage variation and
discharge the peak current. From the BUS to the device, there are usually three levels, so that
the system can reduce the voltage and discharge the current gradually, ensuring the
protection of the device. You can select the replaceable module type, terminal connection type
and portable socket according to your needs.
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@ Signal surge arrester: This device is mainly used in computer networks and
communication systems. The connection type is serial. When the surge arrester is
connected to the signal port, it can prevent the lightning current from flowing to the
device and at the same time discharge it to the ground to ensure the proper operation of
the device. The surge arrester has various specifications and is widely used in many
devices, such as telephones, networks, analog communications, digital communications,
cable TV and satellite antennas. For all input ports, especially external ones, a signal surge
arrester must be installed.

@® Antenna Power Cable Strain Relief: It is suitable for the transmitter antenna system or
the system of the device that receives the wireless signal. This device also uses serial
connection.

When selecting the type of surge arrester, pay attention to the type of port and the reliability

of grounding. In some important environments, special shielded cables are required. Do not

connect the lightning grounding wire with the lightning rod grounding wire in parallel. Make
sure they are far enough apart and properly grounded.

Appendix 7.2 Grounding Methods

It is known that grounding is the most complicated technology in electromagnetic compatibility
design, because there is no systematic theory or form. Grounding can be done in different ways,
but the choice depends on the structure and performance of the system.

Below are some positive experiences from our past work.

@ Single point grounding:The following figure shows the single-point grounding. This
connection has a common point to allow signal transmission in many circuits. Without a
common point, signal transmission errors occur. In the single-point grounding mode,
each circuit is simply grounded and all circuits are connected to the same point. Since
there is only one common point, there is no circuit and therefore no interference occurs.

Appendix Figure 7-1 Single-point grounding

Subsystem (or Subsystem (or Subsystem (or
device) n. 1 device) n. 2 device) n. 3

/..Grounding point of the

L

Cabl system or subsystem
able
. —
shielded .
Understand theme (or DIEt . SUb?VStem (Or
ddevice) n. 4 principal device) n. N

@ Multi-point grounding:In the following figure, you can see how the internal circuit uses the chassis
as a common point. At the same time, all the device chassis use the ground as a common point. In
this connection, the ground structure is able to provide a lower ground resistance because, in the
case of multi-point grounding, each ground wire is as short as possible. In addition, the parallel

connection of the wires can reduce the total conductance of the
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ground wire. In a high frequency circuit, multi-point grounding mode must be used, and
each wire must be grounded. The length must be less than 1/20 of the signal wavelength.

Appendix Figure 7-2 Multi-point grounding
Device

T

11T [ 1] TI1T

Grounding
Mass at .
i of the signal
land in
safety .
Grounding
of the device

A A

Grounding the device

@® Mixed grounding:Mixed grounding has the characteristics of both single-point and multi-
point grounding. For example, the system power supply needs to use single-point grounding,
while the radio frequency signal needs multi-point grounding. So, the ground can be referred
to as the following figure. For direct current (DC), the capacitance is open circuit, and the
circuit is single-point grounding. For radio frequency signal, the capacitance is conductive, and

the circuit adopts multi-point grounding.

Appendix Figure 7-3 Mixed grounding

When connecting large devices (the physical size of the device and the connecting cable are
large compared to the existing interference wave path), there is a possibility of interference
when the current flows through the chassis and cable. In this case, the interference circuit
path is usually in the system ground circuit.

In terms of grounding, there are two aspects to consider: System compatibility and
external interference coupling in the ground circuit, which may cause system failure.

Since the external interference is not regular, the problem is not easy to solve.
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Appendix 7.3 Anti-lightning grounding method in
monitoring system

@ The monitoring system must be equipped with a solid lightning-proof ground to
ensure the safety of personnel and device.

@ The ground resistance of the monitoring system must be less than 1 Q.

@ Lightning-proof grounding shall use a special grounding cable from the monitor control
room to the grounded object. The grounding cable adopts copper-insulated cable or wire,
and its grounding section shall be more than 20mma..

@ The ground wire of the monitoring system cannot be short-circuited or mixed with the
strong AC wire.

@ For all ground wires from the control room to the monitoring system or the ground wire of other

monitoring devices, use soft copper resistance wires with a cross-section greater than 4 mma.

@ As arule, the monitoring system is able to adopt single-point grounding.

@ Connect the ground end of the 3-prong plug in the monitor system to the system ground
port (protective ground wire)

Appendix 7.4 Shortcut to check the electrical system with a
digital multimeter

For 220V AC outlets, from top to bottom we have: E (earth wire), N (neutral wire), L (phase
wire). Refer to the following figure.

Appendix Figure 7-4 Electrical outlet

There is a quicker way to check whether the connection of these three cables is standard or
not (this is not a precision check).
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In the following operations, weflow rate ote multimeter mustto be Of750V.

For E (ground wire)

Set the digital multimeter to 750 VAC, hold the metal end with one hand, and insert the probe
into the E port of the socket with the other. Refer to the figure below. If the multimeter indicates
0, it means that the ground wire connection is normal. If the value is higher than 10, then it is
possible that there is an inductive current and the ground wire connection is not correct.

Appendix Figure 7-5 Checking the ground wire connection

For L (live cable)

Set the digital multimeter to 750VAC, hold the metal end with one hand, and insert the probe
into the L port of the socket with the other. Refer to the figure below. If the multimeter
indicates 125, it means that the live wire connection is normal. If the value is less than 60, it is
possible that the live wire connection is not correct or that the wire is not live at all.
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Appendix Figure 7-6 Checking the live cable connection

For N (neutral wire)

Set the digital multimeter to 750 VAC, hold the metal end with one hand, and insert the
probe into the N port of the socket with the other. Refer to the figure below. If the
multimeter indicates 0, it means that the N wire connection is normal. If the value is higher
than 10, then there may be an inductive current and the neutral wire connection is incorrect.
If the value is 120, then the neutral wire has been incorrectly connected to the live wire.
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Appendix Figure 7-7 Checking the neutral wire connection
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Appendix 8 Connection cable definition
RJ45-RS232

For the definition of RJ-45 cable, refer to the following figure.

Appendix Figure 8-1 RJ-45 cable

W=White O=0range
BL=Blue G=Green

B=Brown

For the definition of the RS-232 connector pins, refer to the following figure.

Appendix Figure 8-2 RS-232 connector

Cross-connection

The following figure illustrates the device connection.
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Appendix Figure 8-3 Cross-connection
fﬁ 1 . ¢ BO1
~— |l 5GND SF
NC 9 & o - [—=—1DAT~
T o LIl 4 Ne L 3 | DBR+
G 7 D 3TXD 141 DC+
o I 2rx L2 pC-
I—L +
N——) o0-2—o0- O
BO2
RS232 RJ45
Refer to the following table for detailed information on connecting the crossover
cable.

Appendix Table 8-1 Crossover cable connection

RJ-45 (T568B) RJ-45 (Network Cable) RS-232 :;Cr: :IﬁO" of the
4 Blue 2 RXD

White and blue 3 TXD
3 White and green 5 GND

Direct connection

Refer to the following figure for information on connecting the direct cable.

Appendix Figure 8-4 Direct cable connection

1 O BO1
7)) son 05— DAT+
neolif o o 05— -DAT-
NC 8 O 4 NC I_DL—DBR"'
Mo 72 otk 3Rx0 | e+
o ll2mo - | De-
oo flC e o B
&___“_J 8 _DD_
— O o2
RS232 RJ45

See the following figure for direct connection information.

Appendix Table 8-2 Direct connection

RJ-45 (T568B) RJ-45 (Network Cable) RS-232 :;Cr: :IﬁO" of the
4 Blue 3 RXD

White and blue 2 TXD
3 White and green 5 GND
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Appendix 9 Recommendations on
safety

Dahua Vision Technology Co., Ltd. (hereinafter referred to as "Dahua") attaches great
importance to cyber security and privacy protection. Dahua continuously allocates special
funds to improve employee security awareness and capabilities, and to ensure that our
products are secure. Dahua has established a professional security team to ensure
comprehensive security control throughout the entire product life cycle, including design,
development, testing, production, delivery, and maintenance. Dahua products adhere to the
principle of collecting as little data as possible, minimizing repairs, prohibiting backdoors,
and disabling unnecessary and unsafe services (such as Telnet). Dahua continuously
introduces innovative security technologies to strengthen the protection of its products. In
addition, striving to surpass itself, Dahua provides 24/7 security alarm services and security
emergency response services to users around the world. This approach ensures better
protection of security rights and interests. Meanwhile, Dahua encourages users, partners,
suppliers, government agencies, industry organizations and independent researchers to
report potential risks or vulnerabilities to Dahua PSIRT. You can submit reports by visiting the
cybersecurity section on Dahua's website.

The safety of software platforms is not only based on the continuous attention and efforts of
manufacturers in R&D, production and delivery, but also requires the active participation of
users. Users must pay attention to the environment and usage methods to ensure safe
operation. Therefore, users are advised to use the software platform safely, including but not
limited to:

Account Management

1.Use strong passwords
@ length must not be less than 8 characters;
@ use at least two different types of characters chosen from uppercase and lowercase letters, numbers and

symbols;

@ Passwords must not contain the account name or the account name backwards;
@ do not use sequential characters, such as 123, abc, etc.;
@ do not use repeated characters, such as 111, aaa, etc,;

2.Change your passwords regularly
It is advisable to change your passwords regularly to reduce the risk of them being discovered or
compromised.

3.Assign accounts and permissions sensibly
Add users sensibly and assign them the minimum set of permissions based on your
work and management needs.

4. Activate account blocking
The account lockout feature is enabled by default and it is recommended that you do not
disable it to ensure the security of your account. If an attacker tries to access
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repeatedly enter an incorrect password, the corresponding account and source IP address
will be blocked.

5.Set up and update password recovery information in a timely manner The platform
supports password reset function. To reduce the risk of attacks, please set password
reset information in a timely manner. If the information changes, please change itin a
timely manner. When setting password reset security questions, it is recommended not
to use questions whose answers can be easily guessed.

6.Enabling Account IP/MAC Address Matching
It is recommended to enable the account IP/MAC binding mechanism to further
enhance the login security.

Service Configuration

1.Enabling HTTPS protocol
It is advisable to enable the HTTPS protocol, so that you can access the web service via a secure
communication channel.

2.Disable unnecessary services and choose safe modes
To reduce risks, it is advisable to disable services such as SNMP, SMTP, etc. when they are not
needed.
If you need them, it is highly recommended to use secure methods for the following services (this
list is not exhaustive):
@ SMTP: Choose TLS to access the email server.
@ FTP: Choose SFTP and set strong passwords.

Network Configuration

1.Enabling the Firewall Allow List
It is recommended that you enable the Allow List to allow access to the system only from
specified IP addresses. Therefore, be sure to add the IP address of your computer and devices
to the Allow List.

2.Network Isolation
The network should be isolated by dividing the video monitoring network and the office network on
switches and routers on different VLANSs. This prevents the office network from being used to

launch Pivoting attacks on the video monitoring network.

Security checks

1.0nline User Verification
It is advisable to check online users on an irregular basis to identify any users who
have logged in illegitimately.

2.Platform Registry Verification
Log control allows you to obtain information about the IP addresses that attempted to access

the platform and the operations performed by connected users.
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Physical protection

It is recommended that you install physical protection on the device where the platform is
installed. For example, place the devices inside a cabinet in a computer room and implement
access control and key management measures to prevent unauthorized personnel from
damaging the hardware.

Perimeter Protection

It is recommended to implement perimeter security products and take necessary measures,
such as authorized access, access control and intrusion prevention, to protect the security of
the software platform.
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